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show ip pim dense-modeinterface . ....................... 1264
show ip pim dense-mode interfacedetail .................... 1266
show ip pim dense-modemroute . ........................ 1267
show ip pim dense-mode neighbor . ... .................... 1268
show ip pim dense-mode neighbordetail .................... 1269
show ip pim dense-modenexthop . . . ...................... 1270
undebugall pimdense-mode . . ... ......... .. ... . ... ..... 1271
PART 5: AccessandSecurity. ... ... ...ttt ittt ittt 1272
Chapter 32: IPv4 Hardware Access Control List (ACL) Commands .......... 1273
Introduction . . . ... .. .. . e 1273
ACCESSGIOUP .« v v v e e e e e e e e e e e e e 1276
access-list (numbered hardware ACLforICMP) . .. .............. 1278
access-list (numbered hardware ACL for IP packets) . . ... ......... 1282
access-list (numbered hardware ACL for IP protocols) . . . . ... ...... 1285
access-list (numbered hardware ACL for MAC addresses) . ......... 1290
access-list (numbered hardware ACL for TCPorUDP) . ... ......... 1293
access-list hardware (named hardware ACL) . . . .. .............. 1297
acl-groupipaddress . . ... ... .. e 1299
acl-group ip Port . . oo e 1300
(acl-groupipportrange) . ... ... .. e 1301
commit (IPV4) . . e 1303
ip(ip-host-group) . . . . . .. e 1304
(named hardware ACLentry forICMP) . . . .. .. ... ... ... ...... 1306
(named hardware ACL entry forIP packets) . .................. 1310
(named hardware ACL entry for IP protocols) .. ................ 1314
(named hardware ACL entry for MAC addresses) . ... ............ 1319
(named hardware ACL entry for TCPorUDP) ... ............... 1322
platform acls-to-vlanclassifiers .. ............. ... . ........ 1326
C613-50531-01 Rev B Command Reference for GS980EM Series 21

AlliedWare Plus™ Operating System - Version 5.5.1-2.x



SHOW @CCeSS-grOUP .« . & v v oot e e e e e 1328

show access-list (IPv4 Hardware ACLs) . . .................... 1329
show access-listcounters . . .. ... . ... . 1331
show acl-groupipaddress . . ... ... ... .. .. 1333
show acl-groupipport . ....... .. .. e 1334
show interface access-group . . . . .. ... . i e 1335
Chapter 33: IPv4 Software Access Control List (ACL)Commands . . . ........ 1336
INtroduction . . . ... e 1336
access-listextended (named) .. ..... ... ... . . . . .. 1339
access-list (extendednumbered) . ... ... ... o oL 1347
(access-list extended ICMPfilter) ... ........ ... ... ......... 1350
(access-list extended IPfilter) ... ........ ... ... . ... ... ..., 1352
(access-list extended IP protocolfilter) . ..................... 1355
(access-list extended TCP UDPfilter) . . .. .. ... ... ... ...... 1359
access-liststandard (named) . . . . ... ... . 1362
access-list (standard numbered) ... ... ... ... . . .. 1364
(access-list standard namedfilter) ... .......... ... . ... ..... 1366
(access-list standard numberedfilter) . ... ....... ... ... .. ... 1368
clearipprefix-list ... ... ... .. . . .. .. 1370
dOS © o e e 1371
ipprefix-list. . . ... e 1374
maximum-access-list (deleted) .. ......... ... ... . . . . ... ... 1376
show access-list (IPv4 Software ACLS) . . ............ .. ....... 1377
showdosinterface . .. ...... ... . . ... 1379
showipaccess-list ... ..... ... .. . . .. . . . . 1382
showipprefix-list . . ... ... . . . 1383
vty access-class (numbered) . .. ... ... oo oL, 1384
Chapter 34: IPv6 Hardware Access Control List (ACL) Commands .......... 1385
Introduction . ... ... e 1385
acl-groupipvbaddress . ... ... ... e 1387
commit (IPVB) . . . . o e 1388
ipv6 (ipv6-host-group) . . . . . . . .o i 1389
ipv6 access-list (named IPv6 hardware ACL) . . ................. 1391
ipvé traffic-filter . . . ... ... . . 1393
(named IPv6 hardware ACL: ICMPentry) ... .................. 1395
(named IPv6 hardware ACL: IPv6 packetentry) ... .............. 1399
(named IPv6 hardware ACL: IP protocolentry) ... .............. 1403
(named IPv6 hardware ACL: TCPor UDPentry) ... .............. 1408
platform acls-to-vlanclassifiers .. ............. ... ... ...... 1412
show access-listcounters . . .. ... .. . ... . 1414
show acl-groupipvbaddress. . . . ... ... i 1416
show ipv6 access-list (IPv6 Hardware ACLs) . .. ................ 1417
Chapter 35: IPv6 Software Access Control List (ACL)Commands . . . ........ 1418
Introduction . . . ... ... . . e 1418
ipv6 access-listextended (named) ... .......... ... . ..., .. 1420
ipv6 access-listextendedproto ... ...... ... ... ... . . ... 1424
(ipv6 access-list extended IP protocolfilter) .. ................. 1427
(ipv6 access-list extended TCP UDPfilter). . . . ... .............. 1430
ipv6 access-list standard (named). . .. ........ .. .. . .. ..., 1432
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(ipv6 access-list standardfilter) ... .......... .. ............ 1434

ipvb prefix-list . . .. ... . e 1436
show ipv6 access-list (IPv6 Software ACLs) . . . ................. 1438
showipv6 prefix-list . .. ..... .. . . . . . . . 1440
vty ipv6 access-class(named) . ... ..... ... .. ... .. ... 1441
Chapter 36: QoSCommands . ... .ottt te ettt s ittt cereoas 1442
Introduction . .. .. .. ... 1442
Class .. 1445
class-map . . . . e 1446
clear mls qos interface policer-counters. . . . .................. 1447
default-action . . ... ... ... 1448
description (QoS policy-map) . .. ... . ... 1449
egress-rate-limit . . . . ... L 1450
egress-rate-limitoverhead . . .. ... ... ... o 1451
Mmatch access-group . . ... .ot 1452
Match COS . . . . o o e 1454
matchdscp . . ... oo e 1455
match eth-formatprotocol . . . . ...... ... ... ... .. . .. . .. ..., 1456
matchip-precedence . .. ... ... .. . ... e 1459
matchmac-type . . . . ... e 1460
matchtcp-flags .. ... ... . . ... 1461
matchtpid . . ... .. . . e 1462
matchvlan . ... .. 1463
mls qos aggregate-policeaction . ... ......... ... .. .. .. ..., 1464
mls qos aggregate-policecounters. . .. ... ... ... L. 1466
MIS OSCOS . . o it e e e e 1467
milsqosenable. . . ... ... ... .. 1468
MIS QOS MAP COS-QUEUE . . v v v v e e e e e e e e et e e et e ettt e e 1469
misqosmap premark-dscp. . . ... ... . 1470
MISQOS QUBUE . . . v v et et e e e e et et e e e e 1472
misqosscheduler-set ... ..... ... ... ... . . . .. . . .. 1473
mls qos scheduler-set priority-queue . ... ........ .. ... .. ... 1474
mls qos scheduler-set wrr-queue group . . .. ... .. it 1475
NopPolice . .. i e 1476
police-aggregate . . ... ... ... e 1477
policecounters . ... ... .. ... e 1478
police single-rateaction. . . . ... ... ... . ... L 1479
policetwin-rateaction. . . .. ... ... ... ... ... 1481
POlICY-Map . . e e 1483
service-policy input . . . ... . 1484
setbandwidth-class . .. ....... ... ... .. . . . . . . 1485
SELCOS & o i e e e e e 1487
et ASCP .« vt e 1489
S QUEBUE . . ot e e e e e e e e e e e 1491
showclass-map . . ... .o i e 1493
ShowmIs qos . .. o oot e 1494
show mls qos aggregate-policer ... ........... ... ... ...... 1495
showmlsqosinterface . .......... .. .. . . . .. .. 1496
show mls qos interface policer-counters . . ................... 1499
show mls qos interface queue-counters . .................... 1500
show mls qos interface storm-status . . . . .................... 1502
show mls qOs Maps Cos-qUEUE . . . . . . v v i ittt e e e e 1503
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show mls qos mapspremark-dscp ... ...................... 1504

show mls qosscheduler-set ... .............. ... ... .. .... 1505
show platform classifier statistics utilization brief. . . . . ... ........ 1506
showpolicy-map . ...... ... 1509
storm-action . .. .. .. e e 1510
storm-downtime . . . ... ... .. 1511
storm-protection . . ... . ... e 1512
Storm-rate . . . . e e e 1513
StOrM-Window . . . . ..o e 1514
strict-priority-queue egress-rate-limitqueues . . . ... ... ... ... 1515
strict-priority-queue queue-limit . .. ..... ... ... . o L. 1516
USTASCP & . . e 1517
wrr-queue disablequeues . .. ... ... 1519
wrr-queue egress-rate-limitqueues . ... .. ... .. . o, 1520
wrr-queue queue-limit .. ... e 1521
Chapter 37: 802.1XCommands .. .....ctttttttttttctrt s 1523
Introduction . . ... ... . . e 1523
dotIxaccounting . . ... .. i 1525
dotixauthentication. . . .. ... ... ... . ... . . . . . 1526
debugdotlix . .. ... e 1527
dotlx control-direction . . ... ... ... ... .. . . . ... 1528
o o] f Q=T o 1530
dotIixeapol-version . .. ...... .. . . ... e 1531
dotlixinitializeinterface. . . . . . ... ... ... 1532
dotlxinitialize supplicant . .......... ... ... ... ... .. .. .... 1533
dotIxkeytransmit . ... ... .. . .. . 1534
dotlxmax-auth-fail . ........... ... .. ... .. . . . . . . .. 1535
dotIxmax-reauth-req . . . . ... ... 1537
dotIxport-control . . . ... ... . .. . ... 1539
dotIxtimeouttx-period. . ... ... ... ... ... e 1541
showdebuggingdotlx . ....... ... ... ... ... 1543
showdotTx . . ... e 1544
showdotIxdiagnostics . . ... ... ... . e 1547
showdotIxinterface. . . ......... ... ... . . .. 1549
show dot1x sessionstatistics . . ... ............. . ..., 1551
show dotlx statisticsinterface. . . . . ... ... ... ... ... ... ... 1552
showdotIxsupplicant ... ..... ... ... ... .. . . .. . ... 1553
show dot1x supplicantinterface . ............... ... .. ..... 1555
undebugdotlx . . ... . .. e 1557
Chapter 38: AuthenticationCommands . . . . ... ... ...ttt 1558
Introduction . ... ... e 1558
authauth-failvlan .. ........ .. . . . ... 1562
authcritical . . . ... . 1564
auth dhcp-framed-ip-lease . . . .. ... ... ... .. ... .. 1565
authdynamic-aclenable . ... ..... ... ... ... ... .. . . . . . . . 1567
auth dynamic-vlan-creation . .. ... ... ... ... ... .. . . . . . . . 1569
authguest-vlan . . ... ... .. . . . 1572
authguest-vlanforward . . . .. ... ... . ... 1574
auth guest-vlan hw-forwarding . . . . .. ... ... ... ... ... . .. .. 1576
authhost-mode . . . .. ... ... . . . . e 1577
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authlog . . . ..o e 1579

auth max-supplicant . . .. ... ... ... . . . . . . . 1581
auth multi-vlan-session . . . . ... ... .. . . . .. e 1583
authpriority . .. ... e 1584
auth profile(global) ... ...... .. . . . . . . . . . 1586
auth profile (interface) . . . . .. ... .. . 1587
authreauthentication . .. ........ ... . ... . . e 1588
authroamingdisconnected . ........ ... ... .. . . . . . .. 1589
authroamingenable. . . . ... ... . . . ... 1591
authsupplicant-ip . ... .. ... . . 1593
authsupplicant-mac . . . ... ... . . . e 1595
auth timeout connect-timeout . ... ....... ... .. .. ... ... ... 1598
auth timeout quiet-period . . ... ... ... .. ... . .. .. 1599
auth timeout reauth-period . ... . ... ... ... ... ... ... . . . ... 1600
auth timeout server-timeout . . . . . ... ... ... . e 1602
auth timeout supp-timeout . ... .. ... ... ... ... .. . . . .., 1604
auth vlan-restriction . . .. ... .. . . ... 1605
authtwo-stepenable ... ...... ... . . . . ... ... .. 1607
authtwo-steporder . ... ... ... . . . . ... e 1610
auth-macaccounting . . ...... ... . 1612
auth-mac authentication . . ........... . ... . . . . 1613
auth-macenable ... ....... . . . . ... 1614
auth-macmethod . ........ ... . . . . .. ..., 1616
auth-macpassword . ... ... ... . . ... . ... 1618
auth-macreauth-relearning .. ......... ... ... . 1619
auth-macstatic . ....... .. . . . e 1620
auth-macusername . . . ... ...t e 1621
auth-webaccounting . ......... . . ... ... 1622
auth-web authentication . .. ........ ... ... ... ... .. .. .. ... 1623
auth-webenable ... ...... ... . . . ... 1624
auth-webforward . .......... ... ... .. .. ... ... 1626
auth-web idle-timeoutenable . . . . ... ... ... . 1629
auth-web idle-timeouttimeout . . ... ....... ... ... . . . ... ... 1630
auth-web max-auth-fail . .. ........ ... ... ... .. ... ... ... ... 1631
auth-webmethod . . ....... ... . . . ... 1633
auth-web-server blocking-mode . . ... ... ... ... ... .. . ... 1634
auth-web-server dhcpipaddress ... ........... ... ... . ..... 1635
auth-web-serverdhcplease .. ... ... .. ... ... ... .. . . . ... 1637
auth-web-server dhcp-wpad-option . . . . ...... ... ... ... ... 1638
auth-web-serverhost-name . ... ....... ... ... .. . . . . ... 1639
auth-web-serverintercept-port . . .. ... .. ... . 1640
auth-web-serveripaddress . . . . . .. .. ... e 1641
auth-web-serverpagelanguage . ........... ... ... . . ... ... 1642
auth-web-serverlogin-url . . . . ... ... ... 1643
auth-web-serverpagelogo . ......... ... ... . . i 1644
auth-web-server pagesub-title . ... ... ... ... ... ... ... ... 1645
auth-web-server page success-message . . ... ... ... 1646
auth-web-serverpagetitle . . .. ... ... ... . .. L L 1647
auth-web-server page welcome-message . . .......... ... 1648
auth-web-server ping-pollenable . ........................ 1649
auth-web-server ping-poll failcount . . . ..................... 1650
auth-web-server ping-pollinterval . . ... .................... 1651
auth-web-server ping-poll reauth-timer-refresh . ... ............ 1652
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auth-web-server ping-poll timeout. . . .. .................... 1653

auth-web-server ping-polltype . . . . .. ... ... 1654
auth-web-serverport . . ... . . .. 1656
auth-web-server redirect-delay-time . .. ........ .. ... . ... ... 1657
auth-web-serverredirect-url . . .. ... ... ... . . 1658
auth-web-serversession-keep . . . .. ... ... ... .. 1659
auth-web-serverssl. . . .. ... . 1660
auth-web-server sslintercept-port . . ... ......... .. ... . ..... 1661
auth-web-server trustpoint. . . . . ... ... ... 1662
copy proxy-autoconfig-file . . .. ... .. .. L 1664
copy web-auth-https-file . ... ... ... ... ... . . . . 1665
description (auth-profile) . . . . ... .. ... . 1666
erase proxy-autoconfig-file. . . . ........ ... . ... . . ... 1667
erase web-auth-https-file . . . . .. ... .. ... .. ... .. . .. . 1668
showauth .. ... . 1669
showauthdiagnostics . . . .. ...... ... . . ... . e 1671
showauthinterface ... ........ .. . . . . ... . . . . 1673
show auth sessionstatistics . . . .. ......... ... ... ... . ... .. 1675
show auth statisticsinterface . . ... ....................... 1676
showauth supplicant ... ............... ... . .. . . . . . .... 1677
show auth supplicantinterface . .......................... 1680
show auth two-step supplicantbrief . . . . .................... 1681
show auth-web-server . . . . ... ... . . . 1683
show auth-web-serverpage ... ....... ... ... ... ... . .. . ... 1684
show proxy-autoconfig-file. . . . ... ... ... ... .. ... .. ..... 1685
Chapter 39: AAACOMMANdS . . .. vttt vttt vt neennssosenoessooaas 1686
Introduction . . . ... e 1686
aaaaccountingauth-mac. . ............ .. e 1688
aaaaccountingauth-web . . . .. ... ... ... 1690
aaaaccountingcommands . . . .. ... e 1692
aaaaccountingdotlx . .. ... . e 1694
aaaaccountinglogin. . . ... .. . . e 1696
aaaaccountingupdate . ... ... 1699
aaa authenticationauth-mac . .......... ... ... .. . . . . . ... 1701
aaa authenticationauth-web .. ... ... ... ... ... . . . . ... 1703
aaa authenticationdotIx . . .. ... . ... . ... e 1705
aaa authentication enable default group tacacs+ .. ............. 1707
aaa authentication enable defaultlocal . . .. .................. 1709
aaa authenticationlogin .. ...... ... ... . . . . 1710
aaa authorizationcommands .. ... ....... .. ... . . . . . 1712
aaa authorization config-commands. . . .. .......... ... ...... 1714
QAAGIOUP SEIVEE . . v vttt e it e e et e e e e 1715
aaa local authentication attempts lockout-time . . . . ... ... ....... 1717
aaa local authentication attemptsmax-fail . . . . ................ 1718
aaaloginfail-delay . .......... ... ... .. . . . . ... 1719
accountinglogin . ... ... 1720
authorizationcommands . . . . ... ... ... e 1721
clearaaalocaluserlockout . . . ... ... ... ... ... . ... ..., 1723
debugaaa . ... ... 1724
loginauthentication . .. ...... ... ... .. . . . . . e 1725
PrOXY-PO o o e e e e e e e 1726
radius-SECUIe-PrOXY @@ . « v v v v v v ettt e e e e e 1727
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server (radseCcproXy-ada) . . v v v v v it e 1728

server mutual-authentication . . ... ........ ... ... .. .. . . ... 1730
servername-check . .. ... ... .. 1731
servertrustpoint . . . . .. e 1732
showaaalocaluserlocked . . ... ... ... ... ... .. ... .. .. ... 1734
Show aaaservergroup . . ... ... ..ot 1735
showdebuggingaaa. .. ....... ... ... ... .. e 1736
show radius servergroup . . . . . .ttt e 1737
undebugaaa . . ... ... e 1739
Chapter 40: RADIUSCommands. . . ...t v ittt tneeeonsesocnnnnss 1740
Introduction . .. .. .. e 1740
auth radius send nas-identifier . ......... ... .. ... . ... ... 1741
auth radius send service-type . ... ... ... ... ... 1742
clear radius dynamic-authorization counters . .. ............... 1743
deadtime (RADIUS server group) . . . . v oo oo i it i e e e e 1744
debugradius . . .. ... e 1745
ipradius source-interface . . . . ... ... ... . 1746
radius dynamic-authorization-client . . . . .. ...... .. ... .. ... .. 1747
radius-serverdeadtime . . ... ... ... . ... .. .. 1748
radius-serverhost . . . .. .. ... e 1749
radius-serverkey . .. ... ... e 1752
radius-serverretransmit . . . ... ... L e 1753
radius-servertimeout . ... ... ... . ... ... 1755
SEIVEN (SEIVEI QIrOUP) « v v v v e e e e e e et e e e e e e e e e e e e e 1757
showdebuggingradius . . . .. ... ... .. e 1759
showradius . . ... e 1760
show radius dynamic-authorizationcounters . . ... ............. 1763
show radius statistics . ... ..... ... ... ... . .. . 1765
undebugradius . ... ... e 1766
Chapter 41: Public Key Infrastructure and CryptoCommands ............ 1767
Introduction . . . .. .. 1767
cryptokeygeneratersa . .. ... 1768
cryptokey zeroize . ... 1769
crypto pkiauthenticate . . ... ... . . 1770
cryptopkienroll . .. .o e 1771
cryptopkienrolluser ... ... .. .. e 1772
cryptopkiexportpem . . . .. e 1774
cryptopkiexport pkes12 . ... .. e 1775
cryptopkiimportpem . . .. .. 1777
crypto pkiimportpkcs12 . . . . .. 1779
cryptopkitrustpoint . . . . ... 1780
enrollment (ca-trustpoint) .. ... ... ... .. ... . .. . . . 1781
fingerprint (ca-trustpoint) . ........... ... ... . . . 1782
no crypto pkicertificate . . . . ... ... .. 1784
rsakeypair (Ca-trustpoint) . . . . .. ... 1785
show crypto key mypubkeyrsa .. ...... ... ... ... . . ... 1786
show crypto pki certificates .. ............ ... ... ... . ..... 1787
show crypto pkienrollmentuser . .. ...... ... ... .. ... ... .... 1789
show crypto pki trustpoint . . . .......... .. ... .. . ... .. ..., 1790
subject-name (ca-trustpoint). . . . .. ... ... . . 1791
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Chapter 42:

TACACSH+ComMMaANAS . . v vttt vttt o v eeeeeeeencnnneens 1793

Introduction . .. .. .. 1793
aaa authorizationcommands . .. ....... ... ... . o .. 1794
aaa authorization config-commands. . . . .. ... ... . L. 1796
authorizationcommands . . . ... ... .. 1797
iptacacssource-interface . . . . ... ... e 1799
showtacacs+ . . . ..ot e 1800
tacacs-serverhost. . . ... ... e 1802
tacacs-serverkey . . ... 1804
tacacs-servertimeout . ... ... ... ... e 1805
Chapter 43: DHCP SnoopingCommands . .. ......cciitteeeeneesnns 1806
Introduction . .. .. ... 1806
AP SECUNTY .« o v e e e e e e e e e e 1808
arp securitydrop link-local-arps . . . .. ... ... ... ... . . . . 1809
arpsecurityviolation . . . . ... ... e 1810
clear arp security statistics . . ... .. ... ... . .. e . 1812
clearip dhcp snooping binding . . ... ... .. ... .. .. ... 1813
clearip dhcp snooping statistics . .. ......... ... ... .. ... ... 1814
debugarpsecurity . .. ... .. . e 1815
debugipdhcpsnooping . ....... . . ... 1816
ipdhcpsnooping . . ... .. e 1817
ip dhcp snoopingagent-option . . . ......... .. ... ..., 1819
ip dhcp snooping agent-option allow-untrusted . . . ... .......... 1820
ip dhcp snooping agent-option circuit-id vlantriplet . ... ......... 1821
ip dhcp snooping agent-optionremote-id . . .. ...... ... ... ... 1822
ipdhcpsnoopingbinding . .......... ... .. . . . ... ... 1823
ipdhcp snoopingdatabase . ............ .. .. . ... ... ... .. 1824
ip dhcp snooping delete-by-client . . . ......... ... ... .. ..., 1825
ip dhcp snooping delete-by-linkdown ... ................... 1826
ip dhcp snooping max-bindings . . ...... ... . . oo L. 1827
ip dhcp snooping subscriber-id . . ... ... oo 1828
ipdhcpsnoopingtrust ... ...... ... . . . . . . e 1829
ip dhcp snooping verify mac-address . .. .......... .. .. ... ... 1830
ipdhcpsnoopingviolation . . . ........ ... .. . . . . . ... ... 1831
ipsourcebinding . . ... ... 1832
servicedhcp-snooping . . . . .o e e 1834
showarpsecurity . . . ... 1836
show arp securityinterface . . . .. ... ... . ... . .. 1837
show arp security statistics . . . .. ..... ... .. .. . 1839
show debuggingarpsecurity . ........ ... ... .. .. . .. . ... 1841
show debuggingipdhcpsnooping ... ....... ... ... ... ..... 1842
showipdhcpsnooping . . ...... ... .. e 1843
showipdhcpsnoopingacl . . ........ ... .. ... . . . . . . . 1844
show ip dhcp snooping agent-option . . .. ................... 1847
showip dhcp snoopingbinding ... ........ ... ... ... ...... 1849
show ip dhcp snoopinginterface . . . .. ......... ... .. .. ... 1851
show ip dhcp snooping statistics . ... ...................... 1853
showipsourcebinding ... ...... ... ... ... . . . . . . . .. 1856
PART 6: Network Availability . . . ................ciiiiii. 1857
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Chapter 44: Ethernet Protection Switched Ring (EPSRing™) Commands ... ... 1858
Introduction . .. .. .. 1858
debugepsr . . ... e 1860
DSl o i e e e e e e e 1861
epsrconfiguration . ... ... .. ... ... e 1862
epsrdatavlan. . . ... ... . e 1863
epsrenhancedrecoveryenable .. ... ... ... ... . . . . . . 1864
epsrflush-type. . . .. . e 1865
epsr mode master controlvlan primaryport . . . ..... ... .. ... ... 1867
epsrmode transitcontrolvlan . . . .. ... ... .. L oL L. 1868
EPSI PIIONtY . o e e e e 1869
EPSrState . . e e e e e e 1870
epsrtopology-change . . . . ... ... .. 1871
PRSI AP .« o e e e e e e e e 1872
showdebuggingepsr . . ...... .. . ... 1873
SNOW EPSI . . . e 1874
show epsrcommonsegments. . . .. ... .ottt 1879
showepsrconfig-check . .. ...... ... ... .. .. .. ... . .. .. . ... 1880
show epsr <epsr-instance> . . . . ... .. . 1881
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ShOW €pPSI COUNtErS . . . . v o oo e e e e e e e e 1883
show epsrsummary . ... ... ... 1884
undebug epsr . .. e 1885

PART 7: NetworkManagement. . ... .. ...ttt it tnornncsnnsnas 1886
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application-proxyip-filter. . . . . .. ... ... ... . . L 1893
application-proxy quarantine-vlan . . . . .. ... ... ... . L. 1894
application-proxy redirect-url . .. ... ... . ... . e 1895
application-proxy threat-protection . . . ... .................. 1896
application-proxy threat-protection send-summary . . . . .. ... ... .. 1897
application-proxy whitelist advertised-address . . . . ... .......... 1898
application-proxy whitelistenable . . . .......... ... .. ... ... 1899
application-proxy whitelist protectiontls. . . .. ................ 1900
application-proxy whitelistserver . ... ...... ... ... .. . . . . ... 1901
application-proxy whitelist trustpoint (deprecated) . . ............ 1903
area-link . . .. L 1904
atmf-arealink . . .. ... ... 1906
atmf-link . ... 1908
atmfarea . ... .. .. 1909
atmfareapassword . ... ... .. ... ... 1911
atmfauthorize . . . . . ... .. L 1913
atmfauthorize provision .. ....... .. .. ... . ... . . 1915
atmfbackup ... ... . 1917
atmf backup area-mastersdelete . . . ... .. ... . ... . . 1918
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atmfbackupdelete. . .. ... ... .. . ... 1923
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atmfbackupenable ... ....... .. . . . .. ... 1924

atmfbackupguestsdelete . . . ........ ... ... ... .. ... .. ..., 1925
atmfbackupguestsenable. . . . ........ . ... .. . . 1926
atmfbackupguestsnow . ... ... ... .. ... 1927
atmf backup guests synchronize . ... ..... ... .. ... ... . ... .. 1928
atmfbackupnow . . ... ... .. 1929
atmf backup redundancyenable . ... ......... ... ... .. .. ... 1931
atmfbackupserver . . . ... .. . . e 1932
atmfbackupstop . . ... ... 1934
atmf backup synchronize . . . . ... ... .. L 1935
atmfcleanup . . . ... e 1936
atmfcontainer . . . .. ... .. 1937
atmfcontainerlogin . .. ....... .. ... . ... . .. 1938
atmfcontroller. . . . ... ... .. ... 1939
atmf distribute firmware .. ... ...... ... ... . ... . . ... .. 1940
atmfdomainvlan . . . ... ... .. 1942
atmfenable . ... ... . . . ... 1945
atmf group (membership) ... ... ... ... .. . . 1946
atmfguest-class . . . . ... . . ... 1948
atmflog-verbose . .. ..... ... .. .. ... 1950
atmf managementsubnet .. ..... ... ... .. ... . . ... ... 1951
atmfmanagementvlan . . ...... .. . ... e 1954
atmfmaster . ... .. ... e 1956
atmfmtu ... 1957
atmfnetwork-name . . ... ... ... 1958
atmf provision (interface) . . . . ... ... .. 1959
atmf provisionnode . ... ... .. ... . 1960
atmfreboot-rolling . . . . ... ... ... 1962
atmfrecover . ... .. e e e 1966
atmfrecover guest . . ... ... 1968
atmfrecoverled-off .. ...... ... .. .. . .. .. ... . .. 1969
atmfrecoverover-eth . ... ..... ... .. . .. .. .. . . . ... 1970
atmfrecovery-server . . . ... ... e e 1971
atmfremote-login . . ....... .. .. ... . 1973
atmfrestricted-login . . . . ... ... . 1975
atmfretryguest-link . ... ... .. .. 1977
atmfsecure-mode . . ... ... .. e 1978
atmf secure-mode certificateexpire . . . ... .. ... . oo, 1980
atmf secure-mode certificateexpiry . ... ........ .. . ... ..., 1981
atmf secure-mode certificaterenew . . .. ... ... ... L. 1982
atmf secure-modeenable-all . ......... ... ... .. . . . . . ... .. 1983
atmfselect-area . . . . ... ... . .. e 1985
atmftopology-guienable ... ........ ... .. ... ... ... ..... 1986
atmftrustpoint . . ... ... ... .. 1987
atmfvirtual-crosslink . . .. ...... ... ... . .. .. .. .. 1989
atmfvirtual-link . . ... ... . 1991
atmf virtual-link description . . . ... ... ... ... o L 1994
atmfvirtual-link protection . . . .. ........ ... ... . . .. . ... 1995
atmfworking-set . . ... ... ... ... ... 1997
bridge-group (amf-container) . .. ....... .. .. ... . . ... .. ..., 1999
clear application-proxy threat-protection . ................... 2001
clearatmflinks. . . . . ... . . 2002
clearatmflinksvirtual . ... ... ... .. ... ... ... . . .. . ... 2003
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clear atmf links statistics . . . .. .. ... . 2004

clearatmfrecoveryfile . ........ ... .. . .. .. ... . . ... ... 2005
clear atmf secure-mode certificates . .. .......... ... ... ... 2006
clear atmf secure-mode statistics . . . . ..... ... ... o .. 2007
clone (amf-provision) . ... ... .. . ... 2008
configure boot config (@amf-provision) . . . .. ........ ... .. ..... 2010
configure boot system (amf-provision) . ..................... 2012
copy (@amf-provision) . . . .. ... . ... 2014
create (@amf-provision) . . . . ... . L 2015
debugatmf. .. ... .. . .. e 2017
debugatmfpacket . ... ... ... . . . ... 2019
delete (amf-provision) . . . . ... ... .. 2022
diSCOVEIY . o ot e e e 2024
description (amf-container) . ... ... ... .. ... ... . . 2026
erasefactory-default . . . ........ ... ... ... ... . ... 2027
http-enable . . . . .. ... . e 2028
identity (amf-provision) . . . .. ... L 2030
license-cert (amf-provision) . ............. ... . . . . . ..., 2032
locate (amf-provision) . . . ... .. . ... 2034
logevent-host . . . ... e 2036
loginfallbackenable . . . .. ... ... ... .. ... . .. .. . .. . ... 2037
modeltype . . . .. 2038
service atmf-application-proxy . ......... ... .. . . . ... 2039
show application-proxy threat-protection .. .................. 2040
show application-proxy whitelist advertised-address . . ... ........ 2042
show application-proxy whitelistinterface . . . . ................ 2043
show application-proxy whitelistserver. . . .. ................. 2045
show application-proxy whitelist supplicant . . . . ............... 2046
showatmf .. ... e 2048
showatmfarea . ... ....... . ... . . .. 2052
showatmfareaguests. . .. ... ... ... 2055
show atmfareaguests-detail ............................ 2057
showatmfareanodes . . . ... ... ... ... ... 2059
show atmfareanodes-detail . . . ... ... ... ... ... .. ... .. .. ... 2061
showatmfareasummary . . . ... ... .. . 2063
show atmf authorization ... ........... ... ... .. ... ....... 2064
showatmfbackup .. ....... ... . . . ... 2067
showatmfbackuparea . ...... ... .. .. ..., 2071
show atmfbackupguest .. ....... ... ... ... ... ... .. .. .... 2073
showatmfcontainer . . . .. ... .. .. . . .. e 2075
showatmfdetail ......... .. ... . . . . . . . . 2078
showatmfgroup ... ... .. ... e 2080
showatmfgroupmembers .. ......... ... ... ... .. .. .... 2082
showatmfguests . . . ... ... .. . . 2084
showatmfguestsdetail . .. .............. ... .. .......... 2086
showatmflinks . . ... ... .. . . .. 2089
showatmflinksdetail . .......... ... . ... .. ... ... .. ..., 2091
showatmflinksguest . . ....... ... ... ... . .. ... .. ... 2100
show atmf links guestdetail . ............................ 2102
show atmf links statistics . . .......... ... ... ... ... ... ..., 2106
showatmfnodes . . ... . . .. e 2109
show atmf provisionnodes. . . .. ....... ... ... . .. . . . e, 2111
show atmfrecoveryfile . .. ... ... ... ... .. 2113
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show atmfsecure-mode .. ... .. ... .. . . ... 2114

show atmf secure-modeaudit. . . ......................... 2116
show atmf secure-mode auditlink . .. ...................... 2117
show atmf secure-mode certificates . . . ..................... 2118
showatmfsecure-modesa. ... ...... ... ... 2121
show atmf secure-mode statistics .. ....................... 2124
showatmftech .. ..... ... ... . .. . . . . . .. 2126
show atmfvirtual-links . .. ....... ... ... ... . ... ... ... .... 2129
show atmfworking-set . .. .......... ... .. ... . ..., 2131
showdebuggingatmf . ... ....... .. .. ... ... . 2132
show debuggingatmfpacket . .. ....... ... ... ... ... ... ... 2133
show running-configatmf . . ...... ... ... ... . . L. 2134
State . .. e e 2135
switchportatmf-agentlink ... ........................... 2137
switchportatmf-arealink . .............................. 2138
switchportatmf-crosslink . . . .. ........ ... ... ... ... . ... ... 2140
switchportatmf-guestlink . . ... ....... ... ... .. ... .. ..... 2142
switchportatmf-link . .. ... .. ... .. ... ... .. ... ... .. 2144
typeatmfguest . ... ... ... ... 2145
typeatmfnode ... ... ... . .. ... 2146
undebugatmf . . . ... e 2148
USEINAME & o o e e e e e et e e e et e e et e e e e 2149
Chapter 46: Management StackingCommands . . . . ... ..ot v vt it 2150
Introduction . . ... ... .. . e 2150
mstackcommand-node . . . ... ... L 2151
mstackenable . . . . ... L 2152
mstackremote-login . . . . ... ... e 2153
showmstacknodes . . ....... ... . .. ... e 2155
switchport mstack-link . .. ....... . ... ... ... .. . .. . . . . ... 2156
Chapter 47: Dynamic Host Configuration Protocol (DHCP) Commands . . ... .. 2157
Introduction . . ... ... . . e 2157
ipaddressdhcp . ... ... e 2158
ip dhcp-client default-routedistance . .. .................... 2160
ip dhcp-client request vendor-identifying-specific . . . . ........... 2162
ip dhcp-client vendor-identifying-class . . . ... ................ 2163
show counterdhcp-client . ....... ... ... ... .. . . . . . . . .. ... 2164
showdhcplease ... ....... . . . . . 2165
Chapter 48: NTPCommands . ......cottvetevenccsoscnncsonenns 2166
Introduction . .. .. .. ... 2166
ntprate-limit . . . ... .. ... e 2167
ntprestrict . . . .. . e 2168
NI SEIVRL . o e e e 2170
NEP SOUICE . . ot e e e e e e e e e e e 2172
showntpassociations . . .. ... ... .. ... . . .. 2174
showntpcounters . . ... ... e 2176
show ntp countersassociations . . . .. ........... ... .. ...... 2177
showntpstatus . . ... . i e 2178
Chapter 49: SNMPCommands . . . ..ttt vttt nnensesoneneasanens 2179
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Introduction . . . .. . . . e 2179

alias(interface) . ... ... e 2181
clear mac address-table notification mac-change . .............. 2182
debugsnmp .. ... 2183
mac address-table notification mac-change . . . . . ......... ... .. 2184
mac address-table notification mac-change history-size . ... ....... 2185
mac address-table notification mac-changeinterval . . . ... ........ 2186
mac address-table notification mac-threshold . .. .............. 2187
show counter snmp-server . . . ...ttt e e 2189
showdebuggingsnmp . ....... ... . ... e 2193
show mac address-table notification mac-change . . . .. ... ....... 2194
show running-configsnmp. . . .. ... ... ... L 2196
Show snmp-server . . ... ... ... e 2197
show snmp-server community ... ... ..... ..., 2198
ShOW SNMP-SErver group . . . . v v vt e e e e e e e e 2199
show snmp-servertrap . . ... ... ..t 2200
ShOW SNMP-SEIVEr USEr . . . . e e et e e e e e e 2201
SHOW SNMP-SEIVEr VIEW . . . . . v it e e e e e e 2202
snmptrapmac-change . . ... ... 2203
snmptraplink-status . . ...... ... ... ... . ... . 2204
snmp trap link-status suppress . . ... ... ... 2205
SNMP-SEIVEL . o v e e e e e e e e e e e e e e e e 2207
snmp-server Community . ... ... ... e 2209
snmp-servercontact . . ... ... e e 2210
snmp-serverenabletrap . ... .... ... ... .. ... 2211
snmp-serverenginelDlocal . .......... ... ... .. . . . . . . . ... 2214
snmp-serverenginelDlocalreset . . .. ...... ... ... .. . .. . ... 2216
SNMP-SEIVEI GrOUP &« o v v e e e e e e e e et e e et e et 2217
snmp-serverhost . . . ... e 2219
snmp-server legacy-ifadminstatus .. ....................... 2221
snmp-serverlocation ... ... ... . ... ... . 2222
snmp-server source-interface .. ... ... .. ... ... e e, 2223
snmp-server startup-trap-delay . . . . ... .. ... . . 2224
SNMP-SEIVEI USEI . & v v v e e e e e e et e e et e e e e e et e e 2225
SNMP-SEIVEI VIEW . & o v v e e e et e e et e e et e e e et e et 2228
undebugsnmp . . ... 2229
Chapter 50: LLDPCommands ........ccotteteeeeenencannnnnnas 2230
Introduction . .. .. ... 2230
clearlldpstatistics . ... ...... ... . . . . ... ... 2232
clearlidptable . . . ... .. e 2233
debuglldp . ... . 2234
lldp faststart-count . . . . .. ... ... .. 2236
lldp holdtime-multiplier. . . . . ... ... ... ... .. .. . ... ... 2237
lldp management-address . . ... ....... ... i 2238
lldp med-notifications . . . . ......... ... ... .. . . . ... ... 2239
lldpmed-tlv-select . . . ... ... . . . . . e 2240
lldp non-strict-med-tlv-order-check . . ...................... 2243
lldp notification-interval .. ........... ... .. .. ... .. .. ... 2244
lldp notifications . . ... ... ... . . . 2245
lldp port-number-type . . ... ... 2246
lldpreinit . . ... e e 2247
Idprun .o e e e e 2248
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lIdptimer . .. ... e 2249

lldptlv-select. . . ... .. . 2250
lldp transmitreceive . . ... ... . e 2252
lldptx-delay . .. ... ... 2253
location civic-location configuration . . . .. ................... 2254
location civic-locationidentifier. . . . . ......... ... . ... ... .. 2258
location civic-location-id . . . ... ... ... 2259
location coord-location configuration . . . .. .................. 2260
location coord-locationidentifier . . . . ....... ... ... .. . . ... 2262
location coord-location-id . .. ........... ... . . . . . . ... ..., 2263
locationelin-location ... ..... ... ... ... .. . . . . . . . 2265
location elin-location-id . . .. .......... ... ... . . . . ... ..... 2266
showdebugginglldp .. ....... .. .. ... . . . 2267
showlldp . . .. o e 2269
showlldpinterface . . . . ... ... . .. . . ... 2271
showlldplocal-info . . ........ .. .. . . ... . . . . . . 2273
showlldpneighbors . . ... ... ... . . . . . . . . e 2278
show lldp neighborsdetail . ... ....... ... ... ... ... ... .... 2280
show lldp statistics . . .. ....... ... ... ... . 2284
show lldp statisticsinterface . . . . .. ... ... . . . . . . .. 2286
showlocation . . ... .. .. . . . 2288
Chapter 51: Mail (SMTP)Commands . . .. ...ttt it eeensoeeconsnnas 2290
Introduction . . ... ... .. . e 2290
debugmail .. ... . ... . . . 2291
deletemail .. ..... ... . . . . . . 2292
Mail . . . e e 2293
mail from . . ... . 2295
mail smtpserver . . .. ... . e 2296
mail smtpserver authentication . . .. ............ .. ......... 2297
mail smtpserverport . . . . ... 2299
showcountermail .. ...... ... . . . ... ... 2301
showmail . . ... 2302
undebugmail .. ... ... .. e 2303
Chapter 52: RMONCOMMANdS . .......otoeeeeoeoconsoasoconenss 2304
Introduction . . .. ... e e 2304
rmonalarm . ... .. e 2305
rmon collectionhistory . . ...... ... ... .. . .. 2308
rmoncollectionstats. . . . ... .. ... ... . 2309
MMONEVENT . . . . . e e e e e e e e e e e et e 2310
showrmonalarm . . ... ... . . . . e 2311
showrmonevent . . ... ... i e 2312
showrmonhistory . . ... ... ... ... . e 2314
showrmonstatistics . . . ........ ... 2316
Chapter 53: SecureShell(SSH)Commands . . . . . .. vt vttt vt nnennnen 2318
Introduction . . . ... ... . . e 2318
bannerlogin (SSH) . . ... ... .. . . e 2320
clearssh . . .. e 2321
cryptokeydestroyhostkey . . . .. ... 2322
crypto key destroy userkey . . . . ... L e 2323
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crypto key generatehostkey . . . . ... L L o oL 2324

cryptokey generateuserkey . . . ... 2325
crypto key pubkey-chainknownhosts . . .. ................... 2326
crypto key pubkey-chainuserkey . . . . ... ... . o .. 2328
debugsshclient. .. ... ... ... . . . . . 2330
debugsshserver ... ... .. ... .. e 2331
servicessh .. ... e 2332
showbannerlogin . .. ...... .. . . . . .. 2334
show cryptokey hostkey . .. ... ... . . . . . 2335
show crypto key pubkey-chain knownhosts . . . ................ 2337
show crypto key pubkey-chainuserkey . . .. ...... ... ... ... ... 2338
showcryptokeyuserkey . ... ... ... . ... ... 2339
show running-configssh .. ........... ... ... ... ......... 2340
showssh . ... . e 2342
showsshclient ... ... ... . . . . . e 2344
showsshserver . ... ... . e 2345
show sshserverallow-users .. ........ ... ... ... ... ...... 2347
show sshserverdeny-users . . ........ ..., 2348
SSh L 2349
sshclient . ... .. . e 2351
SShserver . . ... 2353
sshserverallow-users . .. ...... .. . . .. . . . . 2355
ssh serverauthentication . . .. ...... ... ... .. .. .. .. . . . ... 2357
sshserverdeny-users . ... .. ... ... 2359
sshservermax-auth-tries . . .. ...... .. ... .. ... .. ... . ... 2361
sshserverresolve-host . ... ... ... ... ... ... .. ... . . ..., 2362
SShserversCp ..o oo e e e e 2363
sshserversecure-ciphers . . ....... .. . . . . e 2364
sshserversecure-kex. . . . ... . 2365
sshserversftp . .. ... . e 2367
undebugsshclient . .. ... ... .. . . e 2368
undebugsshserver . .. ... . . ... e 2369
Chapter 54: TriggerCommands . . ... ...ttt ittt onensesannnns 2370
Introduction . . . ... .. 2370
active (Trigger) . . . o oo e 2372
day . . e 2373
debugtrigger . . ... .. ... 2375
description (trigger) . . . ... e 2376
<] o= | 2377
SCHIPt . o e e e e e e 2378
show debugging trigger . ... ... . . . .. ... ... e 2380
show running-configtrigger . . . ... ... ... .. .. 2381
showtrigger . . ... . e 2382
L= 2387
time (trigger) . . . . .. e 2388
L8 1 o S 2390
Hgger . e 2391
triggeractivate . . ... ... e 2392
typeatmfguest . .. ... .. 2393
typeatmfnode ... ... ... . . .. ... 2394
YR CPU . o et e e e 2396
typeinterface .. ... ... ... 2397
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type linkmon-probe . .. ... ... ... 2398

BYPElOg . . e 2400
BYPE MEMOIY . . . e e 2401
typeperiodic . . . ... 2402
typeping-poll . . ... 2403
typereboot. . . . .. 2404
typetime . ... e 2405
typeush . . e 2406
undebug trigger . . ... e 2407
Chapter 55: Ping-PollingCommands .............. 0ttt enns 2408
Introduction . . ... ... . . e 2408
active (ping-polling) . .. ... ... . . . . e 2410
clearping-poll . . . . ... . 2411
critical-interval . . . . . 2412
debugping-poll . . .. ... 2413
description (ping-polling) . . . . ... ... ... 2414
fail-count . .. ... e 2415
ip(ping-polling) . . . ... . e 2416
length (ping-polldata). . .. ....... ... .. .. .. . . . ... ... 2417
normal-interval . . .. ... . ... e 2418
ping-poll . . e 2419
SAMPle-SIZe . . . o e e 2420
show counterping-poll . .. ..... ... . ... .. ... .. 2422
showping-poll . . ... ... . . . 2424
SOUICE-ID .+ v v et e e e e e e e e e e e 2428
timeout (pingpolling) . . ... ... . . . . . e 2430
UP-COUNT L L et e e e e e e e e e e e e e e e 2431
undebugping-poll . . .. ... . 2432
Chapter 56: sFlowCommands .. ........c0 ittt etececosnsnsnnns 2433
Introduction . . . . ... 2433
debugsflow .. ... . . . . . . . 2434
debugsflowagent .. ... ... ... . . ... . .. 2435
sflowagent . . ... .. e 2436
sflowcollector . . . .. ... .. 2438
sflow collectorid .. ........ .. . .. . ... 2439
sflow collector max-datagram-size . . . .. .......... .. ........ 2441
sflowenable . .. ... .. .. ... e 2442
sflow max-header-size . . . ... ... ... .. 2443
sflow polling-interval . ... ..... ... ... .. .. . ... . . .. ... ... 2445
sflowsampling-rate . ... ...... ... . . ... . 2446
show debuggingsflow . .......... ... ... ... ... . ... . ..., 2447
show running-configsflow . . . .. ........... ... ... ... .. . ... 2449
showsflow . ... ... . . e 2450
showsflowinterface . . . ... ... . ... ... . .. . . . 2452
undebugsflow . .. ... ... . . .. 2453
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List of Commands

(access-list extended ICMPAilter) .......oovinieiii i 1350
(access-list extended IPfilter)........c.ooveiiiiii i 1352
(access-list extended IP protocolfilter).........cooviiiiii it 1355
(access-list extended TCP UDPfilter)........coovvviiiiiii i, 1359
(access-list standard namedfilter) ...........co i 1366
(access-list standard numbered filter)........... ... i 1368
(@Cl-group ip POt rANGE) . vttt et et 1301
(ipv6 access-list extended IP protocolfilter).................coovii.at. 1427
(ipv6 access-list extended TCP UDPfilter) ..ot 1430
(ipv6 access-list standard filter)........cooeiiiiii i 1434
(named hardware ACLentry for ICMP) ... 1306
(named hardware ACL entry for IP packets) .............ccoviviinn... 1310
(named hardware ACL entry for IP protocols) ...............ccoviinn... 1314
(named hardware ACL entry for MAC addresses) .........coovvvvvvnnnn.. 1319
(named hardware ACL entry for TCP orUDP)..........coiiiiiiiininnnnn. 1322
(named IPv6 hardware ACL: ICMP entry) ......o.veviviiniiiininnnne, 1395
(named IPv6 hardware ACL: IP protocolentry) .........ccovviveiiennnn.. 1403
(named IPv6 hardware ACL: IPv6 packetentry).............cooviiinia... 1399
(named IPv6 hardware ACL: TCPorUDPentry)..........coovvnvninnn... 1408
@aaaccountingauth-mac ........co.viii it 1688
@aaaccountingauth-web ...t e 1690
Qa2 ACCOUNtING COMMANGS. ..\ttt e ettt e i e iaenennan, 1692
QA3 ACCOUNtING Ot TX . .o\ttt e e it 1694
@aaaccounting login. ..o e 1696
Qaa accounting uUPdate. . ... vt e 1699
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aaa authentication auth-mac. ...t 1701

aaa authenticationauth-web .......... .. ..o i 1703
aaa authentication dotTX ....veieneii e 1705
aaa authentication enable default group tacacs+..................ovene. 1707
aaa authentication enable defaultlocal...............c...oooiiiiiL, 158
aaa authentication enable defaultlocal............... ...t 1709
aaa authentication login . ...t i 1710
aaa authorizationcommands ....... ... e 1712
aaa authorizationcommands ... i 1794
aaa authorization config-commands ... 1714
aaa authorization config-commands ... 1796
A8 GIOUP SV . . ettt ettt ettt et ettt ettt e 1715
aaa local authentication attempts lockout-time........................... 159
aaa local authentication attempts lockout-time.......................... 1717
aaa local authentication attempts max-fail ........................ooil 160
aaa local authentication attempts max-fail ...................... ... ... 1718
aaaloginfail-delay....... oo 161
aaaloginfail-delay. ..o 1719
ACCEPt-lIfOtiME L it e 873
e Talal 3T 0] U] o 1S P 1276
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access-list standard (named) ...... ..o 1362
ACCOUNTING lOgiN L.t e e e e 1720
aCl-group ip address . ..ot e e 1299
ACI-groUP P PO ottt e e e e 1300
acl-group ipvl address. . ...v ettt s 1387
ACHIVATE Lo e 405
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active (PING-Polling) ... oie i e 2410

ACHIVE (LGB .t ettt e e e e e e e e e 2372
alias (INterface) . ...vvuvnir 2181
alliedware-behavior ...... ..o i 875
application-proxy ip-filter...... ..o 1893
application-proxy quarantine-vlan ............. ... i 1894
application-proxy redirect-url . ... ... .o e 1895
application-proxy threat-protection send-summary...................... 1897
application-proxy threat-protection..............cooiiiiiiiiniiininn.. 1896
application-proxy whitelist advertised-address ....................... ... 1898
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application-proxy whitelist protectiontls.................ccooiiiiiaL. 1900
application-proxy whitelist server ... 1901
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area authentication. ..........ciiiiiiiinii e e 929
areadefault-Cost. .. ...t e 928
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ArEA STUD L e 935
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- o 8 (o T PSP 735
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arp security violation ....... ... i e 1810
AN SECUINITY . o ettt ettt et ettt ettt a e 1808
] o P 733
ArP-aging-timeoUL. . ...ttt e i e i e e e e 729
ArP-MAC-AISPAIITY . o v vttt ittt e e e e 730
arpP-rePly-bC-dmMac. . ..ot e e e e 739
atmf area PassWoOrd. .. ..ouiii it i e e e e 1911
At AN . . e 1909
atmf authorize provision. ...t e 1915
atmfauthorize. . ... o 1913
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atmf backup area-mastersdelete..........coiiiiii i 1918
atmf backup area-mastersenable ... 1919
atmf backup area-masters NOW. .. ...vviie it ciie i i, 1920
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atMf baCckUP NOW . ..o 1929
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atMf baCKUP SEIVET ...t e 1932
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AT BaCKUP. ..o e 1917
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atmf CoNtainNer. ... . e 1937
atmfcontroller ... ... e 1939
atmf distribute firmware ... 1940
atmfdomainvian. ... 1942
atmfenable ... .. e 1945
atmf group (membership) ..o 1946
atMf QUEST-Class . ..ot 1948
atMf log-VErbOSE ... i 1950
atmfmanagementsubnet ... e 1951
atmfmanagementvian. ...t e 1954
At  MASTET et e 1956
At MU . L e 1957
atmf network-name ... .. 1958
atmf provision (interface) .........ooiiiiiiiii i e 1959
atmf ProvisioN NOdE .. ..ot i e e e e 1960
atmfreboot-rolling ..o 1962
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At rECOVEr QUEST. ..ttt e e e e e 1968

atmfrecoverled-off.... ... ..o i 1969
atmfrecoverover-eth. ... ... ..o 1970
AtME FECOVET. ... e 1966
AtMf rECOVEIY-SEIVEI. . .ttt et 1971
atmfremote-login. ... ..ot e 1973
atmf restricted-login. ... e 1975
atmfretry guest-link ... 1977
atmf secure-mode certificate expire ..o 1980
atmf secure-mode certificate expiry ......coooviiiiiii i 1981
atmf secure-mode certificaterenew...........ooiiii i 1982
atmf secure-mode enable-all. ... ... ... i 1983
atmf secure-mode . .. ... i 1978
atMf SeleCt-area .. ...ove e e 1985
atmf topology-guienable............co i 1986
atmf topology-guienable........ ... 96
At LrUSTPOINt . ..o e 1987
atmf virtual-crosslink ........ ..o i 1989
atmf virtual-link description. ... 1994
atmf virtual-link protection ........ ..o 1995
atmfvirtual-link ... ... 1991
atMf WOrKing-set ... ..ot 1997
atmf-arealink .. ... oo 1906
atmf-linK . e 1908
authauth-fail vlan ... .. 1562
autharitical. . ..o o e 1564
auth dhcp-framed-ip-lease. ..o 1565
auth dynamic-aclenable....... ... 1567
auth dynamic-vlan-creation.......... ..o 1569
auth guest-vlanforward ......... ... 1574
auth guest-vlan hw-forwarding .................c i 1576
auth guest-VIaNn. .. ... e 1572
auth host-mode ... ... i 1577
- 11 T o T 1579
auth max-supplicant. ... e e e 1581
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AUEh MUItI-VIAN-SESSION . o oot e e 1583

AUth PriOrItY . o e 1584
auth profile (global). ... 1586
auth profile (interface) . ... e 1587
auth radius send nas-identifier.......... ... i 1741
auth radius send service-type .......viiii i e 1742
auth reauthentication..........c.coieiii 1588
auth roaming disconnected. .........coviiiiiiii i 1589
authroamingenable ...... ... e 1591
auth sUPpPlicant-ip . ..o e 1593
auth sUPPliCANt-MaC. .. .o i e e e 1595
auth timeout connect-timeout. ... 1598
auth timeout quiet-period ...t 1599
auth timeout reauth-period. ... 1600
auth timeout server-timeout....... ..ot 1602
auth timeout sUPP-tiMEOUL . ... .ottt e e 1604
authtwo-stepenable. ... 1607
AULh tWOo-StepP Order ..o e e 1610
auth vlan-restriction ... ... e 1605
AUth-MaC acCoUNtiNg . ..ot e e et e e 1612
auth-mac authentication............oo i 1613
auth-macenable ... ... 1614
auth-macmethod ... o i 1616
AUTh-MaAC PASSWOId. ..ottt ittt e et 1618
auth-macreauth-relearning............cooo it 1619
auth-macstatic.....oov e 1620
auth-macusername ... ... i 1621
authorizationcommands ...........o i 1721
authorizationcommands ......... ..o 1797
auth-web aCcCouNting ... ..ov vt e e 1622
auth-web authentication .......... ... 1623
auth-webenable ... ... 1624
auth-web forward ... ... i 1626
auth-web idle-timeoutenable .............. . 1629
auth-web idle-timeout timeout ........ ..ot 1630
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auth-web max-auth-fail. ... e e 1631

auth-webmethod ... 1633
auth-web-server blocking-mode ... 1634
auth-web-server dhcpipaddress .......oovviiiii i 1635
auth-web-serverdhcplease. ... 1637
auth-web-server dhcp-wpad-option ... 1638
auth-web-server host-name. ...t 1639
auth-web-server intercept-port .......vvevr ittt iiaenn, 1640
auth-web-serveripaddress. ...t e 1641
auth-web-server login-url........ ..o i 1643
auth-web-serverpagelanguage .........cooviiiiiiiii it 1642
auth-web-server pagelogo . ..o v e 1644
auth-web-server page sub-title. ... 1645
auth-web-server page sUCCesS-MEeSSAgE. ... vv vt v et eeereeeneenennenes 1646
auth-web-serverpagetitle.......coovr it 1647
auth-web-server page welcome-message .......ccvvviiiiiinniinnennns. 1648
auth-web-server ping-pollenable...............cooiiiiii i, 1649
auth-web-server ping-poll failcount................. ...l 1650
auth-web-server ping-pollinterval ...........cooiiiii i, 1651
auth-web-server ping-poll reauth-timer-refresh ......................... 1652
auth-web-server ping-poll timeout...............ccooiiiiii i, 1653
auth-web-server ping-polltype ..o 1654
AULh-Web-Server POt .. ..o e 1656
auth-web-server redirect-delay-time ............ ... i 1657
auth-web-server redirect-url ... 1658
auth-web-server session-keep ...t 1659
auth-web-server sslintercept-port ..o 1661
auth-web-serverssl. ... ... i 1660
auth-web-server trustpoint . ...t i 1662
autobootenable. ... ... .. e 108
auto-cost reference bandwidth ............c. 939
o T o] =130 434
bandwidth ... 941
banner display external-manager ...t 214
DaNNEr EXeC . .. e 215
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banner external-manager. ... e e 217

banner 10gin (SSH). . ...t e 2320
banner 1ogin (SYStem). . ..o vii i i e e e e e 219
banner motd ... e 221
boot config-filebackup ..o 111
boot config-file.......oiii e 109
boot system backup ....oouvir i e e 114
OOt SYStEM . . e 112
bridge-group (@amf-container)..........cooiiiiiii i 1999
capabilityopaque ... e 942
capability restart. ..o e 943
e 115
ChanNEl-groUP .o e e 656
cisco-metric-behavior (RIP). ... ..o 877
ol = T 1445
ClaSS M ottt e e e e 1446
clearaaalocaluserlockout. ... ... i 162
clearaaalocaluserlockout......... ..o 1723
clear application-proxy threat-protection.............ccovviiiiiinennn.. 2001
clear arp security statistics . ........veiuinin i 1812
cleararp-cache .. ..o e e 740
clear atmf links statistics .......o.vuien i 2004
clearatmflinks virtual ...... ..o i 2003
clearatmflinks ... ... e 2002
clearatmfrecovery-file ... ... 2005
clear atmf secure-mode certificates ..o, 2006
clear atmf secure-mode statistics. .......oovvniriini i 2007
clear eXCeption l0g .. .vviii i e e 313
clear fiber-monitoringinterface .............coo i 287
clear gVrP Statistics .o .vve et e e e e 712
clearip dhcp snooping binding .........ooviiiii i 1813
clear ip dhcp snooping statistics ......oovvevinii it 1814
Clear P igmMP groUP. . vttt e e e 1055
clearipigmpinterface........oooviii i e 1056
Clear P IgM ot e e 1054
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clear ip mroute pim sparse-mode ..ot 1186

clearip mroute statistics . .....vve it e 1143
Clear P MIOULE ..o i e e e e 1142
Clear ip OSPf PrOCESS . vttt e e e e e 944
clear ip pim sparse-mode bsrrp-set *. ... 1184
clear ip pim sparse-mode packet statisticS..........covviviiiiiinna., 1185
clearip prefix-list ... ..ot e e 1370
(ol [T T 1 4o T8 o TV P 878
clearipvb mld group. ..ot e 1118
clearipvémld interface........ooiviiiiiiie i 1119
clearipvemld ... ..o 1117
clearipvb mroute statistics. ......veir i ini i e 1145
Clear PV MIOULE. ..ottt e ettt et 1144
clearipvbneighbors.... ... i 812
Clear [acp COUNTErS. ...t e e et 658
clearline console ... ...t 163
clear Ne VLY. .o e 164
clear lldp statistics . ....o.oveii i e 2232
clearlldptable. ... ... 2233
clearlogbuffered. ..... ..o e 315
clearlog external ... ..o e 316
clearlog permanent . ......ovu ittt e 317
(o] 1T T o Yo P 314
clear loop-protectionaction ..........c.oiiiiiiiiii it 436
clear loop-protection COUNtEerS. ... ..o vrii ittt iaeens 437
clear mac address-table dynamic...............o ol 438
clear mac address-table notification mac-change........................ 2182
clear mac address-table static............coi it 440
clear mls qos interface policer-counters .............cocoiiiiiiii ... 1447
clear ping-poll. . ... 2411
(el =TT g oo T f elo 11 ] o1 (= P 441
clear port-security iNtruSION . . .....cutit it e 442
clear power-inline countersinterface..............cooiiiii i, 682
clear radius dynamic-authorization counters ..............cooiiiiin.. 1743
clear spanning-tree detected protocols (RSTPand MSTP) ................. 568
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clear spanning-tree statistiCs........vvvin it 567

Clear ssh. ... e 2321
clear test cable-diagnostics tdr.........coovviii i 288
clear vIan statistics. . ... oe et e 515
ClOCK SO, .ttt e 223
clock summer-timedate ...t 224
clock summer-time reCurfing . .....ou v in ittt ei e 226
CloCK EIMEZONE . . . e e 228
clone (@mf-Provision) ..ot i e 2008
commit (IPVA) .. e 1303
commit (IPVB) ..o e 1388
compatible rfcT583 ... . e 945
configure boot config (amf-provision)...................o i, 2010
configure boot system (@mf-provision) .............c.coiiiiiiiiiiii. 2012
configureterminal........ ..ot e 85
continuoUs-reboot-Prevention. .. ....vvev it 229
Copy (@MF-Provision). ... ..o 2014
COPY (fileName) . . ..ot e 116
copy buffered-log .......ovviniiii e 318
COPY dEDUG .ot e e e e 118
copy permanent-log. ... ..o e 319
copy proxy-autoconfig-file......... ..o 1664
[ale] o3V {0 [ o 11 Ve Tl i e /S 119
COPY StartUP-CONfIg. . oottt e e e et 120
copy web-auth-https-file...........o 1665
(o0 )74 . T Yo =T o 1A P 121
create (@amf-provision) . .......oovriiir it e e 2015
create autoboot . ... . e 122
critical-interval ... . e 2412
crypto key destroy hostkey. .......ooveiiii i 2322
Crypto key destroy Userkey. . .....vueir ittt 2323
crypto key generate hostkey . ... ..o 2324
CryPtO KeY geNEIate ISa .. vttt te ettt e e e e 1768
crypto key generate USerkey .......ouuvinivin it 2325
crypto key pubkey-chain knownhosts ...............coiiiiiiiii i 2326
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crypto key pubkey-chainuserkey. ...... ..o 2328

CrYPtOKEY ZEIOIZE . vttt 1769
crypto pkiauthenticate . ......oovrii it i e 1770
crypto pkienroll user ... ... 1772
cryptopkienroll. . ... 1771
Crypto PKi @XPOrt PeM L.t e e e 1774
Crypto pKi eXport PKCST2. ..ot e e 1775
Crypto pKi import pem .. ..o e 1777
crypto pkiimport pKesT2. ... 1779
Crypto PKi truStPOINT. ..ot e e e 1780
o - P 2373
deadtime (RADIUS SEIVEr groUp) . ..v v ene v it e iiaieeeneenennnns 1744
debugaaa. .. ..o 1724
debug arp SeCUNitY. .. ..o v e 1815
debugatmfpacket ........cooviiiii e 2019
debugatmf. ... i e e e 2017
debug core-file ... ..o e e 231
debug dotTX ..o 1527
AEbUG EPST . ettt e 1860
debug fiber-monitoring. ... e 289
AebUG GVIP. .o e 713
debUug igmp ..o e 1057
debugip dhcp sNoOPING. ..o v e 1816
debUg ipirdp. .o e e 743
debugip packetinterface. ........c.oiiiiiiiiii i e 741
debug lacp ..o e 659
debug lldp ..o e e 2234
debug looPPIot ..t e e 444
debugmail. ... 2291
debugmid ... .o 1120
debug mstp (RSTP and STP) .. .ovv i e e ce e 569
debug NsSmMmMCast ... e 1148
debug NsSMMCastd .. ...t e e 1149
debug Nsm .. o e 1147
debug ospf eVENTS. .. ov vttt e 946
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debug ospfifsm ... e 947

debug ospflsa. ... 948
debug ospf Nfsm ... e 949
debug OSpPf NSM .. .o e 950
debug ospf packet. ...t e 951
debug ospf roUte . ...t 952
debug pimdense-modeall ........c. i 1242
debug pim dense-modecontext . .......coiiiiii it 1243
debug pim dense-modedecode ... 1244
debug pimdense-modeencode ...t 1245
debug pimdense-modefsm...... ... 1246
debug pimdense-modemrt........c.oiiiiiiiiii i e 1247
debug pim dense-modenexthop ... 1248
debug pimdense-modensm ... ... 1249
debug pimdense-mode Vif ... 1250
debug pim sparse-mode timer.........ccooiiiiii i e 1188
debug pimsparse-mode. ... 1187
debug ping-poll . ... 2413
debug platform packet ... 445
debug power-inline. ... ... e 683
debugradius ... ..o e 1745
debUg P o e 879
debug sflow agent. . .....ooviiiii e 2435
debug sflow . ..o e e 2434
debUg SNMIP. .o e 2183
debugsshclient.. ... ..o 2330
debug ssh server ... e 2331
debUg trigger o e 2375
debugudld. ... i e 640
defaultlog buffered ... e 320
defaultlogconsole ..ot e 321
defaultlogemail ... ..o e e 322
defaultlogexternal. ... ... e 323
default log host. ... .o 324
default log monitor. ... e 325
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defaultlog permanent. ... ..ot i e e 326

default-action . ... e 1448
default-information originate (RIP) .........oiiiiiii e 880
default-information originate . .........ccoviii i 953
default-metric (OSPF) . ... e 954
default-metric (RIP) . ....oo e e 881
delete (@Mf-Provision) . ......ouirii it e 2022
deletedebug. ..o e 124
delete mail ... e 2292
delete. ..o e 123
description (@mf-container) ...t 2026
description (auth-profile) ... 1666
description (interface) .........oviiiiiii i 409
description (ping-polling) . ......cooiiiiii 2414
description (Q0S PoliCy-Map) . ..vvviir it i 1449
description (trigger) «.vvvi i e 2376
o T 125
disable (Privileged Execmode) . .......couviiiiiiiiiii i 86
o 1Yo Y= o 2024
distance (OSPF). ..ot 955
distance (RIP) .. ..o e 882
distribute-list (OSPF) . .. ..o e 957
distribute-list (RIP) . ....ooer i e 883
o o T 87
o o T 1371
AOtTX ACCOUNTING . .ttt e e e e e 1525
dotlxauthentication ...........ciiiiiiiiiiiii e 1526
dotlx control-direction ....... ..ot e 1528
o o 1 0 Q=TT o 1530
dotTX aPOI-VerSION ... i e 1531
dotixinitializeinterface ..........ooiiiiii 1532
dotIxinitialize supplicant. ... 1533
dotTX Keytransmit . .....ouei i e e 1534
dotIx max-auth-fail........ ..o 1535
dotTxmax-reauth-req ........coouiiiiii it 1537
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dotTX POIt-CONtIOl. ..ot e e e et 1539

dotTX timeout tX-period ........c.vriiii it 1541
AUPIEX e e 447
BCNO L e 406
ecofriendly led ....... .o 232
ecofriendly Ipi. ... e 233
edit (filename) . . ... e 128
Bt e e 127
egress-rate-limitoverhead .............oo i 1451
egress-rate-limit. ... ... e 1450
enable (Privileged Execmode) .....ovviiniiii i e 88
enable db-summary-opt. ... e 959
eNable PasSWOrd . ...t e e e 165
enable secret (deprecated). .......ccooiiiiiiiii i e 168
<] o R 90
enrollment (ca-trustpoint) .......coviiiii i i 1781
EPSI CONfIGUIAtION . ..ot e e 1862
epsrdatavian. . ... 1863
epsrenhancedrecoveryenable..........cooiiiii i i 1864
EPSIFIUSh-tYPE . e e 1865
epsr mode master controlvlan primary port ............c.oiiiiiiia., 1867
epsr mode transitcontrolvlan............ .. ... 1868
<] o g o {o] 4128 PO 1869
<] 01 5] =1 (S 1870
epsrtopology-change .........ooinii i e 1871
=T 01 1 -] o 1 1872
= 01 NP 1861
erase factory-default. ... 129
erase factory-default. ...... ..o 2027
erase proxy-autoconfig-file ........ ... i 1667
€rase StartupP-Config . ...ooviinie i e e e 130
erase web-auth-https-file ........ ... 1668
EXEC-TIMEOUL . ..ottt e e e 169
2 91
fail-CoUNt. ..o e 2415
C613-50531-01 Rev B Command Reference for GS980EM Series 50

AlliedWare Plus™ Operating System - Version 5.5.1-2.x



fiber-monitoring action. ... e 291

fiber-monitoring baseline. ... 293
fiber-monitoringenable ....... ... 295
fiber-monitoring interval..........c.oi i e 296
fiber-monitoring sensitivity ...... ... 297
fiINAME LGl . oottt e e e e 237
fiINAdmMe . . 235
fingerprint (Ca-trustpPoint). ..ottt e 1782
flowcontrol (SWItCh Port).......ovii i e 448
flowcontrol hardware (asyn/console)..........cooveeiviviiiienennn... 171
fullupdate (RIP) ..o e e e et e e 884
[0 1Y 0 o X (01 C=] o Tl =) 1 P 715
gvrp dynamic-vlan-creation. ...t 716
gvrpenable(global) ... 717
GVIP regIStratioN. ..ottt ettt e e e e 718
Lo LA o I 1] 4T PP 719
YT 92
101y - T =T P 960
NOSTNAME .. e 238
http log webapi-requests . .......ooi it i i e 97
Y8 03 oo T 98
Y o T Tl U T o o) o 99
http trUStPOINt . o 100
http-enable ... o e 2028
identity (@mf-provision). ... ... ..o 2030
instance Priority (MSTP). ...t e et eeas 573
instance vIan (MSTP) . . ... e 575
interface (to configure) ..o e e 410
P (IP-NOST-groUP). . .ottt e e e e e e e 1304
iP (PING-POIING) . v et e e 2416
ip address (IP Addressingand Protocol) ...........cooviiiiiiiiiiiin, 744
iPaddressdnCp ..o e e 2158
ip dhcp snooping agent-option allow-untrusted......................... 1820
ip dhcp snooping agent-option circuit-id vlantriplet..................... 1821
ip dhcp snooping agent-option remote-id. .........ooviiiiii i, 1822
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ip dhcp snoopiNg agent-OptioN . ...ov v i ci e 1819

ip dhcp snooping binding ... 1823
ip dhcp snooping database ..o e 1824
ip dhcp snooping delete-by-client ... 1825
ip dhcp snooping delete-by-linkdown. ........ ..., 1826
ip dhcp snooping max-bindings ... 1827
ip dhcp snooping subscriber-id ... i 1828
[ToXe | alel o 3T g Vo Yo o)1 Ve T 4 U1 PP 1829
ip dhcp snooping verify mac-address. ...........ooiiiiiiiii i 1830
ip dhcp snooping violation. ... ..o i 1831
IPANCP SNOOPING. .ttt e e et et 1817
ip dhcp-client default-route distance. ..ot 2160
ip dhcp-client request vendor-identifying-specific ....................... 2162
ip dhcp-client vendor-identifying-class. ... iiiin... 2163
ip directed-broadcast. ......oovriiiiii i e e e 746
ipdomain-list. . ... e e 799
iIPdomain-looKUP .. ..it i e e 800
P AOMaAIN-NAME. ..ottt e e e e e e e 802
Pforwarding. ......oovuini i e e 748
ip forward-protocol udp ...oovvii i e e 749
ip gratuitous-arp-link . ... e e 751
iphelper-address. .. ...t e 753
ipicmp error-interval .. ....oei i e e e e e e 756
[T Teaa] o X Taal T3 T e | o] U] o 1N PO 1059
ipigmp flood specific-query ... 1062
ipigmp flood-group ... ..o 1060
ipigmpimmediate-leave .........cooiiiiiiii e e e 1063
ip igmp last-member-query-count ....... ... 1064
ip igmp last-member-query-interval...............ooii i 1065
P IgMP ML, . e 1066
P IgMP MaXiMUM-GIOUPS vttt ettt et teeee it eatenneeneeneennenneens 1067
P IgMP MEOUTE-PIOXY .ttt ettt ettt et et e et iieeeneennneens 1069
P IgMP PrOXY-SEIVICE. . ettt ittt ettt et e e 1070
ipigmp querier-timeout ........oiii i i e e 1072
ipigmp query-holdtime ... ..o e 1073
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ipigmp query-interval ... e e 1075

ip igmp query-max-response-time .........oueiitiirenteneeneennennenns 1077
P IgMP ra-OPtiON. .ottt i e e e 1079
ip igmp robustness-variable ......... ... i e 1080
ipigmp snooping fast-leave. ..........coiiiiiii i e 1082
iP IgMP SNOOPING MIOULEN . ..o\ttt i e eieaeens 1083
P IgMP SNOOPING QUEIIET . o v e ettt ettt e i eeee it eneennennens 1084
ip igMp SNOOPING rePOrt-SUPPIESSION ..ottt eiie e naeenns 1085
ip igmp snooping routermMode ........cv it 1086
ip igmp snooping source-timeout. ... . ..ottt ii it 1088
ip igmp snooping tcn query solicit .....oovvve it 1089
P IgMP SNOOPING. « e ettt ittt ettt e ai e e aaeeaneeeans 1081
ip igmp source-address-check ..........coiiiiiiii i 1091
(1038 Lo 10101 0353 2 PSR PP 1092
ipigmp ssm-mapenable. ... ... e 1093
IPIgMP SSM-MaP StatiC ..ot e et 1094
ip igmp startup-query-CouNnt . . ...t 1098
ip igmp startup-query-interval ............ i 1099
P IgMP STAtiC-grOUP . .ottt e e e e a e aeans 1096
P IgMP ErUSTEd . ot e e e e 1100
[T TN Te [ Y o JRYZ=1 63 (o] o 1S P 1101
1038 Lo 10 0T o TS PP 1058
ipirdp address preference ........coviiiiiiii i e 757
ipirdp broadcast .....oiiiii i e 758
ipirdpholdtime ... ... 759
ipirdp lifetime. . ..o e e 760
ipirdp maxadvertinterval ..ot e 761
ipirdp minadvertinterval ...t e 763
P Irdp MUILICAST . .o e e e e 765
P irdp PreferenCe .. ..ot e e 766
1031 e o Z S 755
ip limited-local-proxy-arp ... ..ooeii i 767
P 10Cal-PrOXY-arP. oottt e 768
1030 '8 o 10 | (=P 1150
ip multicast allow-register-fragments. ..........ccoiiii ... 1152
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ip multicast allow-register-fragments. ...ttt 1190

ip multicast forward-first-packet ....... ...t 1153
ip multicast handle-igmp-immediately ..............cooooiiiiiiil, 1154
P MUIICAST FOULE. . oottt i i e et aaas 1155
ip multicast route-limit. ... 1157
ip multicast wrong-vif-suppression. ..........c.ooviiiiii i, 1158
P MUILICAST-TOULING ..ottt e i e e i e eaeas 1159
ip name-server preferred-order ... e 805
([T g T 1 =i =T oY= PPt 803
ip ospfauthentication ............iiiiiiiiiii e 961
ip ospf authentication-key ........ ..o 962
P OSSP COST. ottt e e e e 963
ipospfdatabase-filter. ..ot e 964
ipospfdead-interval. ... e 965
ipospfdisableall ....... ... e 966
ipospfhello-interval. ... e e 967
ip ospf message-digest-Key ... ...ouiuii i 968
10301 o3 41 U 970
P OSPf MEU-IgNONE. ... e ittt 971
P OSPF NEIWOIK. .ot e e e e 972
1P OSPf PHOILY . . ottt e e 973
iP OSPFf resSyNC-tiIMEOUL. . ...\ttt 974
ip ospfretransmit-interval ............ i 975
ip ospftransmit-delay. ....... ... 976
ip pim accept-register list.........ccoiiiiiiii i e 1191
[To38 o)1 0 0 1= 10} er= 1 ol o S0 PP 1192
ippiMbsr-border. ... .o e 1193
ippimbsr-candidate. ..ot e e 1194
ip pim cisco-register-checksum group-list ............... ...t 1196
ip pim cisco-register-checksum ...ttt 1195
P PIM CrP-CiSCO-PrefiX .. ..ot i 1197
ip piM dense-Mode PassiVe . ..o.v it e 1252
ip pim dense-mode wrong-vif-suppression...............coeiiiiiii., 1253
ippimdense-mode. .......ouiiiiii i e 1251
[To3y o] [aaTe [ o ¢ ToT 41 VPP 1198
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ippimexclude-genid ... e e 1199

ip pim ext-srcs-directly-connected ...l 1200
ip pim ext-srcs-directly-connected ... ... 1254
ip pim hello-holdtime (PIM-DM). . .....ii e 1255
ip pim hello-holdtime (PIM-SM) .. ... e 1201
ip pim hello-interval (PIM-DM) ... ..ot 1256
ip pim hello-interval (PIM-SM). ... i eaens 1202
ip piM ignore-rp-set-priority ......ooutiiiiii it e e 1203
P PIM JP-TIMEr . e e e e e 1204
ip pim max-graft-retries. . ... ..ot e 1257
ip pim neighbor-filter (PIM-DM) ..... ..ottt 1259
ip pim neighbor-filter (PIM-SM) ... .. it i 1205
ip pim propagation-delay............ooiiiiiiiii i 1260
ip pim register-rate-limit. ... 1206
ip pim register-rp-reachability............ccooiii i 1207
P PIM FegiSTer-SOUICE ..ttt ettt e e e e e eannenns 1208
P PIM register-SUPPreSSION .ottt ettt e eieaneeenns 1209
P PIM IP-address. .. e it et e e e e e 1210
ippimrp-candidate. ...t e e 1212
ip pim rp-register-kat ........coiiiiiiii i e 1214
ip pim sparse-mode join-prune-batching.......................... ... 1216
iP PIM SParse-MOde PaSSIVE. ...ttt e i e et eie et 1217
ip pim sparse-mode wrong-vif-suppression. .............c..coiiiiiian... 1218
P PIM SPArSE-MOAE ..\ttt it e ettt et e s 1215
ip pim spt-threshold group-list............cooiii i 1220
ippimspt-threshold ......... ... i 1219
T30 o 10 0 T332 o 1221
ip pim state-refresh origination-interval ....................cooiiiiil, 1261
P PrEfiX-liSt. . e e e e 1374
P PrEfiX-liSt. . ettt e e e e 886
[T o3 o] 014V T o o 1A 769
ip radius source-interface ... 1746
o 31T | Yot {3 770
ip rip authentication key-chain...............coo i 888
ip rip authenticationmode. ...t 890
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ip rip authentication string. .........ooiii i i e 892

P FP rECRIVE VEISION. ..ttt ettt e e ieaie e 895
ipripreceive-packet ... ...o.viiiiii i e 894
ip rip send version T-compatible ..............o i 898
PP SENA VEISION ..ottt e e ettt i 897
ipPripsend-packet ........oiuiiiii i 896
iprip split-horizon . ... e 899
1o T8 o 101 (< PP 855
ipsource binding......cooiiiiiiii e 1832
P SUMMaArY-address P . ..ottt e e 885
iP tacacs SOUICe-INtEIfaCE . ..ottt et 1799
P tCP SYNACK-TEIIIES .\ttt e ettt e 771
ip tftp source-interface. ...t e 131
ipunreachables ... e 772
IPVO (IPVO-NOST-rOUD) . .o v vt it ettt e e ettt e et i ieeenans 1389
ipv6 access-list (named IPv6 hardware ACL) ..........ccovviiiiiinniin... 1391
ipv6 access-list extended (named). ..o 1420
ipv6 access-listextended proto .........ccoiiiiiiiiii i 1424
ipv6 access-list standard (named) ...t 1432
ipv6 address autoconfig ........ooiii i e 815
IPV6 address SUFfiX . . ... i e e e e 817
PVO Address. ..ottt e 813
PVB ENabIle. .. e 818
ipv6 euibd-linklocal . ... e 820
IPVO forwarding . .....oniiii i e 821
ipvbicmp error-interval. ... ... e 822
IPVO MIA @CCESS-GrOUP . .t vttt ettt et e e e e ee e ieeieeneiennenans 1121
ipv6 mld immediate-leave ...t e 1122
IPVO MI limit. . e 1123
ipv6 mld snooping fast-leave ...t 1127
iIPV6 MId SNOOPING MIOULEY . ...ttt et e e i e i ieanenans 1128
iIPV6 MId SNOOPING QUEKIEN . ..ttt ettt e e i it ieianaas 1130
ipv6 mld snooPINg report-SUPPIESSION .. .v vt i ii e i ieeieananans 1131
IPVO MIA SNOOPING. « v vttt e e e e i 1125
IPVO MId STatiCc-groUP . .o vttt e e et 1133
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PVO MIOUTE . .ottt et e e e e a e eaneeeaneenns 1160

ipv6 multicast forward-slow-path-packet.................cccooiiiiii.t. 1146
ipv6 multicast forward-slow-path-packet...............cooiiiiiiiiin.. 823
IPVO MUILICAST FOULE ..ttt e e ettt i iaaaaas 1162
ipv6 multicast route-limit ... e 1165
IPVO MUITICAST-TOUTING . .o v et e e e i 1166
ipv6 nd accept-ra-default-routes .........cve i i 824
ipv6 Nd accept-ra-pinfo. ... ..o e 825
ipv6 nd current-hoplimit. ... e 826
ipvenddnssearch-list ... e 827
PVO NA ANS-SEIVET . . o\ttt ittt e ettt 828
ipv6 nd managed-config-flag ... 829
ipv6 nd minimume-ra-interval...........cooiii i 830
ipv6 nd other-config-flag ....... ..ot 831
PV N PrefiX. . ottt i e e e e e 832
IPVONA raguard . .....o.ii i e e 836
ipvo ndra-interval ... e e 834
PV Nd ra-lifetime . ... e e 835
ipve ndreachable-time ... 838
ipv6 Nd retransmission-time .........coi i iiiii ittt 839
ipv6 nd route-information ......... ..o e 840
iPV6 Nd router-preference. ... ..o e 841
[T o3V 8T I U o o) ¢ =113 - P 842
PVO NEIGNDOK .. e e 843
IPV6 OPPOrtUNIStiC-Nd. . ..ot e e e 844
VO PrefiX-list . ..ot e e e e 1436
1037 Y (01U 857
ipV6 tftp source-interface ... ..ot e e 132
ipvb traffic-filter ... ... e 1393
ipve unreachables . ...... ... e 845
KEY Chain . .. e e e e 901
Y . e e 900
KEY-StrING ettt e 902
lacp global-passive-modeenable ... 660
Yo 38 o Yo T o T T 1 /A 661
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lacp SYStEM-PrIOFITY. ..o\ttt e 662

=Tt o 3 T =T 11 663
1eNgth (@SYN) .o v it e e e 173
length (ping-polldata).........cooiiiiii i e 2417
licenseupdatefile ... e 209
licenseupdateonline. ... ..o 210
NS ettt e 202
license-cert (@mf-provision) .........oviiiii it 2032
oY= 174
liNkflap aCtion . ..ot e e 450
lldp faststart-CoUNt .. ...ttt it ettt e i 2236
lldp holdtime-multiplier ... e 2237
lldp management-address.........covviiiiiiii i 2238
lldp med-notifications ..ot e 2239
lldp med-tlv-select. . ...t e e 2240
lldp non-strict-med-tlv-order-check ............ccooiii it 2243
lldp notification-interval ... e 2244
ldp NOtIfiCatioNS ...ovie i e e e e 2245
ldp POrt-NUMbDEI-TYPE. ..ottt e et et e i ene e 2246
] o o 3= 0 1 PP 2247
] o o XU o T 2248
] o o T8 4 [y V=T AP 2249
ldp tIv-select. ... ..o et e 2250
ldp transmMit reCEIVE . ..ot e e et et 2252
ldp tx-delay. . ..o 2253
lOCal-PIOXY-arD ettt e s 774
locate (@Mf-Provision) ... e e 2034
location civic-location configuration ...............ci i, 2254
location civic-locationidentifier.............coi i 2258
location civic-location-id. ... i 2259
location coord-location configuration...............coviiiiiiinn.L. 2260
location coord-location identifier ...............coo i 2262
location coord-location-id ..........oiiiiiii i 2263
location elin-location ... ..ot 2265
location elin-location-id. ... ... i 2266
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logbuffered (filter) .......ooviii i e 328

log buffered exclude. ... ... e 331
log buffered size........cooviii i e e 334
logbuffered . ... e e e 327
logconsole (filter) .......oiiiiii i e e 336
logconsole exclude ...... ..ot e 339
[0g CONSOIE. ettt e e e e e e e e 335
logemail (filter). . ..oovi et e e et e e 343
logemail exclude. ... e e 346
logemail time . ... e 349
log email ..o e e 342
[0g EVENT-NOSt. .\t e e e e e 102
[0g VENT-NOSt. ..ot e e e 2036
logexternal (filter) .......oviiii e 353
logexternal exclude ... i e e e 356
logexternal rotate. ..ot i e e 359
logexternal Size ......ouviiiiii i e 361
logexternal ... ... e 351
oG facility ..o e 362
I0g host (filter) . ..ot e e e et et e e 366
loghostexclude. ......cooiiiiiii i e e e 369
I0g oSt SOUICE . . .ttt e e e e 372
loghost startup-delay ........coovuiiiiii i i e e e 373
IOg oSt timeE .o e e 375
IOg NOSt .o e e e 364
logmonitor (filter) . .....ooi i e e 377
logmonitorexclude ..ot e e e 380
log permanent (filter) ..o e e e e e 384
logpermanentexclude ...... ... e 387
[0g PEIMANENT SIZE .\ v ettt e e e e e 390
[0 I o 1= ¢ ' =T 1T o | P 383
[Og trUSTPOINT. L vttt e e e e e e e 392
loginauthentication ..ot e 1725
login-fallbackenable ... 2037
1 T U1 93
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log-rate-limit NSM ... i e e e e 391

0OP-ProteCtion aCtioN. .. ..vvt it e et 452
loop-protection action-delay-time ...........ooiiiiiiii it 453
loop-protection loop-detect .......oiiiiii i i 451
loop-protection timeoUt . ... ...iit i e e e 454
mac address-tableacquire ... 455
mac address-table ageing-time ..........oiiiiiiii i e 456
mac address-table logging.........cooiiiii i e 457
mac address-table notification mac-change history-size ................. 2185
mac address-table notification mac-changeinterval ..................... 2186
mac address-table notification mac-change ............................. 2184
mac address-table notification mac-threshold ........................... 2187
mac address-table static ...... ... 458
mac address-table thrash-limit......... ... ... i i 459
Ml froM. e 2295
mail smtpserver authentication ............ccooiiiiii i 2297
Mail SMEPSEIVEr PO, . et e e et et 2299
[0 11 I 3 o 1T 7= A 2296
Ml . e e 2293
MAtCh ACCESS-GrOUP vttt e ettt et et et ia ey 1452
MATCN COS ottt e e e e 1454
MATCN ASCP. ot e e 1455
match eth-format protocol..........ccooiii i 1456
matchinterface. ... ... 1033
Match ip address ..o e e e e e 1034
Matchip NeXt-hopP. ... e 1036
MatCh iP-PrecedenCe .. .c.oi i e e 1459
Match ipve address. .. ..o e e e e e 1038
MAtCh MaAC-tYPE . .ottt e e 1460
MAtCh METIIC. ..o e 1040
MaAtCh FOUTE-TY P . ottt i e e ettt e 1041
MAtCh tag ..o e e 1042
Mmatch tep-flags. ... e 1461
MAtCh tPId ..o e 1462
Match VIan .. ..o 1463
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MaX-CoNCUITENT-Ad . . ..ottt e e e 977

Max-fib-TOULES. . . ..o 240
MaX-fiD-TOULES. . . ..o e 859
maximum-access-list (deleted) . ... 1376
MAXIMUM=AIEA . e ettt ettt ettt e ettt et e ettt e e et i eaeanenes 978
MAXIMUM-PAtNS . o e e e e 861
MAXIMUM PRI X, Lttt e i e et e e ettt eieas 903
MAX-STAtIC-TOUTES . . . ottt e e i 241
MaAX-STAtIC-TOUTES . . . ottt e 860
MIITOr INTEIfaCE. . o et e 426
KT . e 133
mls qos aggregate-police action .........oiviii it 1464
mls qos aggregate-police counters. ........co.vvii i iiiiiiiennn.. 1466
001 30 o 3 el o -3 1467
MIsgosenable ... ..o 1468
MIS OS MAP COS-UEUE. « vttt ttt ettt e it eeeeeeeeeneeneneenaneenanens 1469
mIs qos map premark-dsCp . ....oovriin it 1470
(0] e o33 e [ 1 11 = 1472
mls qos scheduler-set priority-quUeue. ........vviv it ineenes 1474
mls qos scheduler-set WIr-qUeUE groUP . ..vvv v it iiiiiiieeeienns 1475
mls qos scheduler-set. . ...t e e 1473
MOAEIYPE . e e 2038
MOVEdEbUG. ..ot e 135
00T 1T 134
mstack command-node. ... ... 2151
mstackenable. ... ... 2152
MStack reMOtE-10giN. . ..ottt e e e e e 2153
00 (U 412
MURICAST . o e e e 1167
NEighbor (OSPF) . ..o e e e e e 979
NEIghbOr (RIP) .. e e e e et e e 904
NEtWOrK (RIP) . .. et 905
NEEWOIK @rBa . . oottt ettt e et e e et 980
no crypto pki certificate. ........oooiiiiii i 1784
nodebugall. .. ... e e 242
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NO POICE Lt e e e e e e e e e 1476

normal-interval. . ... ...t 2418
Ntp rate-limit ... ..o e 2167
1 031 =1 o T P 2168
10 0T = = AP 2170
10 0T o 1 | el PP 2172
Offset-list (RIP) . ...ttt 906
OPtIMISTIC- N . o e e 775
OPtIMISTIC-Nd . .o e e 846
OSPf ADr- Y P . et e 982
ospf restart grace-period. ........ovviei it e 983
ospfrestart helper .. ..o e e e 984
OSPf roUter-id. ... e e 986
overflow database external ......... ... 988
overflow database. ... ... 987
passive-interface (OSPF) ...t e e e 989
passive-interface (RIP) ... ..ot e et 907
PING IPVO . .ottt ettt et e e e 847
712 T A AP 776
PING-POll .. e e e 2419
platform acls-to-vlanclassifiers ... 1326
platform acls-to-vlanclassifiers ..............cociii i 1412
platform acls-to-vlanclassifiers ............c.cooi i, 460
platform acls-to-vlanclassifiers .............coco i 516
platform control-plane-prioritizationrate. ..., 462
platform jumboframe. ... ... 414
platform jumboframe. ... ... 464
platform 12mc-overlap ... e 1168
platform 12mc-overlap . ... e 465
platform 2mc-tablemode ... 1169
platform I2mc-tablemode ...... ...t 466
platform load-balancing ............cooi i 468
platform load-balancing ... 665
platform multicast-address-mismatch-action............................. 470
platform multicast-address-mismatch-action...................cocoine. 777
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platform multicast-ratelimit............cooii i 1171

platform multicast-ratelimit.............cooi i 472
platform routingratio . ...ttt e e 473
70 - Y4 1 Y 475
POlICE COUNTEIS . .ottt e et et ettt i aeanas 1478
police single-rateaction ...... ...t 1479
police twin-rate aCtion . ........oiiiiii i i e e 1481
POlICE-aggregate . ..ottt e e e e 1477
POl CY-MaD . ettt e 1483
port-vlan-forwarding-priority ............coi i 518
power-inline allow-legacy. .........coviiiiiii i e 685
power-inline autoClass. . ...vvu v e e e 686
power-inline description. ........c.iii i e 688
power-inline disconnect-defer ...........cooiiiiiiiii i 689
power-inlineenable ..... ... e 690
power-inline hanp . ..o e e 691
POWE-INIINE MaX. . ettt ettt e et e ettt 692
POWEr-INING PROTITY . . oot v ettt e e e et e e eens 694
power-inline usage-threshold............cooi i i 696
private-vlan association. ...... ..o e e 522
Private-Vlan ... .. e e e 521
privilege level ... .o e 176
0] €214V oo o PP 1726
177 PP 136
radius dynamic-authorization-client.................cooiiiiiia. L 1747
FAdiUS-SECUIE-PIOXY @@ « ottt etetete et e eeneeaenteneneeneneenennenens 1727
radius-serverdeadtime ...... ... ..ot e 1748
radius-Server NOSt .. ... .o 1749
FadiUS-SEIVEN KBY ..\ttt ettt 1752
radius-server retransmit. . .......o.i i e 1753
radius-server timeoUT. . .....o.iu ittt eenen 1755
(1] oo Yo | PP 244
recv-buffer-size (RIP) . ... ...t e 9208
redistribute (OSPF) . ...t e 990
redistribute (RIP). ... ... e 909
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FegiON (MSTP) Lo e e e et e et et 577

Feload . . .o 245
<] o= | P 2377
restartospfgraceful ...... ... e 992
restartripgraceful. ... ..o e 910
reVision (MSTP) ... e 578
rip restart grace-period ... ....oiii i e e 911
100 1P 137
FMON alarm. ... e 2305
rmon collection history ...t e 2308
rmon collection Stats . ... ..ot 2309
FMON EVENT. ¢ttt ettt 2310
FOUTE (RIP) . .t e 912
[0 U 1 (= 0 0= o JS PO 1043
0T UN T T 1T e | o T 779
0 T =] o 1Yo 993
(01U =T g T o T A 913
FOUTEI-Id e e 994
rsakeypair (Ca-trustPOINt) .. ..ovvrit et et e e 1785
SAMIPIE-SIZE. L ottt e 2420
£ o101 2378
security-password forced-change ...........cooiiiiii i 178
security-password history. ... ..o ini i i et 177
security-password lifetime ... 179
security-password minimum-categories. .........oviiiiiiiiininiiinaan.. 181
security-password minimum-length.............. ... ool 182
security-password min-lifetime-enforce ................ oL 180
security-password reject-expired-pwd. . ... 183
SECUrity-pPasSWOrd Warning ........vuerveetit it i e iiinaeenenenns 184
send-lifetime .. ..o e 914
Server (radSeCPrOXY-28) . . v vv et vt eneereneerennenennenenneneneeneneenns 1728
= V=T = V=T e | {o U ) P 1757
server mutual-authentication ........ ... ... i i 1730
server name-check .......couiuii i e 1731
SerVer TrUSTPOINE. . e e e e 1732
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SErViCe advanCed-VEY ....oovirii it e e 185

service atmf-application-proxXy.........coveviiiii i 2039
=] Vi [l | o Tl o ] T Yo o] T AP 1834
SEIVICE M. vttt e e e e e e 103
service password-encryption. ......ouve it 186
SEIVICE PAM Lottt e e e 1262
=] Y/ =8 o] 1o 0 1222
SerViCe POWETr-ININE ...t e e e e e 697
SEIVICE SSN. .t e 2332
service statistics interfaces counter..........c...ooiiiiiiii i 415
service telnet . . ..o e 187
service terminal-length (deleted). ... 188
service-policy INPUL. . ..o 1484
set bandwidth-class ........ ..o 1485
=] O L 1487
7] e T o 1 1489
setip next-hop (route Map) . ...c.vveii it 1045
= 0 0 T=1 0 1046
0 01 e 7/ o 1048
SO QUEUE Lttt e e e 1491
(<] o - T R 1049
SHlOW @gENT. . e e 2436
sflow collectorid ..o 2439
sflow collector max-datagram-size ...........cooviiiiiiiiiiiii ., 2441
SFlOW COllECtOr. ..ot e 2438
sflowenable. ... 2442
sflow max-header-size ........c.ooviiiii i 2443
sflow polling-interval ... e 2445
sflow sampling-rate. ...t 2446
show aaa localuserlocked....... ... 1734
show aaalocaluserlocked...........ciiiiiiiii i 189
SHOW @@@ SEIVEI GrOUD . ..t i ettt ettt e e i e i e eennanas 1735
SHOW ACCESS-gIOUP .ottt ettt et e ettt 1328
show access-list (IPv4 Hardware ACLS). .......oinininiii i 1329
show access-list (IPv4 Software ACLS). ..ottt 1377
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ShOW access-list COUNTEIS ...ttt i 1331

Show access-list COUNTErS . .....oueen i 1414
show acl-group ip address .......vevr i 1333
ShOW aCl-groUup iP PO« et e ettt 1334
show acl-group ipv6 address. ......coviiei i 1416
show application-proxy threat-protection...............ccooviineinn.. 2040
show application-proxy whitelist advertised-address .................... 2042
show application-proxy whitelistinterface..................oiinnt. 2043
show application-proxy whitelist server ............. ..., 2045
show application-proxy whitelist supplicant........................ ..., 2046
show arp security interface. ...t 1837
show arp security statistics. .......ooviiii it 1839
SNOW @I SECUIIEY . o vttt 1836
SHOW AN .ot e 780
Show atmf area QUESTS . ....o. ittt et 2055
show atmfareaguests-detail............cooiiiiiiiii i 2057
show atmfareanodes .........vuiriiii it 2059
show atmf area nodes-detail ..ot 2061
show atmfarea summary ..........ooii ittt ieiiiaanaens 2063
ShoW atmfarea. ... . ..ot e 2052
show atmf authorization ... i 2064
show atmfbackuparea.........cooiiiiiiiii i e 2071
show atmfbackup guest. ... 2073
show atmfbackup......ccoiiii i e 2067
show atmf container. ... ..o 2075
showatmfdetail...... ..ot 2078
show atmfgroupmembers ... 2082
ShOW atmf groUp ..o e 2080
show atmfguestsdetail...........cooiiiii i e 2086
SHOW atmf QUESES. ...t e 2084
show atmflinksdetail........ ..o 2091
show atmf links guestdetail............ccoiiiiiii i 2102
show atmf links quest. ...t 2100
show atmf links Statistics. . ........ooeuiunini e 2106
show atmf liNKs. . ....oe i 2089
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show atmfnodes ... ... 2109
show atmf provision Nodes .........c.oiiiiiiiiiii it 2111
show atmfrecovery-file. ... 2113
show atmf secure-mode auditlink ............ ... i 2117
show atmf secure-mode audit ...........coiiiiiii i 2116
show atmf secure-mode certificates.............coooiiiiiiiiiii ... 2118
show atmf secure-mode sa. ........vvuvivin it 2121
show atmf secure-mode statistics ...... ...t iiii i 2124
show atmfsecure-mode ...... ..ot 2114
showatmftech. ... ... 2126
show atmf virtual-links. ... ... 2129
show atmf working-set ..o e e 2131
SNOW atmf. . 2048
show auth diagnostics . . ....vene i e 1671
show authinterface. ........ooiein i e 1673
show auth sessionstatistics. .. ......ouiui i 1675
show auth statistics interface ...ttt 1676
show auth supplicantinterface.............cooiiiiiii i 1680
show auth supplicant. ... e 1677
show auth two-step supplicantbrief ...............co it 1681
SNOW aULN . . e 1669
show auth-web-serverpage ........oovuiiii i 1684
show auth-web-server...... ... .o 1683
ShOW @UEODOOt . . .o e 138
show banner external-manager. ...ttt 246
show bannerlogin. ... ... e 2334
ShOW DOOT. . e e 139
SHOW ClasS-Map .ot e e e e 1493
SNOW ClOCK . ..t 247
show continuous-reboot-prevention............ccviiiiii i i 249
show counter dhcp-client. ... e 2164
SHOW COUNtEI I0g . ..ttt e e et et 393
show countermail...... ..o e 2301
show counter ping-poll...... ... 2422
SHOW COUNTEr SNMP-SEIVEL. .\ttt ittt et e e ce e aieanens 2189
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ShOW CPU iStOrY ... e 253

S OW ULttt e e 250
show crypto key hostkey. ... ..oovriiii i e 2335
show crypto key mypubkeyrsa............oo 1786
show crypto key pubkey-chain knownhosts ............................. 2337
show crypto key pubkey-chainuserkey................ ...t 2338
show cryptokey userkey.......c.viiiiiini i i e 2339
show crypto pkicertificates .......oovrii i e 1787
show crypto pkienrollmentuser..........cooiiiiiii i 1789
show crypto pki trustpoint........ooveiiin it 1790
showdebuggingaaa ........cooviiiiiii i e 1736
show debugging arp security .......c.coiiiiiiiiii i 1841
show debugging atmfpacket...........coiiiiii i 2133
show debuggingatmf....... ... 2132
show debugging dotTX . ... e 1543
show debugging epsr ...t e 1873
show debugging gurp ..o e 721
show debuggingigmp. ..o 1102
show debugging ip dhcp snooping ........oooviiiiii i 1842
show debuggingippacket........covriiiiiiiii i 782
show debugging lacp. ... e 667
showdebugging lldp ... 2267
show debugging loopProt. ..o e 476
showdebuggingmld. ... 1135
show debugging mMstp. ... o e 579
show debuggingnsmmcast.........coooiiiiiiiiii i 1172
show debugging ospf ... 995
show debugging pimdense-mode...........cooviiiiiiiiiiiiii i 1263
show debugging pim sparse-mode ...........c.oiiiiiiiii i 1223
show debugging platform packet............ccooiiiiiiiiiiii 477
show debugging power-inline ..ot 698
show debuggingradius. ... e 1759
show debugging rip ... e 916
show debuggingsflow ... 2447
show debugging snmp ...t e 2193
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show debugging trigger.......coovriiii i i e 2380

showdebuggingudld ....... ... e 641
showdebugging ..o e 255
Show dheplease. .. o e e 2165
show diagnostic channel-group. ..ot 668
show dosinterface. .........ooiuiiiiii i 1379
Show dotTx diagnostics. ..o v i i e 1547
show dotIxinterface ....... ..o 1549
show dotTx sessionstatistics .........vuvuvniniii i 1551
show dot1x statisticsinterface ............coooviiiiiiiiiiii ... 1552
show dot1x supplicantinterface ............ccoviiii i, 1555
show dotTx supplicant. . .....oovuiiii i i e e 1553
SNOW Ot T X, ottt e 1544
show ecofriendly ... ..o e 256
show epsr <epsr-instance> COUNTEIS . ....c.iir i i i ieieie e 1882
ShOW epsr <epPsSr-INSTaNCe> ...ttt ittt ei i eneenes 1881
Show epsr COMMON SEgMENTS ...t titiie it ie i ieieieieeenenns 1879
show epsrconfig-check.........ooviii 1880
SHOW €SI COUNTEIS . . ettt et ettt et eeeanans 1883
SHOW €SI SUMMAIY .ttt e ettt e e i e i e eeennanns 1884
SO ST ettt e e e 1874
show etherchanneldetail .............o i 671
show etherchannel summary .........cooiiiiiiii ittt eans 672
show etherchannel ....... ... i 670
ShOW eXCeptioN 10g . ..o 394
ShOW file SYSteMS . ..ot e 142
ShOW file .o 141
show flowcontrolinterface........... ..o 478
show gvrp configuration. ....... ..ot i 722
show gvrpmachine. ... ... i e 723
ShOW gVIP StatistiCS. . oo vt e e e e 724
SHOW GV Ml . ot e e e e 725
SNOW NiStOrY. .ot e 924
SNOW hOSTS . et e 806
SHOW D Lo e 104
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show interface acCess-groUp . ...v vttt ii it e e eeneanns 1335

show interface brief.... ... .. i 419
show interface err-disabled ......... ... 479
show interface memory. .. ..ot e 258
show interface memory. ...t e 420
show interface Status ... ....o.vuiin it 422
show interface sWitChport .........coveiiii it ciie e 480
Show interface. . ...t e 416
ShOW P access-list. ..o e e 1382
show ip dhcpsnoopingacl.........coiiiiiiiiiiii i 1844
show ip dhcp snooping agent-option ........cooiviviiiiiiiniiineinen.. 1847
show ip dhcp snooping binding. ... 1849
show ip dhcp snoopinginterface..........ccoiiiiiii i, 1851
show ip dhcp snooping statistics. ......ooveviv i 1853
Show ip dhCp SNOOPING . .. vt e e e 1843
showipdomain-list. ... e 807
show ipdomain-Nname. ...t ettt 808
show ip flooding-nexthops ... 783
showipforwarding........coooiiiiiiiii e e 784
SHOW P IgMP GrOUPS - v vttt ettt et e 1103
showipigmpinterface ........c.oiiiiiiiii i e 1105
ShOW ip IgMP PrOXY GroUPS .« v vttt it ee e ee e 1108
SHOW P IgMD PrOXY. ¢ vttt e e e e e e 1107
show ip igmp sNooPING MIOULEr . ...ttt i 1110
show ip igmp snooping routermode ...........cviiiiii i, 1111
show ip igmp snooping source-timeout..........coovviiiiiniiienennn.. 1112
show ip igmp snooping statistics. .......cvviviiini it 1113
showipinterface ..o e 785
showipirdpinterface. ... e 787
SHOW P AP . et e e 786
SHOW P MIOULE. .ot e e e e e e 1173
SHOW P MV, L e e 1176
SHOW P NAME-SEIVEL. ..ottt e e e ettt eaaeas 809
show ip ospf border-routers. ..........cooviiiii it 999
show ip ospf database asbr-summary ..., 1002
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show ip ospf databaseexternal .............co i 1003

show ip ospf databasenetwork ........... ... i 1005
show ip ospf database nssa-external ................cocoiiiiiiiiin... 1006
show ip ospf database opaque-area..............ccoviiiiiiiiiii .. 1008
show ip ospf database opaque-as.........ccoiiiiiiiiii i, 1009
show ip ospf database opaque-link. ... 1010
show ip ospfdatabaserouter ...t 1011
show ip ospf database summary ...l 1013
showipospfdatabase ... 1000
showipospfinterface ... i 1016
show ip ospfneighbor..........cooi i 1017
ShOW ip OSPfroUte. ..ot e e e 1020
show ip ospfvirtual-links. ............cco i 1021
SHOW P OSPf. e e 996
show ip pim dense-mode interfacedetail. ..................oociiiiaL. 1266
show ip pim dense-modeinterface............c.coviiiiiiiiii i, 1264
show ip pim dense-modemroute ...........ccoviiiiiiiiiiiiiii i, 1267
show ip pim dense-mode neighbordetail ............................... 1269
show ip pim dense-mode neighbor ...t 1268
show ip pim dense-mode nexthop .........oooviii it 1270
show ip pim sparse-mode bsr-router .............ccoviiiiiiiiiiiinnnnn.. 1224
show ip pim sparse-mode interfacedetail ....................coiiieL. 1227
show ip pim sparse-modeinterface ............cccoi i, 1225
show ip pim sparse-mode local-members ............ccoviiiiiinin.. 1228
show ip pim sparse-mode mroutedetail.....................cooiiaL 1231
show ip pim sparse-mode mroute. ..........cooviiiiiiiiii i 1229
show ip pim sparse-mode neighbor.............. ... it 1233
show ip pim sparse-mode nexthop.............ccoiiiiiiii i, 1235
show ip pim sparse-mode packet statistics ................cooiiiiii... 1236
show ip pim sparse-mode rpmapping .......cooviiiiiiiniiiineinennn., 1238
show ip pim sparse-moderp-hash ...........cooooiii it 1237
show ip prefix-list. . ..o 1383
show ip prefix-list. . ... e 917
Show ip protocols ospf......oviiii i e 1022
ShOW ip ProtoCOIS FiP oot e et 9218
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showipripdatabase. ... e e 920

showipripinterface .. ... e 921
S OW D T et e 9219
showiproutedatabase...........coooiiiiiii i e 865
SNOW P rOULE SUMMAIY . ..ottt e e eeens 867
SHOW P rOULE. . .ot e e e e 862
SOW P TPT et 1177
SHOW P SOCKETS. .\ttt e e e e e e e e 789
showipsourcebinding ... 1856
show iptraffic ... ..o e 792
show ipv6 access-list (IPv6 Hardware ACLS) . .......cooveviiiiiiinnnnn... 1417
show ipv6 access-list (IPv6 Software ACLS)........ovvriiiviiiinninnnnnn.. 1438
show ipv6 forwarding. ........covuiii i et 849
ShOW ipVB INterface. . ...ooi i e et 850
SHOW IPVO MIf Lo e 1178
ShOW PV MId GroUPS .. v ittt et et 1136
showipvb mldinterface ... 1137
show ipv6 mld snooping mrouter...........coovuiiiiiiiiiiiniiinennen.. 1138
show ipv6 mld snooping statistics.........ooveiiiniiiiniiiniinnennns. 1139
SHOW PVO MIOULE .ot et e e et e e e 1179
show ipv6 multicast forwarding.............coiiiiii i 1181
show ipv6 neighbors ... e 851
Show ipv6 prefix-list . .....ooiiin i e e e 1440
ShOW ipV6 route SUMMATY ... ute ettt e eaene 852
SHOW iPV6 roUte SUMMAIY ... vute ettt e et e e aenens 870
SHOW PV FOULE .ttt e e ettt et 868
ShOW laCP SYS-Id . oot e e e 673
ShOW JaCP-CoUNTEr . .ottt e e et 674
show license brief ... ..o 206
show license external........ ..o 211
ShOW lICeNSE. ... e 204
show lldpinterface ..ot e 2271
show lldplocal-info. ... 2273
show lldp neighborsdetail...........ccoiiiiii i 2280
show lldp neighbors. . ..o e e 2278
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show Ildp statisticsinterface ..........coiiiiiii i 2286

show lldp statistics ......oovuveven i e 2284
SHOW LA, ot e 2269
ShOW 10CatioNn . ... e 2288
ShOW 10g CONFig ..o e 397
show logexternal. ... ... ..o i e 399
ShOW 10g pPermanent. .. ....ovvuiit it e e et 400
SHOW lOg e e e 395
ShoW l00p-protection. . ...o.v i e e e 481
show mac address-table notification mac-change ....................... 2194
show mac address-table thrash-limit ................. ..ot 485
show macaddress-table ... 483
SOW Ml .. e 2302
show memory allocations. ...t 262
ShOW MemMoOry history. . ...v v e e e e eeas 264
ShOW MemMoOry POOIS . . ..ot e 265
showmemoryshared. ..........oouiiiiii i 266
SHOW MEMOTY . et e e e e e s 260
show mirrorinterface. .. ....o.vuvi it e 429
SNOW MIITON . . e 428
show mls qos aggregate-policer .........c.ooviviiiii i, 1495
show mls qos interface policer-counters.............cccoviiiiininnnn.n.. 1499
show mls qos interface queue-counters ............coooviviiiiinenenn... 1500
show mls qos interface storm-status. ............coviiiiiiin i, 1502
showmls qosinterface. ... e 1496
Show MIS OS MaAPS COS-QUEUE . ..ottt i it ei e e eiaieaanns 1503
show mls qos maps premark-dscp .......ccoviiiiiiiiii i 1504
show mls qos scheduler-set. ...t 1505
SHOW MIS OS . ettt e e e 1494
show mstacknodes. . .....oi i 2155
ShOW NtP aSSOCIAtioONS ..o\ttt e e e et 2174
show ntp counters assoCiations ........ovvr v i et iiiiiinnanns 2177
SHOW NP COUNTEIS. .ot e ettt ean 2176
SHOW NP STAtUS ...ttt e e ettt 2178
Show PING-POIl ... e 2424
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show platform classifier statistics utilization brief ........................ 1506

show platform classifier statistics utilization brief ......................... 489
Show platform port. ... e e e 492
show platform. .. ..o e 486
ShOW POlICY-Map ..ot 1509
show portetherchannel ......... ... i 675
show port-security interface ............cooiiiiiiiiiiiiiiiiiieiai e, 494
show port-security iNtrusion ........ ..ottt 495
show port-vlan-forwarding-priority .............ccco it 523
show power-inline CouNters ..........oiiiiiii it 703
show power-inline interfacedetail .............ccoiiiiiiiiiiii i, 708
show power-inlineinterface .........cooiiiii it i i 705
show power-inline. ...t e e e 699
ShOW PriVIlEge. . .ot e 190
S OW PrOCESS . vttt ittt e e e e 267
show proxy-autoconfig-file ........ ... 1685
show radius dynamic-authorization counters...................c.ooentn 1763
ShOW radius SErver groUpP . ... vttt e e e eae e 1737
Show radius statistics .. .....cueieninin i 1765
SNOW radius . ..o e 1760
Show reboot history ... e 269
showrmon alarm. ... ... e 2311
SNOW rMON BVENT. . ...t 2312
ShOW rmMoN history. . ..o e e e e 2314
ShOW rmon Statistics . .. .o.v e 2316
] Lo SV o TU = 4= Y J A 1050
ShOW roUter-id. . ..o e 270
show running-configatmf ........ ... .o i 2134
show running-configinterface ...t 147
show running-config log. ..o e 402
show running-configsflow............. o i 2449
show running-config sNMpP . ... e 2196
show running-config ssh. ... e 2340
show running-config trigger. ...t 2381
ShOW ruNNINg-Config ....ovvriri e e 144
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show security-password configuration ..o, 191

ShOw Security-passSWord USEr. .. .......vuueninnin i eiaenenns 192
show sflow interface. ... .. ..o 2452
ShoW STlOW . .o 2450
Show sNMP-Server COMMUNItY . ...ovuteti e e eeaeen 2198
ShOW SNMP-SEIVEN GrOUD vttt ettt e e e e e e, 2199
SHOW SNMP-SEIVEI traP .« ottt i e et e et ci e aieaens 2200
SNOW SNIMP-SEIVEN USEI .\ttt ettt ettt et et et aeieneenens 2201
SHOW SNMP-SEIVEI VIEW . ..ottt ittt e e eeaeanns 2202
SHOW SNMP-SEIVET . .ttt e et ettt aeanans 2197
show spanning-tree brief ........ ... i 583
show spanning-treemst config ........cooviiiii i 585
show spanning-tree mst detail interface....................oo il 588
show spanning-treemstdetail ............cooiiiiiiiiiii i 586
show spanning-tree mst instance interface.................coovivinn... 5901
show spanning-tree mstinstance ..........coov i it 590
show spanning-tree mstinterface..............ocoiiiiiiii i, 592
Show spanning-tree MSt .. ... vii i e 584
show spanning-tree statistics instance interface .......................... 596
show spanning-tree statisticsinstance .............cooiiii i, 595
show spanning-tree statisticsinterface ..., 598
show spanning-tree statistics .......o.vuintin i in i eens 593
show spanning-tree vlanrange-index ..........cooiviii i iiiiininin, 600
ShOW SPaNNINg-tree ... i e e e e 580
ShoW ssh client . ... e 2344
show ssh serverallow-users. ..ot 2347
show ssh server deny-uUsers ........oouiin ittt iinnenns 2348
SNOW SSh SeIVer. ..o e 2345
SNOW SSh L e 2342
Show startup-config . ....oooviieei e e 150
show static-channel-group. ...t 676
ShoW StOrm-CoNtrol. ... e 496
show system environment CoOUNers. . ......vuiiininininieeneenenannn. 273
Show system environNMENT. . .....outti i i iaeens 272
show system fiber-monitoring ... 299
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ShOW SYStemM INTEITUPTS . ..o o vttt e eeeee 275

SNOW SYStEM MAC. . ettt et e e et 276
ShOW SYsStem PCi deViCe . .. .v vttt e e et 277
ShOW SYStEM PCItIee ..ottt 278
show system pluggabledetail..............coiiiiii i 304
show system pluggable diagnostics...........c.coiiiiiiiiiiiii i, 307
show system pluggable. ... e 302
show system serialnumber......... .. . 279
SO SY S EIM Lttt e 271
SNOW TACACSt . o ettt e 1800
SHOW teCh-SUPPOIt ...t e e ettt 280
ShoW telnet. . .o 193
show test cable-diagnosticstdr ... 309
SNOW tHgQer. .ttt e e e 2382
showudld neighbors ... 643
ShOW UdId POrt ..o e e e e e 644
ShOW UAId. . e 642
SNOW USEIS . ettt e e 194
SNOW VEISION ...t 151
ShOW VIaNn @CCess-mMap ..ottt ettt ettt 525
show vlan classifier group interface ..............coiiiii i, 527
show vlan classifier group. ... 526
show vlan classifier interface group .........coooviiiiiiii i 528
show vlan classifierrule. ... ... 529
show vlanfilter ... ... o i 530
show vlan private-vlan. ... e 531
Show vIan Statistics . .....veveie e 532
ShOW VIan .. 524
SNULAOWN . . e 424
snmp trap link-status SUPPress . ...oveii i e eieeen 2205
snmp trap iNK-status ...t e e 2204
SNMP traP MAC-ChaNge ...ttt e et et e ie e 2203
SNMP-SErver COMMUNITY . ..ottt e eaeanens 2209
SNMIP-SEIVEr CONTACT. ..ottt et et aanans 2210
snmp-serverenable trap .. ...t e 2211
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snmp-server enginelD localreset. ........cooviiiiiii it 2216

snmp-serverenginelDlocal ... 2214
SNIMP-SEIVEI GFOUP .« vt ettt ettt ettt et ee et e eneeeaeeeaeenaneennneenn 2217
SNMIP-SEIVEN MOt . ettt e ettt et i e 2219
snmp-server legacy-ifadminstatus. .............cooo i 2221
sNMpP-server location ... ...t e 2222
SNMP-SErver SoUrce-interface .........ovvvr ittt ieenans, 2223
snmp-server startup-trap-delay ... 2224
SNMIP-SEIVEL USRI . . ettt ettt ettt e ettt e e et e e eaneeeeeanneeenns 2225
SNIMNP-SE VO VIBW .« o ettt ettt ettt e ettt ettt eteeaeeeaneennneannnenns 2228
(] 210 0BT =] V7= R 2207
£ 0L U ] (o= T 20 PP 2428
spanning-tree autoedge (RSTPand MSTP) ........cv i, 601
spanning-tree bpdu ... ... e 602
spanning-tree cisco-interoperability (MSTP) .........coiviiiiiiiniinn, 604
spanning-tree edgeport (RSTPand MSTP) ........ccviiiiiiiiii i, 605
spanning-tree enable. ... ... 606
spanning-tree errdisable-timeoutenable................. ... .ol 608
spanning-tree errdisable-timeoutinterval .................. oo 609
Spanning-tree force-Version. .......c.ouv i ittt i it eas 610
spanning-tree forward-time. ...t e 611
SpanNing-tree guard rOOT . .. ..ot v tr i e e e 612
spanning-tree hello-time ... ... e 613
spanning-tree link-type...... ..o 614
SPANNING-TrEE MAX-A0E .. ettt ettt ettt ettt i e ennneans 615
spanning-tree max-hops (MSTP) ...t 616
SPANNING-TrEE MOUE . .\ttt et et e et e e e neeeneas 617
spanning-tree mst configuration.............coii it i 618
spanning-tree mstinstance path-cost .............coiiiiii i, 620
spanning-tree mstinstance priority .........ccovviiiiinnienneennnn. 622
spanning-tree mst instance restricted-role................ooiiiiii 623
spanning-tree mstinstance restricted-tcn ..., 625
SpPaNNing-tree MstinstanCe .. ..ottt it e aieas 619
SPANNING-Tree Path-CoSt ... v ettt i e e e e e 626
spanning-tree portfast (STP) .........oiiiii i 627
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spanning-tree portfast bpdu-filter..............cooiiiii it 629

spanning-tree portfast bpdu-guard ............. ... i 631
spanning-tree priority (bridge priority) .........cooiiiii i 633
spanning-tree priority (POrt priority). .......ooeieiiiii i 634
spanning-tree restricted-role. .........coiiii i e 635
spanning-tree restricted-taN .. ...ttt e 636
spanning-tree transmit-holdcount ............... ... il 637
SPEEA (ASYN) e ettt ettt e e e e e e e 282
] 01T o 497
SShclient. ..o 2351
sshserver allow-Users. . ... e 2355
ssh server authentication .......... ..o 2357
SSH SEIVEr deNY-USErS . . .o\ttt et 2359
ssh server max-auth-tries ....... ... 2361
ssh serverresolve-host. ... .. ..ot e 2362
T T T V=Y G o o T 2363
ssh server secure-Ciphers ... i 2364
SSh SErVer SECUIe-KeX .. ...ttt e 2365
SSh SEIVEr ST oot e 2367
SS GBIV T . e 2353
7] 0 2349
] 7= 1< 2135
static-channel-group ..o e 677
STOrM-ACtioN ..o e 1510
storm-controllevel ... ... .. 500
STOrM-dOWNTIME ... e 1511
£ 0] 1 00 T o1 o) (=T ot T o T 1512
] o) 0 0 = (<P 1513
SEOIM-WINAOW. . ..ttt e e e et e 1514
strict-priority-queue egress-rate-limitqueues..................ooiunL. 1515
strict-priority-queue queue-limit ..o i 1516
subject-name (ca-trustpoint) . .....oovu i i 1791
SUMMArY-address . ...ttt e 1023
SWitchport access Vlan . ...t e e 533
switchportatmf-agentlink ......... ... o i 2137
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switchportatmf-arealink. ... 2138

switchport atmf-crosslink .............oo i 2140
switchport atmf-guestlink. .............co i 2142
switchportatmf-link ........ ..o i e 2144
switchportenablevlan. ... i 534
SWItChPOrT MO @CCESS ..ottt et et 535
switchport mode private-vlan trunk promiscuous. ...................oven. 537
switchport mode private-vlan trunk secondary ....................ooa.L. 539
switchport mode private-vlan. ... 536
switchportmode trunk ... e 541
switchport mstack-link. ... 2156
switchport port-security aging . ......o.ouvuir it 503
switchport port-security maximum. ..........ooiiiiiiiiiiinininnaen., 505
switchport port-security violation ..ot 507
SWItChPOIt POrt-SECUNTY ..ottt e et i ce i e e 501
switchport private-vlan host-association .................cooiiiiiia, 542
switchport private-vlan mapping. ........c.ooviii it 543
switchport trunkallowed vlan........... ... i 544
switchport trunk nativevlan ............ i 547
SWItChPOIrt VOICE dSCP. .ot e e e 548
switchport voice vIan priority ..ot 551
switchportvoice vlan ... ... e e 549
taCaCS-SerVEr hOSt ... .t e 1802
TACACS-SEIVEI KBY ittt e ettt et e e 1804
tacacs-server timeouUt. .. ..ot e 1805
CPAUMID . e e e e e 794
TeINEE SEIVEN . . et e 196
L] 3T 195
terminal length. ... .o e 197
terminal MoNItOr . ... e 284
terminal resize. ... e 198
test cable-diagnostics tdrinterface. ... 310
=] S 2387
thrash-limiting ... e 509
LX L T3 Lo T [T IS P 2388
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timeout (PING POIIING) ..o 2430

TMeErs (RIP) .. e e e 922
TIMIEIS ST OX D vttt i i e e e e 1024
LR Lot (e T L (=T 0L R PP 853
L8 =[] (o 11 | < 795
L0 ] © 2PN 2390
Trigger aCtiVate . ..ot e e 2392
L0 T T = AP 2391
L0153 e Y o T 1517
type atmfguest. . ....o i e 2145
type atmfguest. ... e 2393
type atmMiNOde . ..ot e e e e 2146
typeatmfnode. ... ... 2394
L1877 03 o LU 2396
typeinterface .. ....ovui e 2397
type liINKMoN-probe . .....vii i e 2398
1474 7= o T 2400
L8 =30 0 1T 0 ] Y/ 2401
1377 0138 011§ o o | Tl 2402
type pPing-poll . ... e 2403
tYPE rED0OL .. e 2404
Y P M. Lt e e 2405
Y P USD. et e 2406
udld aggressive-mode . ... ..ot e e e 645
udld enable . ... e 646
udld port aggressive-mode ..ot e 648
udld portdisable ... e 649
8T | o 180T o 647
UAID FESEE .ottt e e 650
udld time disable-period. ... 651
udld time message-interval ..........cooiiiiii i e 652
UNAEbUG @8 . .ot e e e e e e 1739
undebug all pimdense-mode. ...........oiiiiiii i 1271
undebug all pimsparse-mode ... 1239
undebugall ... oo e e 285
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undebug atmf. ... e 2148

UNAebUG dOtTX. .ot e 1557
(UL a Yo =Y o T T =Y o 1 PP 1885
UNAEbUG IgMP oo e e e 1115
UNAebUG P Irdp .o e 797
undebugip packetinterface ..o 796
UNAEbUG laCp ot e e e 679
UNAebUg loOPPIOt. .ot e e e e 511
undebug mail ... e 2303
UNAEDUG MSTP .ottt e e e e 638
undebug ospf eVENTS ... it e 1025
undebug ospf ifSM. . ..o e 1026
undebug ospflsa .. ..oiiiii e 1027
undebug ospf NfsSM. .. .ot 1028
uNndebug OSpPf NSM ... i e 1029
undebug ospfpacket. ... ..ot e 1030
uNdebug OSPf rOULE .. vt e e 1031
undebug ping-poll .. ... e 2432
undebug platformpacket. ..o 512
undebug radius . ....ooinii e e e e 1766
UNAEDUG M. e e e e e 923
undebug sflow .. ... 2453
UNAEbUG SNMID . e e e e e et e 2229
undebug sshclient ... ..o e 2368
UNAEbUg SSh SEIVer. .. e i e e e e 2369
UNAEbUG Trigger. ..ot e e 2407
undebug udld . ... e e e 653
UNMOUNT . Lttt e e aeens 152
LU 0 o T 0 X 403
8o el o 11 | o) (P 2431
U =T g T T 0T 199
(V=T g T 0T P 2149
Version (RIP) ... e 924
VAN @CCES S MaAP . oot i it e e e 554
vlan classifieractivate. . ..... ..o e 555
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vlan classifier group ... e 556

vlan classifierrule ipva. . ... e 557
vlan classifier rule proto. .......coovi i e 558
vlandatabase ... 561
VIan filter . . 562
VIaN STatistics .. oot e 563
VIaN L e 552
vty access-class (numbered) ... 1384
vty ipv6 access-class (named) . ... 1441
W L e e e e 407
WHItE fil. o 153
(T =3 4T e Y/ P 154
writeterminal . ... . 155
wrr-queue disable queues ........ ..o 1519
wrr-queue egress-rate-limitqueues ...t i 1520
wrr-queue queue-limit. . ... e e 1521
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Part 1: Setup and Troubleshooting
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CLI Navigation
Commands

Introduction

Overview This chapter provides an alphabetical reference for the commands used to
navigate between different modes. This chapter also provides a reference for the
help and show commands used to help navigate within the CLI.

Command List

“configure terminal” on page 85

. “disable (Privileged Exec mode)” on page 86
. “do” on page 87

. “enable (Privileged Exec mode)” on page 88
. “end” on page 90

. “exit” on page 91

. “help” on page 92

. “logout” on page 93
. “show history” on page 94
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CLI NAVIGATION COMMANDS

CONFIGURE TERMINAL

configure terminal

Overview
Syntax
Mode

Example
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This command enters the Global Configuration command mode.
configure terminal

Privileged Exec
To enter the Global Configuration command mode (note the change in the
command prompt), enter the command:

awplus# configure terminal

awplus (confiqg) #
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CLI NAVIGATION COMMANDS
DISABLE (PRIVILEGED EXEC MODE)

disable (Privileged Exec mode)

Overview This command exits the Privileged Exec mode, returning the prompt to the User
Exec mode. To end a session, use the exit command.

Syntax disable
Mode Privileged Exec

Example To exit the Privileged Exec mode, enter the command:
awplus# disable
awplus>
Related enable (Privileged Exec mode)
commands

end

exit
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CLI NAVIGATION COMMANDS
DO

do

Overview This command lets you to run User Exec and Privileged Exec mode commands
when you are in any configuration mode.

Syntax do <command>

Parameter Description

<command>  Specify the command and its parameters.

Mode Any configuration mode

Example awplus# configure terminal

awplus (config)# do ping 192.0.2.23
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

enable (Privileged Exec mode)

Overview This command enters the Privileged Exec mode and optionally changes the
privilege level for a session. If a privilege level is not specified then the maximum
privilege level (15) is applied to the session. If the optional privilege level is omitted
then only users with the maximum privilege level can access Privileged Exec mode
without providing the password as specified by the enable password or enable
secret (deprecated) commands. If no password is specified then only users with the
maximum privilege level set with the username command can assess Privileged
Exec mode.

Syntax enable [<privilege-level>]

Parameter Description

<privilege Specify the privilege level for a CLI session in the range <1-15>, where

- level> 15 is the maximum privilege level, 7 is the intermediate privilege level
and 1 is the minimum privilege level. The privilege level for a user must
match or exceed the privilege level set for the CLI session for the user
to access Privileged Exec mode. Privilege level for a user is configured
by username.

Mode User Exec

Usage notes Many commands are available from the Privileged Exec mode that configure
operating parameters for the device, so you should apply password protection to
the Privileged Exec mode to prevent unauthorized use. Passwords can be
encrypted but then cannot be recovered. Note that non-encrypted passwords are
shown in plain text in configurations.

The username command sets the privilege level for the user. After login, users are
given access to privilege level 1. Users access higher privilege levels with the
enable (Privileged Exec mode) command. If the privilege level specified is higher
than the users configured privilege level specified by the username command,
then the user is prompted for the password for that level.

Note that a separate password can be configured for each privilege level using the
enable password and the enable secret (deprecated) commands from the Global
Configuration mode. The service password-encryption command encrypts
passwords configured by the enable password and the enable secret (deprecated)
commands, so passwords are not shown in plain text in configurations.

Example The following example shows the use of the enable command to enter the
Privileged Exec mode (note the change in the command prompt).

awplus> enable
awplus#

The following example shows the enable command enabling access the
Privileged Exec mode for users with a privilege level of 7 or greater. Users with a
privilege level of 7 or greater do not need to enter a password to access Privileged
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

Exec mode. Users with a privilege level 6 or less need to enter a password to access
Privilege Exec mode. Use the enable password command or the enable secret
(deprecated) commands to set the password to enable access to Privileged Exec
mode.

awplus> enable 7

awplus#

Related disable (Privileged Exec mode)

commands
enable password
enable secret (deprecated)
exit
service password-encryption
username
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CLI NAVIGATION COMMANDS
END

end

Overview

Syntax

Mode

Example

Related
commands
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This command returns the prompt to the Privileged Exec command mode, from
any advanced command mode.

end

All advanced command modes, including Global Configuration and Interface
Configuration modes.

The following example shows how to use the end command to return to the
Privileged Exec mode directly from Interface Configuration mode.

awplus# configure terminal

awplus (config)# interface vlan2

awplus (config-if) # end

awplusf#

disable (Privileged Exec mode)
enable (Privileged Exec mode)

exit
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CLI NAVIGATION COMMANDS
EXIT

exit

Overview

Syntax

Mode

Example

Related
commands
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This command exits the current mode, and returns the prompt to the mode at the
previous level. When used in User Exec mode, the exit command terminates the
session.

exit

All command modes, including Interface Configuration and Global Configuration
modes.

The following example shows the use of the exit command to exit Interface
Configuration mode and return to Global Configuration mode.

awplus# configure terminal

awplus (config)# interface vlan2

awplus (config-if) # exit

awplus (config) #

disable (Privileged Exec mode)
enable (Privileged Exec mode)

end
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CLI NAVIGATION COMMANDS
HELP

help

Overview This command displays a description of the AlliedWare Plus™ OS help system.
Syntax help
Mode All command modes

Example To display a description on how to use the system help, use the command:

awplus# help

Output Figure 1-1:  Example output from the help command

When you need help at the command line, press '?'.

If nothing matches, the help list will be empty. Delete
characters until entering a '?' shows the available options.

Enter '?' after a complete parameter to show remaining wvalid
command parameters (e.g. 'show ?').

Enter '?' after part of a parameter to show parameters that
complete the typed letters (e.g. 'show ip?').
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LOGOUT

logout

Overview This command exits the User Exec or Privileged Exec modes and ends the session.
Syntax logout
Mode User Exec and Privileged Exec

Example To exit the User Exec mode, use the command:

awplus# logout
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SHOW HISTORY

show history

Overview

Syntax
Mode

Example

Output
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This command lists the commands entered in the current session. The history
buffer is cleared automatically upon reboot.

The output lists all command line entries, including commands that returned an
error.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show history
User Exec and Privileged Exec

To display the commands entered during the current session, use the command:

awplus# show history

Figure 1-2:  Example output from the show history command

en
show ru

conf t

route-map er deny 3
exit

ex

~ o U W N

di
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Device GUI and
Vista Manager EX
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
the Device GUI. They also allow your device to be monitored and managed by Vista
Manager EX™.

For more information, see Getting Started with the Device GUI on Switches.

. “atmf topology-gui enable” on page 96
. "http log webapi-requests” on page 97
. “http port” on page 98

. “http secure-port” on page 99
. “http trustpoint” on page 100
. “log event-host” on page 102
. “service http” on page 103

. “show http” on page 104
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DevicE GUI AND VISTA MANAGER EX COMMANDS

ATMF TOPOLOGY-GUI ENABLE

atmf topology-gui enable

Overview

Syntax

Default

Mode

Usage notes

Examples

Related
commands
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Use this command to enable the operation of Vista Manager EX on the Master
device.

Vista Manager EX delivers state-of-the-art monitoring and management for your
Autonomous Management Framework™ (AMF) network, by automatically creating
a complete topology map of switches, firewalls and wireless access points (APs).
An expanded view includes third-party devices such as security cameras.

Use the no variant of this command to disable operation of Vista Manager EX.

atmf topology-gui enable
no atmf topology-gui enable

Disabled by default on AMF Master and member nodes. Enabled by default on
Controllers.

Global Configuration mode

To use Vista Manager EX, you must also enable the HTTP service on all AMF nodes,
including all AMF masters and controllers. The HTTP service is enabled by default
on AlliedWare Plus switches and disabled by default on AR-Series firewalls. To
enable it, use the commands:

Nodel# configure terminal
Nodel (config)# service http

On one master in each AMF area in your network, you also need to configure the
master to send event notifications to Vista Manager EX. To do this, use the
commands:

Nodel# configure terminal

Nodel (config)# log event-host <ip-address> atmf-topology-event

To enable Vista Manager EX on Node1, use the commands:
Nodel# configure terminal

Nodel (config)# atmf topology-gui enable

To disable Vista Manager EX on Node1, use the commands:
Nodel# configure terminal

Nodel (config)# no atmf topology-gui enable

atmf enable
log event-host

service http
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DeviCE GUI AND VISTA MANAGER EX COMMANDS
HTTP LOG WEBAPI-REQUESTS

http log webapi-requests

Overview Use this command to log authenticated web API requests. These logs allow you to
monitor and debug Vista Manager EX or Device GUI interactions with your device.

See the Logging Feature Overview and Configuration Guide for more information
about the different types of logging and how to filter log messages.

Use the no variant of this command to disable authenticated web APl request
logging.

Syntax http log webapi-requests {configuration]all}

no http log webapi-requests

Parameter Description

configuration Log PUT, POST, and DELETE requests.

all Log PUT, POST, DELETE, and GET requests.

Default Web APl request logging is disabled.
Mode Global Configuration
Example To enable logging of all authenticated web API requests, use the following
commands:
awplus# configure terminal
awplus (config)# http log webapi-requests all

To disable logging of authenticated web API requests, use the following
commands:

awplus# configure terminal
awplus (config)# no http log webapi-requests
Related http port
commands .
service http
show log

Command Version 5.4.8-1.1: command added
changes

C613-50531-01 Rev B Command Reference for GS980EM Series 97
AlliedWare Plus™ Operating System - Version 5.5.1-2.x


http://www.alliedtelesis.com/documents/logging-feature-overview-and-configuration-guide

DeviCE GUI AND VISTA MANAGER EX COMMANDS

HTTP PORT

http port

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to change the HTTP port used to access the web-based device
GUI, or to disable HTTP management.

Use the no variant of this command to return to using the default port, which is 80.

http port {<1-65535>|none}

no http port

Parameter Description

<1-65535> The HTTP port number

none Disable HTTP management. You may want to do this if you need
to use port 80 for a different service or you do not need to use
HTTP at all.

The default port for accessing the GUI is port 80.
Global Configuration

Do not configure the HTTP port to be the same as the HTTPS port.
Note that the device will redirect from HTTP to HTTPS unless you have disabled
HTTPS access, which we do not recommend doing.

To set the port to 8080, use the commands:

awplus# configure terminal

awplus (config)# http port 8080

To return to using the default port of 80, use the commands:
awplus# configure terminal

awplus (config)# no http port

To stop users from accessing the GUI via HTTP, use the commands:
awplus# configure terminal

awplus (config)# http port none

http secure-port
service http

show http

Version 5.4.7-2.4: command added on AR-Series devices

Version 5.4.8-0.2: command added on AlliedWare Plus switches
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DeviCE GUI AND VISTA MANAGER EX COMMANDS
HTTP SECURE-PORT

http secure-port

Overview Use thiscommand to change the HTTPS port used to access the web-based device
GUI, or to disable HTTPS management.

Use the no variant of this command to return to using the default port, which is
443,

Syntax http secure-port {<1-65535>|none}

no http secure-port

Parameter Description

<1-65535> The HTTPS port number
none Disable HTTPS management. Do not do this if you want to use
Vista Manager EX or the GUI.

Default The default port for accessing the GUI is port 443.
Mode Global Configuration

Usage notes Do not configure the HTTPS port to be the same as the HTTP port.
Note that if you are using Vista Manager EX and need to change the HTTPS port,

you must use certificate-based authorization in Vista Manager EX. See the Vista
Manager EX Installation Guide for instructions.
Example To setthe port to 8443, use the commands:
awplus# configure terminal
awplus (config)# http secure-port 8443
To return to using the default port of 443, use the commands:
awplus# configure terminal
awplus (config)# no http secure-port
To stop users from accessing the GUI via HTTPS, use the commands:
awplus# configure terminal
awplus (config)# http secure-port none
Related http port
commands

service http

show http

Command Version 5.4.7-1.1: command added on AR-Series devices

changes .
9 Version 5.4.7-2.4: none parameter added
Version 5.4.8-0.2: command added on AlliedWare Plus switches
C613-50531-01 Rev B Command Reference for GS980EM Series 99

AlliedWare Plus™ Operating System - Version 5.5.1-2.x


https://www.alliedtelesis.com/install/vista-manager-ex-installation-guide
https://www.alliedtelesis.com/install/vista-manager-ex-installation-guide

DeviCE GUI AND VISTA MANAGER EX COMMANDS

HTTP TRUSTPOINT

http trustpoint

Overview

Syntax

Default
Mode

Usage notes

Example
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Use this command to set the PKI trustpoint to use for secure HTTP communication
to an AlliedWare Plus device.

Use the no variant of this command to revert to using the default trustpoint
‘default-selfsigned’.

http trustpoint <trustpoint-name>

no http trustpoint

Parameter Description

<trustpoint-name>  Name of trustpoint

By default, HTTP uses the ‘default-selfsigned’ trustpoint.
Global Configuration

Before using the http trustpoint command you will need to establish a trustpoint.
For example, you can create a local self-signed trustpoint using the procedure
outlined below.

Create a self-signed trustpoint called ‘vista’ with keypair ‘vista_key":
awplus# configure terminal

awplus (config)# crypto pki trustpoint vista

awplus (ca-trustpoint)f# enrollment selfsigned

awplus (ca-trustpoint)f rsakeypair vista key

awplus (ca-trustpoint) # exit

awplus (config) # exit

Create the root and server certificates for this trustpoint:

awplus# crypto pki authenticate vista

awplus# crypto pki enroll vista

For more information about the AlliedWare Plus implementation of Public Key
Infrastructure (PKI), see the Public Key Infrastructure (PKI) Feature Overview and
Configuration Guide

To configure HTTP to use the trustpoint ‘vista’, use the commands:
awplus# configure terminal

awplus (config)# http trustpoint vista
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DeviCE GUI AND VISTA MANAGER EX COMMANDS
HTTP TRUSTPOINT

To configure HTTP to use the default trustpoint ‘default-selfsigned’, use the
commands:

awplus# configure terminal

awplus (config)# no http trustpoint

Related crypto pki trustpoint

commands . .
show crypto pki certificates

show crypto pki trustpoint

Command Version 5.5.1-2.1: command added
changes
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

LOG EVENT-HOST

log event-host

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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Use this command to set up an external host to log AMF topology events through
Vista Manager. This command is run on the Master device.

Use the no variant of this command to disable log events through Vista Manager.

log event-host [<ipv4-addr>|<ipvé-addr>] atmf-topology-event

no log event-host [<ipv4-addr>|<ipvé-addr>] atmf-topology-event

Parameter Description

<ipv4-addr> ipv4 address of the event host

<ipvé-addr> ipv6 address of the event host

Log events are disabled by default.
Global Configuration

Event hosts are set so syslog sends the messages out as they come.

Note that there is a difference between log event and log host messages:

. Log event messages are sent out as they come by syslog

. Log host messages are set to wait for a number of messages (20) to send
them out together for traffic optimization.

To enable Node 1 to log event messages from host IP address 192.0.2.31, use the

following commands:

Nodel# configure terminal

Nodel (config) # log event-host 192.0.2.31 atmf-topology-event

To disable Node 1 to log event messages from host IP address 192.0.2.31, use the
following commands:

Nodel# configure terminal

Nodel (config)# no log event-host 192.0.2.31 atmf-topology-event

atmf topology-gui enable

Command Reference for GS980EM Series 102
AlliedWare Plus™ Operating System - Version 5.5.1-2.x



DeviCE GUI AND VISTA MANAGER EX COMMANDS

SERVICE HTTP

service http

Overview

Syntax

Default
Mode

Example

Related
commands
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Use this command to enable the HTTP (Hypertext Transfer Protocol) service.
This service is required to support Vista Manager EX™ and the Device GUI.

Use the no variant of this command to disable the HTTP feature.

service http

no service http
Enabled

Global Configuration

To enable the HTTP service, use the following commands:

awplus# configure terminal

awplus (confiqg)

# service http

To disable the HTTP service, use the following commands:

awplus# configure terminal

awplus (config)# no service http

http port
http secure-port

show http
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

SHOW HTTP

show http

Overview
Syntax
Mode

Example

Output

This command shows the HTTP server settings.
show http
User Exec and Privileged Exec

To show the HTTP server settings, use the command:

awplus# show http

Figure 2-1:  Example output from the show http command

Related
commands

clear line vty

service http
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File and
Configuration
Management

Commands

Introduction

Overview This chapter provides an alphabetical reference of AlliedWare Plus™ OS file and
configuration management commands.

Filename Syntax Many of the commands in this chapter use the placeholder ‘filename’ to represent
and Keyword the name and location of the file that you want to act on. The following table
Usage explains the syntax of the filename for each different type of file location.

When you copy a

file... Use this syntax: Example:

Copyingin local flash:[/] [<directory>/]<filename> To specify afile in the configs directory
flash memory in flash:

flash:configs/example.cfg

Copyingtoorfrom wusb:[/] [<directory>/]<filename> To specify a file in the top-level
a USB storage directory of the USB stick:
device usb:example.cfg
Copying with http:// [ [<username>:<password>]@] To specify afile in the configs directory
HTTP {<hostname>|<host-ip>}[/<filepath on theserver:
>]/<filename> http://www.company.com/configs/exa
mple.cfg

Copying withTFTP  tftp://[[<location>]/<directory>] To specify afilein the top-level
/<filename> directory of the server:
tftp://172.1.1.1/example.cfg

Copying with SCP scp://<username>@<location>[/<dir To specify afile in the configs directory
ectory>] [/<filename>] on the server, logging on as user ‘bob’:

eg.
scp://bob@10.10.0.12/configs/example

.cfg

Copying with SFTP  sftp://[[<location>]/<directory>] To specify afilein the top-level
/<filename> directory of the server:
sftp://10.0.0.5/example.cfg
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

Valid characters

Syntax for
directory listings

Command List
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The filename and path can include characters from up to four categories. The
categories are:

1) uppercase letters: Ato Z
2) lowercase letters:a to z
3) digits:0to 9

4)  special symbols: most printable ASCll characters not included in the previous
three categories, including the following characters:

.
- e
.2

Do not use spaces, parentheses or the + symbol within filenames. Use hyphens or
underscores instead.
A leading slash (/) indicates the root of the current file system location.

In commands where you need to specify the local file system’s flash base directory,
you may use flash or flash: or flash:/. For example, these commands are all the
same:

. dir flash
. dir flash:
. dir flash:/

Similarly, you can specify the USB storage device base directory with usb or usb:
or usb:/

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

. "autoboot enable” on page 108
. “boot config-file” on page 109
. “boot config-file backup” on page 111

. “boot system” on page 112
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“boot system backup” on page 114
“cd” on page 115

“copy (filename)” on page 116
“copy debug” on page 118

“copy running-config” on page 119
“copy startup-config” on page 120
“copy zmodem” on page 121
“create autoboot” on page 122
“delete” on page 123

“delete debug” on page 124

“dir" on page 125

“edit” on page 127

“edit (filename)” on page 128
“erase factory-default” on page 129
“erase startup-config” on page 130
“ip tftp source-interface” on page 131
“ipv6 tftp source-interface” on page 132
“mkdir” on page 133

“move” on page 134

“move debug” on page 135

“pwd” on page 136

“rmdir” on page 137

“show autoboot” on page 138
“show boot” on page 139

“show file” on page 141

“show file systems” on page 142
“show running-config” on page 144
“show running-config interface” on page 147
“show startup-config” on page 150
“show version” on page 151
“unmount” on page 152

“write file” on page 153

“write memory” on page 154

Ill

“write terminal” on page 155
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
AUTOBOOT ENABLE

autoboot enable

Overview This command enables the device to restore a release file and/or a configuration
file from a USB storage device.

When the Autoboot feature is enabled, the device looks for a special file called
autoboot.txt on the external media. If this file exists, the device will check the key
and values in the file and recover the device with a new release file and/or
configuration file from the external media. An example of a valid autoboot.txt file
is shown in the following figure.

Figure 3-1:  Example autoboot.txt file

[AlliedWare Plus]

Copy from external media enabled=yes
Boot Release=GS980EM-5.5.1-2.1.rel
Boot Config=networkl.cfg

Use the no variant of this command to disable the Autoboot feature.

Syntax autoboot enable

no autoboot enable

Default The Autoboot feature operates the first time the device is powered up in the field,
after which the feature is disabled by default.

Mode Global Configuration

Example To enable the Autoboot feature, use the command:
awplus# configure terminal
awplus (config)# autoboot enable
Related create autoboot
commands

show autoboot

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

BOOT CONFIG-FILE

boot config-file

Overview

Syntax

Mode

Usage notes

Examples
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Use this command to set the configuration file to use during the next boot cycle.

Use the no variant of this command to remove the configuration file.

boot config-file <filepath-filename>

no boot config-file

Parameter Description

<filepath-filename> Filepath and name of a configuration file.
The specified configuration file must exist in the
specified filesystem.
Valid configuration files must have a . cfg extension.

Global Configuration

You can only specify that the configuration file is on a USB storage device if there
is a backup configuration file already specified in flash. If you attempt to set the
configuration file on a USB storage device and a backup configuration file is not
specified in flash, the following error message is displayed:

)

% Backup configuration files must be stored in the flash
filesystem

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To run the configuration file “branch.cfg” the next time the device boots up, when
“branch.cfg” is stored on the device’s flash filesystem, use the commands:
awplus# configure terminal

awplus (config)# boot config-file flash:/branch.cfg

To stop running the configuration file “branch.cfg” when the device boots up,
when “branch.cfg” is stored on the device's flash filesystem, use the commands:

awplus# configure terminal
awplus (config)# no boot config-file flash:/branch.cfg

To run the configuration file “branch.cfg” the next time the device boots up, when
“branch.cfg” is stored on a USB storage device, use the commands:

awplus# configure terminal

awplus (config)# boot config-file usb:/branch.cfg
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
BOOT CONFIG-FILE

To stop running the configuration file “branch.cfg” when the device boots up,
when “branch.cfg” is stored on a USB storage device, use the commands:

awplus# configure terminal

awplus (config)# no boot config-file usb:/branch.cfg

Related boot config-file backup

commands
boot system
boot system backup
show boot
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BOOT CONFIG-FILE BACKUP

boot config-file backup

Overview

Syntax

Mode

Usage notes

Examples

Related
commands

C613-50531-01 Rev B

Use this command to set a backup configuration file to use if the main
configuration file cannot be accessed.

Use the no variant of this command to remove the backup configuration file.

boot config-file backup <filepath-filename>

no boot config-file backup

Parameter Description

<filepath-filename> Filepath and name of a backup configuration file.
Backup configuration files must be in the flash filesystem.
Valid backup configuration files must have a . cfg
extension.

backup The specified file is a backup configuration file.

Global Configuration

For an explRSanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To set the configuration file backup.cfg as the backup to the main configuration
file, use the commands:

awplus# configure terminal

awplus (config)# boot config-file backup flash:/backup.cfg

To remove the configuration file backup.cfg as the backup to the main
configuration file, use the commands:

awplus# configure terminal

awplus (config)# no boot config-file backup flash:/backup.cfg

boot config-file
boot system
boot system backup

show boot
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BOOT SYSTEM

boot system

Overview

Syntax

Mode

Usage notes

Examples

C613-50531-01 Rev B

Use this command to set the release file to load during the next boot cycle.

Use the no variant of this command to stop specifying a primary release file to boot
from. If the device boots up with no release file set, it will use autoboot or the
backup release file if either of those are configured. You can also use the boot
menu to select a release file source. To access the boot menu, type Ctrl-B at
bootup.

boot system <filepath-filename>

no boot system

Parameter Description

<filepath-filename> Filepath and name of a release file.
The specified release file must exist and must be stored
in the root directory of the specified filesystem.
Valid release files must have a .rel extension.

Global Configuration

You can only specify that the release file is on a USB storage device if there is a
backup release file already specified in flash. If you attempt to set the release file
on a USB storage device and a backup release file is not specified in flash, the
following error message is displayed:

% A backup boot image must be set before setting a current boot
image on USB storage device

To boot up with the release file GS980EM-5.5.1-2.1.rel the next time the device
boots up, when the release file is stored on the device’s flash filesystem, use the
commands:

awplus# configure terminal
awplus (config)# boot system flash:/GS980EM-5.5.1-2.1.rel

To run the release file GS980EM-5.5.1-2.1.rel the next time the device boots up,
when the release file is stored on a USB storage device, use the commands:

awplus# configure terminal

awplus (config)# boot system usb:/GS980EM-5.5.1-2.1.rel
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BOOT SYSTEM

Related boot config-file

commands —
boot config-file backup
boot system backup
show boot
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BOOT SYSTEM BACKUP

boot system backup

Overview

Syntax

Mode

Examples

Related
commands

C613-50531-01 Rev B

Use this command to set a backup release file to load if the main release file cannot
be loaded.

Use the no variant of this command to stop specifying a backup release file.

boot system backup <filepath-filename>

no boot system backup

Parameter Description

<filepath-filename> Filepath and name of a backup release file.
Backup release files must be in the Flash filesystem.
Valid release files must have a . rel extension.

backup The specified file is a backup release file.

Global Configuration

To specify the file GS980EM-5.5.1-1.1.rel as the backup to the main release file, use
the commands:

awplus# configure terminal

awplus (config)# boot system backup flash:/GS980EM-5.5.1-1.1.rel
To stop specifying a backup to the main release file, use the commands:

awplus# configure terminal

awplus (config)# no boot system backup

boot config-file
boot config-file backup
boot system

show boot
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cD

cd

Overview

Syntax

Mode

Example

Related
commands
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This command changes the current working directory.

cd <directory-name>

Parameter Description

<directory-name> Name and path of the directory.

Privileged Exec

To change to the directory called images, use the command:
awplus# cd images

dir

pwd

show file systems
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COPY (FILENAME)

copy (filename)

Overview

Syntax

Mode

Examples

C613-50531-01 Rev B

This command copies a file. This allows you to:

. copy files from your device to a remote device
. copy files from a remote device to your device
. copy files stored on Flash memory to or from a different memory type, such

as a USB storage device

. create two copies of the same file on your device

copy [force] <source-name> <destination-name>

Parameter Description

force This parameter forces the copy command to overwrite the
destination file, if it already exists, without prompting the
user for confirmation.

<source-name> The filename and path of the source file. See Introduction
on page 105 for valid syntax.

<destination-name> The filename and path for the destination file. See
Introduction on page 105 for valid syntax.

Privileged Exec

To use TFTP to copy the file “bob.key” into the current directory from the remote
server at 10.0.0.1, use the command:

awplus# copy tftp://10.0.0.1/bob.key bob.key

To use SFTP to copy the file “new.cfg” into the current directory from a remote
server at 10.0.1.2, use the command:

awplus# copy sftp://10.0.1.2/new.cfg bob.key

To use SCP with the username “beth” to copy the file old.cfg into the directory
config_files on a remote server that is listening on TCP port 2000, use the
command:

awplus# copy scp://beth@serv:2000/config files/old.cfg old.cfg

To copy the file “newconfig.cfg” onto your device’s Flash from a USB storage
device, use the command:

awplus# copy usb:/newconfig.cfg flash:/newconfig.cfg

To copy the file “newconfig.cfg” to a USB storage device from your device’s Flash,
use the command:

awplus# copy flash:/newconfig.cfg usb:/newconfig.cfg
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COPY (FILENAME)

Related
commands

C613-50531-01 Rev B

To copy the file “config.cfg” into the current directory from a USB storage device,
and rename it to “configtest.cfg”, use the command:

awplusf# copy usb:/config.cfg configtest.cfg

To copy thefile “config.cfg” into the current directory from a remote file server, and
rename it to “configtest.cfg”, use the command:

awplus# copy fserver:/config.cfg configtest.cfg

On an AMF network, to copy the device GUI file from the AMF master to the Flash
memory of ‘node_1’, use the command:

master# copy awplus—-gui 549 13.gui node 1l.atmf/flash:

copy zmodem

copy buffered-log
copy permanent-log
edit (filename)

show file systems
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COPY DEBUG

copy debug

Overview

Syntax

Mode

Example

Output

Related
commands
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This command copies a specified debug file to a destination file.

copy debug {<destination-name>|debug|flash|nvs|scpl|tftplusb}
{<source-name>|debug|flash|nvs|scpl|tftplusb}

Parameter Description

<destination-name> The filename and path where you would like the debug
output saved. See Introduction on page 105 for valid
syntax.

<source-name> The filename and path where the debug output originates.
See the Introduction to this chapter for valid syntax.

Privileged Exec

To copy debug output to a file on flash called “my-debug”, use the following
command:
awplus# copy debug flash:my-debug

To copy debug output to a USB storage device with a filename “my-debug”, use
the following command:

awplus# copy debug usb:my-debug

Figure 3-2:  CLI prompt after entering the copy debug command

| Enter source file name []:

delete debug

move debug
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COPY RUNNING-CONFIG

copy running-config

Overview

Syntax

Mode

Examples

Related
commands
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This command copies the running-config to a destination file, or copies a source
file into the running-config. Commands entered in the running-config do not
survive a device reboot unless they are saved in a configuration file.

copy <source-name> running-config
copy running-config [<destination-name>]

copy running-config startup-config

Parameter Description

<source-name> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this when you want the script in the file to become
the new running-config. See Introduction on page 105 for
valid syntax.

<destination-name> The filename and path where you would like the current
running-config saved. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 105 for valid syntax. If you do not
specify a file name, the device saves the running-config to
afile called default.cfg.

startup-config Copies the running-config into the file set as the current
startup-config file.

Privileged Exec

To copy the running-config into the startup-config, use the command:
awplus# copy running-config startup-config

To copy the file ‘layer3.cfg’ into the running-config, use the command:
awplus# copy layer3.cfg running-config

To use SCP to copy the running-config as ‘current.cfg’ to the remote server
listening on TCP port 2000, use the command:

awplus# copy running-config
scp://user@server:2000/config files/current.cfg

copy startup-config
write file

write memory
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COPY STARTUP-CONFIG

copy startup-config

Overview

Syntax

Mode

Examples

Related
commands
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This command copies the startup-config script into a destination file, or
alternatively copies a configuration script from a source file into the startup-config
file. Specify whether the destination is Flash or USB when loading from the local
filesystem.

copy <source-name> startup-config

copy Startup-config <destination-name>

Parameter Description

<source-name> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this to copy the script in the file into the startup-
config file. Note that this does not make the copied file the
new startup file, so any further changes made in the
configuration file are not added to the startup-config file
unless you reuse this command. See Introduction on page
105 for valid syntax.

<destination-name> The destination and filename that you are saving the
startup- config as. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 105 for valid syntax.

Privileged Exec

To copy the file ‘Layer3.cfg’ to the startup-config, use the command:
awplus# copy Layer3.cfg startup-config

To copy the startup-config as the file ‘oldconfig.cfg’ in the current directory, use
the command:

awplus# copy startup-config oldconfig.cfg

copy running-config

Command Reference for GS980EM Series 120
AlliedWare Plus™ Operating System - Version 5.5.1-2.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS
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copy zmodem

Overview This command allows you to copy files using ZMODEM using Minicom. ZMODEM
works over a serial connection and does not need any interfaces configured to do
a file transfer.

Syntax copy <source-name> zmodem

copy zmodem

Parameter Description

<source-name> The filename and path of the source file. See Introduction on
page 105 for valid syntax.

Mode Privileged Exec

Example To copy the local file ‘asuka.key’ using ZMODEM, use the command:
awplus# copy asuka.key zmodem

Related copy (filename)

commands .
show file systems
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CREATE AUTOBOOT

create autoboot

Overview Use thiscommand to create an autoboot.txt file on an external storage device. This
command will automatically ensure that the keys and values that are expected in
this file are correct. After the file is created the create autoboot command will
copy the current release and configuration files across to the external storage
device. The external storage device is then available to restore a release file and/or
a configuration file to the device.

Syntax create autoboot usb
Mode Privileged Exec

Example To create an autoboot.txt file on a USB storage device, use the command:
awplus# create autoboot usb
Related autoboot enable
commands
show autoboot

show boot
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DELETE

delete

Overview

Syntax

Mode

Examples

Related
commands
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This command deletes files or directories.

delete [force] [recursive] <filename>

Parameter Description

force Ignore nonexistent filenames and never prompt before deletion.

recursive  Remove the contents of directories recursively.

<filename> The filename and path of the file to delete. See Introduction on page
105 for valid syntax.

Privileged Exec

To delete the file temp . cfg from the current directory, use the command:
awplus# delete temp.cfg

To delete the read-only file one . c£g from the current directory, use the
command:

awplus# delete force one.cfg
To delete the directory o1d_configs, which is not empty, use the command:
awplus# delete recursive old configs

To delete the directory new _configs, which is not empty, without prompting if
any read-only files are being deleted, use the command:

awplus# delete force recursive new_configs

erase startup-config

rmdir
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DELETE DEBUG

delete debug

Overview

Syntax

Mode

Example

Output

Related
commands
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Use this command to delete a specified debug output file.

delete debug <source-name>

Parameter Description

<source-name> The filename and path where the debug output originates.
See Introduction on page 105 for valid URL syntax.

Privileged Exec

To delete debug output, use the following command:

awplus# delete debug

Figure 3-3:  CLI prompt after entering the delete debug command

| Enter source file name []:

copy debug

move debug
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DIR

dir
Overview

Syntax

Mode

Examples
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This command lists the files on a filesystem. If you don't specify a directory or file,
then this command lists the files in the current directory.

dir [all] [recursive] [sort [reverse] [namel|size|time]]
[<filename>|debug|flash|nvs|usb]

Parameter Description

all List all files.

recursive List the contents of directories recursively.

sort Sort directory listing.

reverse Sort using reverse order.

name Sort by name.

size Sort by size.

time Sort by modification time (default).

<filename> The name of the directory or file. If you don't specify a

directory or file, then this command lists the files in the
current directory.

debug Debug root directory

flash Flash memory root directory

nvs NVS memory root directory

usb USB storage device root directory

Privileged Exec

To list the files in the current working directory, use the command:

awplus# dir

To list the non-hidden files in the root of the Flash filesystem, use the command:
awplus# dir flash

To list all the files in the root of the Flash filesystem, use the command:

awplus# dir all flash:

To list recursively the files in the Flash filesystem, use the command:

awplus# dir recursive flash:

To list the files in alphabetical order, use the command:

awplus# dir sort name
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DIR
To list the files by size, smallest to largest, use the command:
awplus# dir sort reverse size
To sort the files by modification time, oldest to newest, use the command:
awplus# dir sort reverse time
Output Figure 3-4:  Example output from the dir command
awplus#dir

630 -rw- May 19 2016 23:36:31 example.cfg
23652123 -rw- May 17 2016 03:41:18
149 -rw- Feb 9 2016 00:40:35 exception.log

Related cd
commands
pwd
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EDIT

edit

Overview

Syntax

Mode

Examples

Related
commands
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This command opens a text file in the AlliedWare Plus™ text editor. Once opened
you can use the editor to alter to the file.

If a filename is specified and it already exists, then the editor opens it in the text
editor.

If no filename is specified, the editor prompts you for one when you exit it.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

For more information about using the editor, including control sequences, see the
File Management Feature Overview and Configuration Guide.

edit [<filename>]

Parameter Description

<filename> Name of a file in the local Flash filesystem.

Privileged Exec

To create and edit a new text file, use the command:
awplus# edit

To edit the existing configuration file myconfig. cfg stored on your device’s
Flash memory, use the command:

awplus# edit myconfig.cfg

edit (filename)

show file
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EDIT (FILENAME)

edit (filename)

Overview This command opens a remote text file as read-only in the AlliedWare Plus™ text
editor.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

Syntax edit <filename>

Parameter Description

<filename> The filename and path of the remote file. See Introduction on
page 105 for valid syntax.

Mode Privileged Exec
Example To view the file bob. key stored in the security directory of a TFTP server, use the
command:
awplusf# edit tftp://security/bob.key
Related copy (filename)
commands .
edit

show file
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ERASE FACTORY-DEFAULT

erase factory-default

Overview

Syntax
Mode
Usage notes

Example

Related
commands
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This command erases all data from NVS and all data from flash except the
following:

. the boot release file (a .rel file) and its release setting file
. all license files
. the latest GUI release file

The device is then rebooted and returned to its factory default condition. The
device can then be used for AMF automatic node recovery.

erase factory-default
Privileged Exec
This command is an alias to the atmf cleanup command.

To erase data, use the command:
Node 1# erase factory-default

This command will erase all NVS, all flash contents except for
the boot release, a GUI resource file, and any license files,
and then reboot the switch. Continue? (y/n):y

atmf cleanup
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ERASE STARTUP-CONFIG

erase startup-config

Overview

Syntax
Mode

Example

Related
commands
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This command deletes the file that is set as the startup-config file, which is the
configuration file that the system runs when it boots up.

At the next restart, the device loads the default configuration file, default.cfg. If
default.cfg no longer exists, then the device loads with the factory default
configuration. This provides a mechanism for you to return the device to the
factory default settings.

erase startup-config
Privileged Exec

To delete the file currently set as the startup-config, use the command:

awplus# erase startup-config

boot config-file backup
copy running-config
copy startup-config

show boot
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IP TFTP SOURCE-INTERFACE

ip tftp source-interface

Overview

Syntax

Default
Mode

Usage

Example

Related
commands
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Use this command to manually specify the IP address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

ip tftp source-interface [<interface>|<ip-add>]

no ip tftp source-interface

Parameter Description

<interface> The VLAN that TFTP requests originate from. The device will use
the IP address of this interface as its source IP address.

<ip-add> The IP address that TFTP requests originate from, in dotted
decimal format.

There is no default source specified.
Global Configuration

This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

To specify that TFTP requests originate from the IP address 192.0.2.1, use the
following commands:
awplus# configure terminal

awplus (config)# ip tftp source-interface 192.0.2.1

copy (filename)
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IPV6 TFTP SOURCE-INTERFACE

ipv6 tftp source-interface

Overview Use this command to manually specify the IPv6 address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

Syntax ipv6e tftp source-interface [<interface>|<ipvé6-add>]

no ipvé tftp source-interface

Parameter Description

<interface> The VLAN that TFTP requests originate from. The device will use
the IPv6 address of this interface as its source IPv6 address.

<ipvé-add> The IPv6 address that TFTP requests originate from, in the format
x:x:x:x, for example, 2001:db8::8a2e:7334.

Default There is no default source specified.
Mode Global Configuration

Usage This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

Example To specify that TFTP requests originate from the IPv6 address 2001:db8::8a2e:7334,
use the following commands:
awplus# configure terminal
awplus (config)# ipv6 tftp source-interface 2001:db8::8a2e:7334

Related copy (filename)
commands

C613-50531-01 Rev B Command Reference for GS980EM Series 132
AlliedWare Plus™ Operating System - Version 5.5.1-2.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS

MKDIR

mkdir

Overview

Syntax

Mode

Usage

Example

Related
commands
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This command makes a new directory.

mkdir <name>

Parameter Description

<name> The name and path of the directory that you are creating.

Privileged Exec

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

To make a new directory called images in the current directory, use the
command:

awplus# mkdir images
cd

dir

pwd
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MOVE

move

Overview

Syntax

Mode

Examples

Related
commands
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This command renames or moves a file.

move <source-name> <destination-name>

Parameter Description

<source-name> The filename and path of the source file. See Introduction
on page 105 for valid syntax.

<destination-name> The filename and path of the destination file. See
Introduction on page 105 for valid syntax.

Privileged Exec

To rename thefile temp.cfgto startup.cfg, use the command:
awplus# move temp.cfg startup.cfg

To move the file temp . cfg from the root of the Flash filesystem to the directory
myconfigs, use the command:

awplus# move temp.cfg myconfigs/temp.cfg

delete
edit
show file

show file systems
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MOVE DEBUG

move debug

Overview

Syntax

Mode

Example

Output

Related
commands

C613-50531-01 Rev B

This command moves a specified debug file to a destination debug file.

move debug {<destination-name>|debug|nvs|flash|usb}

Parameter Description

<destination-name> The filename and path where you would like the debug
output moved to. See Introduction on page 105 for valid
syntax.

Privileged Exec

To move debug output into Flash memory with a filename “my-debug”, use the
following command:

To move debug output onto a USB storage device with a filename “my-debug”, use
the following command:

awplus# move debug usb:my-debug

Figure 3-5:  CLI prompt after entering the move debug command

| Enter source file name []:

copy debug
delete debug
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PWD

pwd

Overview
Syntax
Mode

Example

Related
commands
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This command prints the current working directory.

pwd

Privileged Exec

To print the current working directory, use the command:

awplus# pwd

cd
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RMDIR

rmdir

Overview This command removes a directory. This command only works on empty
directories, unless you specify the optional force keyword.

Syntax rmdir [force] <name>

Parameter Description

force Optional keyword that allows you to delete directories that
are not empty and contain files or subdirectories.

<name> The name and path of the directory.

Mode Privileged Exec
Examples Toremove the directory “images” from the top level of the Flash filesystem, use the
command:
awplus# rmdir flash:/images

To create a directory called “level1” containing a subdirectory called “level2”, and
then force the removal of both directories, use the commands:

awplus# mkdir levell
awplus# mkdir levell/level2

awplus# rmdir force levell

Related cd
commands .
dir
mkdir
pwd
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SHOW AUTOBOOT

show autoboot

Overview This command displays the Autoboot configuration and status.
Syntax show autoboot
Mode Privileged Exec

Example To show the Autoboot configuration and status, use the command:

show autoboot

Output Figure 3-6:  Example output from the show autoboot command

awplus#show autoboot
Autoboot configuration

Autoboot status : enabled
USB file autoboot.txt exists : yes

Restore information on USB

Autoboot enable in autoboot.txt : yes
Restore release file : GS980EM-5.5.1-2.1.rel (file exists)
Restore configuration file : network l.cfg (file exists)

Figure 3-7:  Example output from the show autoboot command when an
external media source is not present

awplus#show autoboot

Autoboot configuration

Autoboot status : enabled
External media source : USB not found.

Related autoboot enable

commands
create autoboot

show boot
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SHOW BOOT

show boot

Overview

Syntax
Mode

Example

Output
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This command displays the current boot configuration.

We recommend that the currently running release is set as the current boot image.

show boot

Privileged Exec

To show the current boot configuration, use the command:

awplus# show boot

Figure 3-8:

Example output from show boot

awplus#show boot
Boot configuration

software
boot
boot
boot
boot
Backup boot config:
Autoboot status

Current
Current image
Backup
Default

Current

image
config:
config:

GS980EM-5.5.1-2.1.rel
flash:/GS980EM-5.5.1-2.1.rel
flash:/GS980EM-5.5.1-1.1.rel
flash:/default.cfg
flash:/my.cfg (file exists)
flash:/backup.cfg (file not found)

disabled

Table 3-1: Parameters in the output from show boot

Parameter Description

Current software

The current software release that the device is using.

Current boot image

The boot image currently configured for use during the
next boot cycle.

Backup boot image

The boot image to use during the next boot cycle if the
device cannot load the main image.

Default boot
config

The default startup configuration file. The device loads
this configuration script if no file is set as the startup-
config file.

Current boot
config

The configuration file currently configured as the
startup-config file. The device loads this configuration file
during the next boot cycle if this file exists.

Backup boot config

The configuration file to use during the next boot cycle if
the main configuration file cannot be loaded.

Autoboot status

The status of the Autoboot feature; either enabled or
disabled.
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SHOW BOOT
Related autoboot enable
commands —
boot config-file backup
boot system backup
show autoboot
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SHOW FILE

show file

Overview

Syntax

This command displays the contents of a specified file.

show file <filename>

Parameter Description

Mode

Example

Related
commands

C613-50531-01 Rev B

<filename> Name of a file on the local Flash filesystem, or name and
directory path of a file.

Privileged Exec

To display the contents of the file c1dconfig. cfg, whichis in the current
directory, use the command:

awplus# show file oldconfig.cfg
edit
edit (filename)

show file systems
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SHOW FILE SYSTEMS

show file systems

Overview This command lists the file systems and their utilization information where

appropriate.

Syntax show file systems

Mode Privileged Exec

Examples To display the file systems, use the command:

awplus# show file systems

Output Figure 3-9:

Example output from the show file systems command

rw
ro
ro

awplus#show file systems
Size (b) Free(b) Type Flags
95.8M 69.8M flash
= - system
10.0M 9.9M debug
107.0K 97.0K nvs
14.1G 11.3G usbstick
= = fserver
= = tftp
= = scp
= = sftp
= = http
— = rsync

rw

Prefixes S/D/V Lcl/Ntwk Avail

flash: static local Y
system: virtual local =
debug: static local Y
nvs: static local Y
usb: dynamic local Y
fserver: dynamic network N
tftp: = network =
scp: = network =
sftp: = network =
http: = network =
rsync: = network =

Table 4: Parameters in the output of the show file systems command

Parameter Description

Size (b)

The total memory available to this file system. The units are given
after the value and are M for Megabytes or k for kilobytes.

Free (b)

The total memory free within this file system. The units are given
after the value and are M for Megabytes or K for kilobytes.

Type

The memory type used for this file system, such as:
flash

system

nvs

usbstick

tftp

scp

sftp

http.

Flags
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The file setting options: rw (read write), ro (read only).
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SHOW FILE SYSTEMS

Table 4: Parameters in the output of the show file systems command (cont.)

Parameter Description

Prefixes The prefixes used when entering commands to access the file
systems, such as:

flash

system

nvs

usb

tftp

scp

sftp

http.

S/D/V The memory type: Static, Dynamic, Virtual.

Lcl / Ntwk Whether the memory is located locally or via a network
connection.

Avail Whether the memory is accessible: Y (yes), N (no), - (not applicable)

Related edit

commands edit (filename)

show file
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SHOW RUNNING-CONFIG

show running-config

This command displays the current configuration of your device. Its output

includes all non-default configuration. The default settings are not displayed.

NOTE: You can control the output by entering | or > at the end of the command:

. To display only lines that contain a particular word, enter:

. To start the display at the first line that contains a particular word, enter:

. To save the output to a file, enter:

Overview
| include <word>
| begin <word>
> <filename>
Syntax show running-

config [full|<feature>]

Parameter Description

full

Display the running-config for all features. This is the default setting, so
it is the same as entering show running-config.

<feature>

Display only the configuration for a single feature. The features
available depend on your device and will be some of the following list:

access-list ACL configuration

antivirus Antivirus configuration
application Application configuration
as-path Autonomous system path filter

configuration

as-path access-list

Configuration of ACLs for AS path filtering

atmf Allied Telesis Management Framework
configuration
bgp Border Gateway Protocol (BGP)

configuration

community-list

Community-list configuration

C613-50531-01 Rev B

crypto Security-specific configuration

dhcp DHCP configuration

dpi Deep Packet Inspection configuration

entity Entity configuration

firewall Firewall configuration

interface Interface configuration. See show
running-config interface for further
options.
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SHOW RUNNING-CONFIG

Parameter Description

ip Internet Protocol (IP) configuration
ip pim dense-mode PIM-DM configuration

ip pim sparse-mode PIM-SM configuration

ip route IP static route configuration
ip-reputation IP Reputation configuration

ips IPS configuration

ipsec Internet Protocol Security (IPsec)

configuration

ipv6 Internet Protocol version 6 (IPv6)
configuration

ipv6 access-list IPv6 ACL configuration

ipv6 mroute IPv6 multicast route configuration
ipv6 prefix-list IPv6 prefix list configuration

ipv6 route IPv6 static route configuration
isakmp Internet Security Association Key

Management Protocol (ISAKMP)
configuration

key chain Authentication key management
configuration

[2tp-profile L2TP tunnel profile configuration
lldp LLDP configuration
log Logging utility configuration
malware-protection Malware protection configuration
nat Network Address Translation configuration
power-inline Power over Ethernet (PoE) configuration
policy-based-routing Policy-based routing (PBR) configuration
pppoe-ac PPPoE access concentrator configuration
prefix-list Prefix-list configuration
route-map Route-map configuration
router Router configuration
router-id Configuration of the router identifier for
this system

security-password Strong password security configuration
snmp SNMP configuration
ssh Secure Shell configuration
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SHOW RUNNING-CONFIG

Parameter Description
switch Switch configuration
web-control Web Control configuration

Mode Privileged Exec and Global Configuration

Example To display the current configuration of your device, use the command:

awplus# show running-config

Output Figure 3-10: Example output from show running-config

awplus#show running-config
!

service password-encryption
1

no banner motd

!

username manager privilege 15 password 8 $1$bJoVec4D$SIwOJGPr7YqoExAOGVasdEQ
!

service ssh

!

no service telnet

!

service http

|l

no clock timezone

line con O

line vty 0 4
1

end
Related copy running-config
commands . -
show running-config interface
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SHOW RUNNING-CONFIG INTERFACE

show running-config interface

Overview This command displays the current configuration of one or more interfaces on the
device.

You can optionally limit the command output to display only information for a
given protocol or feature. The features available depend on your device and will be
a subset of the features listed in the table below.

Syntax show running-config interface
show running-config interface <interface-list>
show running-config interface <interface-1list> <feature>
show running-config interface <interface-1list> ip <feature>

show running-config interface <interface-1ist> ipv6 <feature>

Parameter Description

<interface-list> The interfaces or ports to display information about. An
interface-list can be:

« aVLAN (e.g.vlan2)

+ aswitchport (e.g. port1.0.4)

+ astatic channel group (e.g. sa2)

+ adynamic (LACP) channel group (e.g. po2)
+ theloopbackinterface (lo)

« acontinuous range of interfaces separated by a hyphen
(e.g. vlan10-20)

« acomma-separated list (e.g.vlan1,vlan10-20). Do not mix
interface types in a list.

The specified interfaces must exist.

cfm Displays running configuration for CFM (Connectivity Fault
Management) for the specified interfaces.

dotlx Displays running configuration for 802.1X port
authentication for the specified interfaces.

lacp Displays running configuration for LACP (Link Aggregation
Control Protocol) for the specified interfaces.

ip igmp Displays running configuration for IGMP (Internet Group
Management Protocol) for the specified interfaces.

ip multicast Displays running configuration for general multicast
settings for the specified interfaces.

ip pim sparse-mode Displays running configuration for PIM-SM (Protocol
Independent Multicast - Sparse Mode) for the specified
interfaces.
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Mode
Default

Examples

Output
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Parameter Description

ip pim dense-mode Displays running configuration for PIM-DM (Protocol
Independent Multicasting - Dense Mode) for the specified
interfaces.

mstp Displays running configuration for MSTP (Multiple
Spanning Tree Protocol) for the specified interfaces.

ospf Displays running configuration for OSPF (Open Shortest
Path First) for the specified interfaces.

rip Displays running configuration for RIP (Routing Information
Protocol) for the specified interfaces.

ipv6 rip Displays running configuration for RIPng (RIP for IPv6) for
the specified interfaces.

ipv6 ospf Displays running configuration for IPv6é OSPF (Open
Shortest Path First) for the specified interfaces.

ipv6 pim Displays running configuration for PIM-SM (Protocol

sparse-mode Independent Multicast - Sparse Mode) for the specified
interfaces.

rstp Displays running configuration for RSTP (Rapid Spanning

Tree Protocol) for the specified interfaces.

stp Displays running configuration for STP (Spanning Tree
Protocol) for the specified interfaces.

Privileged Exec and Global Configuration

Displays information for all protocols on all interfaces

To display the current running configuration of your device for ports 1 to 4, use the
command:

awplus# show running-config interface portl.0.l-portl.0.4

To display the current running configuration of a device for vlan2, use the
command:

awplus# show running-config interface vlan2

To display the current OSPF configuration of your device for ports 1 to 4, use the
command:

awplus# show running-config interface portl.0.l-portl.0.4 ospf

Figure 3-11:  Example output from show running-config interface for a
switchport

awplus#show running-config interface portl.0.2
|

interface portl.0.2

switchport

switchport mode access
|
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Related copy running-config

commands . .
show running-config
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SHOW STARTUP-CONFIG

show startup-config

Overview This command displays the contents of the start-up configuration file, which is the
file that the device runs on start-up.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

Syntax show startup-config
Mode Privileged Exec

Example To display the contents of the current start-up configuration file, use the
command:

show startup-config

Output Figure 3-12:  Example output from the show startup-config command

awplus#show startup-config
!

service password-encryption
i

no banner motd

!

username manager privilege 15 password 8 $1$bJoVec4D$SIwWOJIGPr7YgoExXAOGVasdEQD
!

service ssh

!

no service telnet

!

service http

i

no clock timezone

line con O

line vty 0 4
i

end
Related boot config-file backup

commands . .
copy running-config
copy startup-config
erase startup-config
show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW VERSION

show version

Overview This command displays the version number and copyright details of the current
AlliedWare Plus™ OS your device is running.

Syntax show version
Mode User Exec and Privileged Exec

Example To display the version details of your currently installed software, use the
command:

awplus# show version

Related boot system backup

commands
show boot
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UNMOUNT

unmount

Overview

Syntax

Mode

Example

Related
commands

Command
changes
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Use this command to unmount an external storage device. We recommend you
unmount storage devices before removing them, to avoid file corruption. This is
especially important if files may be automatically written to the storage device,
such as external log files or AMF backup files.

unmount usb

Parameter Description

usb Unmount the USB storage device.

Privileged Exec

To unmount a USB storage device and safely remove it from the device, use the
command:

awplus# unmount usb

clear log external
log external
show file systems
show log config

show log external

Version 5.4.7-1.1: command added
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WRITE FILE

write file

Overview

Syntax
Mode

Example

Related
commands
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This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write memory and copy
running-config startup-config commands.

write [file]
Privileged Exec

To write configuration data to the start-up configuration file, use the command:

awplus# write file

copy running-config
write memory

show running-config
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WRITE MEMORY

write memory

Overview

Syntax
Mode

Example

Related
commands
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This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write file and copy
running-config startup-config commands.

write [memory]
Privileged Exec

To write configuration data to the start-up configuration file, use the command:

awplus# write memory

copy running-config
write file

show running-config
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WRITE TERMINAL

write terminal

Overview This command displays the current configuration of the device. This command is a
synonym of the show running-config command.

Syntax write terminal
Mode Privileged Exec

Example To display the current configuration of your device, use the command:

awplus# write terminal

Related show running-config
commands
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User Access
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
user access.

. “aaa authentication enable default local” on page 158

. “aaa local authentication attempts lockout-time” on page 159

. “aaa local authentication attempts max-fail” on page 160

. “aaa login fail-delay” on page 161

. “clear aaa local user lockout” on page 162

. “clear line console” on page 163

. “clear line vty” on page 164

. “enable password” on page 165

. “enable secret (deprecated)” on page 168

. “exec-timeout” on page 169

. “flowcontrol hardware (asyn/console)” on page 171

. “length (asyn)” on page 173

. “line” on page 174

. “privilege level” on page 176

. “security-password history” on page 177

. “security-password forced-change” on page 178

. “security-password lifetime” on page 179

. “security-password min-lifetime-enforce” on page 180

. “security-password minimum-categories” on page 181

. “security-password minimum-length” on page 182
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“security-password reject-expired-pwd” on page 183
“security-password warning” on page 184

“service advanced-vty” on page 185

“service password-encryption” on page 186

“service telnet” on page 187

“service terminal-length (deleted)” on page 188
“show aaa local user locked” on page 189

“show privilege” on page 190

“show security-password configuration” on page 191
“show security-password user” on page 192

“show telnet” on page 193

“show users” on page 194

“telnet” on page 195

“telnet server” on page 196

“terminal length” on page 197

“terminal resize” on page 198

“username” on page 199
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AAA AUTHENTICATION ENABLE DEFAULT LOCAL

aaa authentication enable default local

Overview

Syntax

Default
Mode

Usage notes

Examples

Related
commands
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This command enables local privilege level authentication.

Use the no variant of this command to disable local privilege level authentication.

aaa authentication enable default local

no aaa authentication enable default
Local privilege level authentication is enabled by default.
Global Configuration

The privilege level configured for a particular user in the local user database is the
privilege threshold above which the user is prompted for an enable (Privileged
Exec mode) command.

To enable local privilege level authentication, use the following commands:
awplus# configure terminal

awplus (config)# aaa authentication enable default local

To disable local privilege level authentication, use the following commands:
awplus# configure terminal

awplus (config)# no aaa authentication enable default

aaa authentication login
enable (Privileged Exec mode)
enable password

enable secret (deprecated)
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AAA LOCAL AUTHENTICATION ATTEMPTS LOCKOUT-TIME

aaa local authentication attempts
lockout-time

Overview

Syntax

Mode
Default

Usage notes

Examples

Related
commands
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This command configures the duration of the user lockout period.

Use the no variant of this command to restore the duration of the user lockout
period to its default of 300 seconds (5 minutes).

aaa local authentication attempts lockout-time <lockout-time>

no aaa local authentication attempts lockout-time

Parameter Description

<lockout-time> <0-10000>. Time in seconds to lockout the user.

Global Configuration
The default for the lockout-time is 300 seconds (5 minutes).

While locked out all attempts to login with the locked account will fail. The lockout
can be manually cleared by another privileged account using the clear aaa local
user lockout command.

To configure the lockout period to 10 minutes (600 seconds), use the commands:

awplus# configure terminal

awplus (config)# aaa local authentication attempts lockout-time
600

To restore the default lockout period of 5 minutes (300 seconds), use the
commands:

awplus# configure terminal

awplus (config)# no aaa local authentication attempts
lockout-time

aaa local authentication attempts max-fail
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AAA LOCAL AUTHENTICATION ATTEMPTS MAX-FAIL

aaa local authentication attempts max-fail

Overview

Syntax

Mode

Default

Usage

Examples

Related
commands
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This command configures the maximum number of failed login attempts before a
user account is locked out. Every time a login attempt fails the failed login counter
is incremented.

Use the no variant of this command to restore the maximum number of failed
login attempts to the default setting (five failed login attempts).

aaa local authentication attempts max-fail <failed-logins>

no aaa local authentication attempts max-fail

Parameter Description

<failed-logins> <1-32>.Number of login failures allowed before locking out a
user.

Global Configuration

The default for the maximum number of failed login attempts is five failed login
attempts.

When the failed login counter reaches the limit configured by this command that
user account is locked out for a specified duration configured by the aaa local
authentication attempts lockout-time command.

When a successful login occurs the failed login counter is reset to 0. When a user
account is locked out all attempts to login using that user account will fail.

To configure the number of login failures that will lock out a user account to two
login attempts, use the commands:

awplus# configure terminal

awplus (config)# aaa local authentication attempts max-fail 2

To restore the number of login failures that will lock out a user account to the
default number of login attempts (five login attempts), use the commands:

awplus# configure terminal

awplus (config)# no aaa local authentication attempts max-fail

aaa local authentication attempts lockout-time

clear aaa local user lockout
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AAA LOGIN FAIL-DELAY

aaa login fail-delay

Overview

Syntax

Default
Mode

Example

Related
commands
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Use this command to configure the minimum time period between failed login
attempts. This setting applies to login attempts via the console, SSH and Telnet.

Use the no variant of this command to reset the minimum time period to its default
value.

aaa login fail-delay <I1-10>

no aaa login fail-delay

Parameter Description
<1-10> The minimum number of seconds required between login
attempts
1 second

Global configuration

To apply a delay of at least 5 seconds between login attempts, use the following
commands:

awplus# configure terminal

awplus (config)# aaa login fail-delay 5

aaa authentication login
aaa local authentication attempts lockout-time

clear aaa local user lockout
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CLEAR AAA LOCAL USER LOCKOUT

clear aaa local user lockout

Overview Use this command to clear the lockout on a specific user account or all user
accounts.

Syntax clear aaa local user lockout {username <username>|all}

Parameter Description

username Clear lockout for the specified user.

<username>  Specifies the user account.

all Clear lockout for all user accounts.

Mode Privileged Exec

Examples To unlock the user account ‘bob’ use the following command:
awplus# clear aaa local user lockout username bob
To unlock all user accounts use the following command:
awplus# clear aaa local user lockout all

Related aaalocal authentication attempts lockout-time
commands
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CLEAR LINE CONSOLE

clear line console

Overview

Syntax

Mode

Example

Related
commands
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This command resets a console line. If a terminal session exists on the line then the
terminal session is terminated. If console line settings have changed then the new
settings are applied.

clear line console 0

Privileged Exec

To reset the console line (asyn), use the command:

awplus# clear line console O

[o)

clear line vty

% The new settings for console line 0 have been applied

flowcontrol hardware (asyn/console)

line

show users
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CLEAR LINE VTY

clear line vty

Overview

Syntax

Mode

Example

Related
commands
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This command resets a VTY line. If a session exists on the line then it is closed.

clear line vty <0-32>

Parameter Description

<0-32> Line number

Privileged Exec

To reset the first VTY line, use the command:

awplus# clear line vty 1

privilege level
line
show telnet

show users
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ENABLE PASSWORD

enable password

Overview

Syntax

Default
Mode

Usage notes
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Use this command to set a local password to control access to elevated privilege
levels.

Use the no version of the command to remove the password.

Note that the enable secret (deprecated) command is an outdated alias for the
enable password command.

enable password <password>

enable password level <I1-15> <password>]

enable password 8 <encrypted-password>

enable password 8 level <I-15> 8 <encrypted-password>

no enable password [level <I1-15>]

Parameter Description

<password>  Specifies the unencrypted password.

8 Specifies that an encrypted password will follow.

<encrypted- Specifies the encrypted password.

password>

level Privilege level <1-15>. Level for which the password applies. You can
specify up to 16 privilege levels, using numbers 1 through 15. Level 1
is normal EXEC-mode user privileges for User Exec mode. If this
argument is not specified in the command or the no variant of the
command, the privilege level defaults to 15 (enable mode privileges)
for Privileged Exec mode. A privilege level of 7 can be set for
intermediate CLI security.

Level 15

Global Configuration

This command enables the Network Administrator to set a password for entering
the Privileged Exec mode when using the enable (Privileged Exec mode)
command. There are three methods to enable a password. In the examples below,
for each method, note that the configuration is different and the configuration file
output is different, but the password string to be used to enter the Privileged Exec
mode with the enable command is the same (in this example, mypasswd).

A user can have an intermediate CLI security level set with this command for
privilege level 7 to access all the show commands in Privileged Exec mode and all
the commands in User Exec mode, but not any configuration commands in
Privileged Exec mode.
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ENABLE PASSWORD

Entering The plaintext password is a clear text string that appears in the configuration file as
plaintext configured. For example:

passwords , ,
configure terminal

enable password mypasswd

end

This results in the following show output, with the password shown in plaintext:

awplus#show run
Current configuration:

hostname awplus
enable password mypasswd

Entering You can configure an encrypted password using the service password-encryption
encrypted command. First, use the enable passwordcommand to specify the string that you
passwords want to use as a password (in this example, mypasswd). Then, use the service

password-encryption command to encrypt the specified string (mypasswd). The
advantage of using an encrypted password is that the configuration file does not
show mypasswd; it will only show the encrypted string fU7zHzuutY2SA.

For example:
configure terminal
enable password mypasswd
service password-encryption

end

This results in the following show output:

awplus#show run
Current configuration:

hostname awplus
enable password 8 fU7zHzuutY2SA
service password-encryption

Entering You can configure an encrypted password using the <encrypted-password>
pre-encrypted parameter (8). Use this method if you already know the encrypted string
passwords corresponding to the plaintext string that you want to use as a password. You do
not have to use the service password-encryption command with this method. The
output in the configuration file will show only the encrypted string, and not the
text string. For example:

configure terminal
enable password 8 fU7zHzuutY2SA

end

This results in the following show output:
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ENABLE PASSWORD

Related enable (Privileged Exec mode)
commands enable secret (deprecated)
service password-encryption
privilege level
show privilege

username

show running-config
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ENABLE SECRET (DEPRECATED)

enable secret (deprecated)

Overview This command has been deprecated. It has been replaced by the enable password
command.
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EXEC-TIMEOUT

exec-timeout

Overview

Syntax

Default

Mode

Usage notes

Examples
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This command sets the interval your device waits for user input from either a
console or VTY connection. Once the timeout interval is reached, the connection is
dropped. This command sets the time limit when the console or VTY connection
automatically logs off after no activity.

The no variant of this command removes a specified timeout and resets to the
default timeout (10 minutes).

exec—-timeout {<minutes>} [<seconds>]

no exec-timeout

Parameter Description

<minutes> <0-35791> Required integer timeout value in minutes

<seconds> <0-2147483> Optional integer timeout value in seconds

The default for the exec-timeout command is 10 minutes and 0 seconds
(exec-timeout 10 0).

Line Configuration

This command is used set the time the telnet session waits for an idle VTY session,
before it times out. An exec-timeout 0 0 setting will cause the telnet session to
wait indefinitely. The command exec-timeout 0 0 is useful while configuring a
device, but reduces device security.

If no input is detected during the interval then the current connection resumes. If
no connections exist then the terminal returns to an idle state and disconnects
incoming sessions.

To set VTY connections to timeout after 2 minutes, 30 seconds if there is no
response from the user, use the following commands:

awplus# configure terminal

awplus (config)# line vty 0 32

awplus (config-line)# exec—-timeout 2 30

To reset the console connection to the default timeout of 10 minutes 0 seconds if
there is no response from the user, use the following commands:

awplus# configure terminal

awplus (config)# line console 0
awplus (config-1line)# no exec-timeout
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EXEC-TIMEOUT

Related line

commands .
service telnet

show running-config
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FLOWCONTROL HARDWARE (ASYN/CONSOLE)

flowcontrol hardware (asyn/console)

Overview

Syntax

Mode
Default

Usage notes
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Use this command to enable RTS/CTS (Ready To Send/Clear To Send) hardware
flow control on a terminal console line (asyn port) between the DTE (Data Terminal
Equipment) and the DCE (Data Communications Equipment).

flowcontrol hardware

no flowcontrol hardware
Line Configuration
Hardware flow control is disabled by default.

Hardware flow control makes use of the RTS and CTS control signals between the
DTE and DCE where the rate of transmitted data is faster than the rate of received
data. Flow control is a technique for ensuring that a transmitting entity does not
overwhelm a receiving entity with data. When the buffers on the receiving device
are full, a message is sent to the sending device to suspend the transmission until
the data in the buffers has been processed.

Hardware flow control can be configured on terminal console lines (e.g. asyn0). For
Reverse Telnet connections, hardware flow control must be configured to match

on both the Access Server and the Remote Device. For terminal console sessions,
hardware flow control must be configured to match on both the DTE and the DCE.
Settings are saved in the running configuration. Changes are applied after reboot,
clear line console, or after closing the session.

Use show running-config and show startup-config commands to view hardware
flow control settings that take effect after reboot for a terminal console line. See
the show running-config command output:

awplus#show running-config
l§
line con 1
speed 9600
mode out 2001
flowcontrol hardware

Note that line configuration commands do not take effect immediately. Line
configuration commands take effect after one of the following commands or
events:

. issuing a clear line console command
. issuing a reboot command
. logging out of the current session
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FLOWCONTROL HARDWARE (ASYN/CONSOLE)

Examples To enable hardware flow control on terminal console line asyn0, use the
commands:

awplus# configure terminal
awplus (config)# line console O
awplus (config-line)# flowcontrol hardware

To disable hardware flow control on terminal console line asyn0, use the
commands:

awplus# configure terminal
awplus (config)# line console 0
awplus (config-line)# no flowcontrol hardware
Related clear line console
commands

show running-config

speed (asyn)
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LENGTH (ASYN)

length (asyn)

Overview

Syntax

Mode

Default

Usage notes

Examples

Related
commands
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Use this command to specify the number of rows of output that the device will
display before pausing, for the console or VTY line that you are configuring.

The no variant of this command restores the length of a line (terminal session)
attached to a console port or to a VTY to its default length of 22 rows.

length <0-512>

no length

Parameter Description

<0-512> Number of lines on screen. Specify 0 for no pausing.

Line Configuration

The length of a terminal session is 22 rows. The no length command restores the
default.

If the output from a command is longer than the length of the line the output will
be paused and the ‘~More-' prompt allows you to move to the next screen full of
data.

A length of 0 will turn off pausing and data will be displayed to the console as long
as there is data to display.

To set the terminal session length on the console to 10 rows, use the commands:
awplus# configure terminal

awplus (config)# line console 0

awplus (config-1line)# length 10

Toreset the terminal session length on the console to the default (22 rows), use the
commands:

awplus# configure terminal

awplus (config)# line console 0

awplus (config-1line)# no length

To display output to the console continuously, use the commands:
awplus# configure terminal

awplus (config)# line console 0

awplus (config-line)# length 0

terminal resize

terminal length
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LINE

ine

Overview

Syntax

Mode

Usage notes

Examples
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Use this command to enter line configuration mode for the specified VTYs or the
console. The command prompt changes to show that the device is in Line
Configuration mode.

line vty <first-line> [<last-line>]

line console 0

Parameter Description

<first-line> <0-32> Specify the first line number.

<last-line>  <0-32> Specify the last line number.

console The console terminal line(s) for local access.

vty Virtual terminal for remote console access.

Global Configuration

This command puts you into Line Configuration mode. Once in Line Configuration
mode, you can configure console and virtual terminal settings, including setting
speed (asyn), length (asyn), privilege level, and authentication (login
authentication) or accounting (accounting login) method lists.

To change the console (asyn) port speed, use this line command to enter Line
Configuration mode before using the speed (asyn)command. Set the console
speed (Baud rate) to match the transmission rate of the device connected to the
console (asyn) port on your device.

Note that line configuration commands do not take effect immediately. Line
configuration commands take effect after one of the following commands or
events:

. issuing a clear line console command
. issuing a reboot command
. logging out of the current session

To enter Line Configuration mode in order to configure all VTYs, use the
commands:

awplus# configure terminal
awplus (config)# line vty 0 32

awplus (config-1line) #
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LINE

Related
commands
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To enter Line Configuration mode to configure the console (asyn 0) port terminal

line, use the commands:

awplus# configure terminal
awplus (config)# line console 0

awplus (config-1line) #

accounting login

clear line console

clear line vty

flowcontrol hardware (asyn/console)
length (asyn)

login authentication

privilege level

speed (asyn)
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PRIVILEGE LEVEL

privilege level

Overview This command sets a privilege level for VTY or console connections. The
configured privilege level from this command overrides a specific user’s initial
privilege level at the console login.

Syntax privilege level <I1-15>
Mode Line Configuration

Usage notes You cansetan intermediate CLI security level for a console user with this command
by applying privilege level 7 to access all show commands in Privileged Exec and
all User Exec commands. However, intermediate CLI security will not show
configuration commands in Privileged Exec.

Examples To set the console connection to have the maximum privilege level, use the
following commands:

awplus# configure terminal
awplus (config)# line console 0
awplus (config-line)# privilege level 15

To set all VTY connections to have the minimum privilege level, use the following
commands:

awplus# configure terminal
awplus (config)# line vty 0 5
awplus (config-line)# privilege level 1

To set all VTY connections to have an intermediate CLI security level, to access all
show commands, use the following commands:

awplus# configure terminal
awplus (config)# line vty 0 5

awplus (config-line)# privilege level 7

Related enable password

commands .
line
show privilege
username
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SECURITY-PASSWORD HISTORY

security-password history

Overview

Syntax

Default
Mode

Examples

Related
commands
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This command specifies the number of previous passwords that are unable to be
reused. A new password is invalid if it matches a password retained in the
password history.

The no variant of the command disables this feature.

security-password history <0-15>

no security-password history

Parameter Description

<0-15> The allowable range of previous passwords to match against. A
value of 0 will disable the history functionality and is equivalent to
the no security-password history command. If the history
functionality is disabled, all users’ password history is reset and all
password history is lost.

The default history value is 0, which will disable the history functionality.
Global Configuration

To restrict reuse of the three most recent passwords, use the command:
awplus# configure terminal

awplus (config)# security-password history 3

To allow the reuse of recent passwords, use the command:

awplus# configure terminal

awplus (config)# no security-password history

security-password forced-change
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD FORCED-CHANGE

security-password forced-change

Overview

Syntax

Default
Mode

Example

Related
commands
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This command specifies whether or not a user is forced to change an expired
password at the next login. If this feature is enabled, users whose passwords have
expired are forced to change to a password that must comply with the current
password security rules at the next login.

Note that to use this command, the lifetime feature must be enabled with the
security-password lifetime command and the reject-expired-pwd feature must be
disabled with the security-password reject-expired-pwd command.

The no variant of the command disables this feature.

security-password forced-change

no security-password forced-change
The forced-change feature is disabled by default.
Global Configuration

To force a user to change their expired password at the next login, use the
command:

awplus# configure terminal

awplus (config)# security-password forced-change

security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD LIFETIME

security-password lifetime

Overview

Syntax

This command enables password expiry by specifying a password lifetime in days.

Note that when the password lifetime feature is disabled, it also disables the
security-password forced-change command and the security-password warning
command.

The no variant of the command disables this feature.

security-password lifetime <0-1000>

no security-password lifetime

Parameter Description

Default
Mode

Example

Related
commands
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<0-1000> Password lifetime specified in days. A value of 0 will disable lifetime
functionality and the password will never expire. This is equivalent
to the no security-password lifetime command.

The default password lifetime is 0, which will disable the lifetime functionality.
Global Configuration

To configure the password lifetime to 10 days, use the command:
awplus# configure terminal

awplus (config)# security-password lifetime 10

security-password forced-change
security-password history
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD MIN-LIFETIME-ENFORCE

security-password min-lifetime-enforce

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to configure a minimum number of days before a password can
be changed by a user. With this feature enabled, once a user sets the password, the
user cannot change it again until the minimum lifetime has passed.

Use the no variant of this command to remove the minimum lifetime.

security-password min-lifetime-enforce <0-1000>

no security-password min-lifetime-enforce

Parameter Description

<0-1000> The minimum number of days before a password can be changed

By default, no minimum lifetime is enforced.
Global Configuration

The minimum lifetime is helpful in conjunction with a security policy that prevents
people from re-using old passwords. For example, if you do not allow people to
re-use any of their last 5 passwords, a person can bypass that restriction by
changing their password 5 times in quick succession and then re-setting it to their
previous password. The minimum lifetime prevents that by preventing people
from changing their password in quick succession.

To force users to wait at least 2 days between changing passwords, use the
command:

awplus (config)# security-password min-lifetime-enforce 2

security-password forced-change
security-password history
security-password lifetime
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user

Version 5.4.7-0.2: command added
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SECURITY-PASSWORD MINIMUM-CATEGORIES

security-password minimum-categories

Overview

Syntax

Default
Mode

Example

Related
commands
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This command specifies the minimum number of categories that the password
must contain in order to be considered valid. The password categories are:

. uppercase letters: Ato Z
. lowercase letters:a to z
. digits:0to 9

. special symbols: all printable ASCII characters not included in the previous
three categories. The question mark (?) cannot be used as it is reserved for
help functionality.

Note that to ensure password security, the minimum number of categories should
align with the lifetime selected, i.e. the fewer categories specified the shorter the
lifetime specified.

security-password minimum-categories <1-4>

Parameter Description

<1-4> Number of categories the password must satisfy, in the range 1 to 4.

The default number of categories that the password must satisfy is 1.

Global Configuration

To configure the required minimum number of character categories to be 3, use
the command:

awplus# configure terminal

awplus (config)# security-password minimum-categories 3

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD MINIMUM-LENGTH

security-password minimum-length

Overview

Syntax

Default
Mode

Example

Related
commands
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This command specifies the minimum allowable password length. This value is
checked against when there is a password change or a user account is created.

security-password minimum-length <I1-23>

Parameter Description

<1-23> Minimum password length in the range from 1 to 23.

The default minimum password length is 1.
Global Configuration

To configure the required minimum password length as 8, use the command:
awplus# configure terminal

awplus (config)# security-password minimum-length 8

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD REJECT-EXPIRED-PWD

security-password reject-expired-pwd

Overview

Syntax

Default
Mode

Example

Related
commands
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This command specifies whether or not a user is allowed to login with an expired
password. Users with expired passwords are rejected at login if this functionality is
enabled. Users then have to contact the Network Administrator to change their
password.

CAUTION: Once all users’ passwords are expired you are unable to login to the device
again if the security-password reject-expired-pwd command has been executed. You
will have to reboot the device with a default configuration file, or load an earlier
software version that does not have the security password feature.

We recommend you never have the command line “security-password
reject-expired-pwd” in a default config file.

Note that when the reject-expired-pwd functionality is disabled and a user logs on
with an expired password, if the forced-change feature is enabled with
security-password forced-change command, a user may have to change the
password during login depending on the password lifetime specified by the
security-password lifetime command.

The no variant of the command disables this feature.

security-password reject-expired-pwd

no security-password reject-expired-pwd

The reject-expired-pwd feature is disabled by default.

Global Configuration

To configure the system to reject users with an expired password, use the
command:

awplus# configure terminal

awplus (config)# security-password reject-expired-pwd

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD WARNING

security-password warning

Overview

Syntax

Default
Mode

Example

Related
commands
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This command specifies the number of days before the password expires that the
user will receive a warning message specifying the remaining lifetime of the
password.

Note that the warning period cannot be set unless the lifetime feature is enabled
with the security-password lifetime command.

The no variant of the command disables this feature.

security-password warning <0-1000>

no security-password warning

Parameter Description

<0-1000> Warning period in the range from 0 to 7000 days. A value 0 disables
the warning functionality and no warning message is displayed for
expiring passwords. This is equivalent to the no security-password
warning command. The warning period must be less than, or equal
to, the password lifetime set with the security-password lifetime
command.

The default warning period is 0, which disables warning functionality.
Global Configuration

To configure a warning period of three days, use the command:
awplus# configure terminal

awplus (config)# security-password warning 3

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
show running-config security-password
show security-password configuration

show security-password user
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SERVICE ADVANCED-VTY

service advanced-vty

Overview

Syntax

Default
Mode

Examples
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This command enables the advanced-vty help feature. This allows you to use TAB
completion for commands. Where multiple options are possible, the help feature
displays the possible options.

The no service advanced-vty command disables the advanced-vty help feature.

service advanced-vty

no service advanced-vty
The advanced-vty help feature is enabled by default.
Global Configuration

To disable the advanced-vty help feature, use the command:
awplus# configure terminal
awplus (config)# no service advanced-vty

To re-enable the advanced-vty help feature after it has been disabled, use the
following commands:

awplus# configure terminal

awplus (config)# service advanced-vty
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SERVICE PASSWORD-ENCRYPTION

service password-encryption

Overview

Syntax

Mode

Example

Validation
Commands

Related
commands
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Use this command to enable password encryption. This is enabled by default.
When password encryption is enabled, the device displays passwords in the
running config in encrypted form instead of in plain text.

Use the no service password-encryption command to stop the device from
displaying newly-entered passwords in encrypted form. This does not change the
display of existing passwords.

NOTE: Do not use encrypted passwords for GUI users. The GUI requires unencrypted
user passwords only - not encrypted user passwords. Do not use option 8 for GUI users.

service password-encryption

no service password-encryption
Global Configuration

awplus# configure terminal

awplus (config)# service password-encryption

show running-config

enable password
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SERVICE TELNET

service telnet

Overview

Syntax

Default

Mode

Examples

Related
commands
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Use this command to enable the telnet server. The server is enabled by default.

Enabling the telnet server starts the device listening for incoming telnet sessions

on the configured port.

The server listens on port 23, unless you have changed the port by using the
privilege level command.

Use the no variant of this command to disable the telnet server. Disabling the
telnet server will stop the device listening for new incoming telnet sessions.
However, existing telnet sessions will still be active.

service telnet [ip|ipv6]

no service telnet [ip|ipvo6]

The IPv4 and IPv6 telnet servers are enabled by default.

The configured telnet port is TCP port 23 by default.
Global Configuration

To enable both the IPv4 and IPv6 telnet servers, use the following commands:
awplus# configure terminal

awplus (config)# service telnet

To enable the IPv6 telnet server only, use the following commands:

awplus# configure terminal

awplus (config)# service telnet ipvé

To disable both the IPv4 and IPv6 telnet servers, use the following commands:
awplus# configure terminal

awplus (config)# no service telnet

To disable the IPv6 telnet server only, use the following commands:

awplus# configure terminal

awplus (config)# no service telnet ipv6

clear line vty
show telnet

telnet server
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USER ACCESS COMMANDS
SERVICE TERMINAL-LENGTH (DELETED)

service terminal-length (deleted)

Overview This command has been deleted in Software Version 5.4.5-0.1 and later.
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USER ACCESS COMMANDS

SHOW AAA LOCAL USER LOCKED

show aaa local user locked

Overview

Syntax
Mode

Example

Output

Related
commands

C613-50531-01 Rev B

This command displays the current number of failed attempts, last failure time and
location against each user account attempting to log into the device.

Note that once the lockout count has been manually cleared by another privileged
account using the clear aaa local user lockout command or a locked account
successfully logs into the system after waiting for the lockout time, this command
will display nothing for that particular account.

show aaa local user locked
User Exec and Privileged Exec

To display the current failed attempts for local users, use the command:

awplus# show aaa local user locked

Figure 4-1:  Example output from the show aaa local user locked command

awplus# show aaa local user locked

Login Failures Latest failure From
bob 3 05/23/14 16:21:37 ttysoO
manager 5 05/23/14 16:31:44 192.168.1.200

aaa local authentication attempts lockout-time
aaa local authentication attempts max-fail

clear aaa local user lockout
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USER ACCESS COMMANDS
SHOW PRIVILEGE

show privilege

Overview

Syntax
Mode

Usage notes

Example

Output

Related
commands
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This command displays the current user privilege level, which can be any privilege
level in the range <1-15>. Privilege levels <1-6> allow limited user access (all User
Exec commands), privilege levels <7-14> allow restricted user access (all User Exec
commands plus Privileged Exec show commands). Privilege level 15 gives full user
access to all Privileged Exec commands.

show privilege

User Exec and Privileged Exec

A user can have an intermediate CLI security level set with this command for
privilege levels <7-14> to access all show commands in Privileged Exec mode and
all commands in User Exec mode, but no configuration commands in Privileged

Exec mode.

To show the current privilege level of the user, use the command:

show privilege

Figure 4-2:  Example output from the show privilege command

awplus#show privilege

Current privilege level is 15
awplus#disable

awplus>show privilege

Current privilege level is 1

privilege level
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USER ACCESS COMMANDS
SHOW SECURITY-PASSWORD CONFIGURATION

show security-password configuration

Overview This command displays the configuration settings for the various security
password rules.

Syntax show security-password configuration
Mode Privileged Exec

Example To display the current security-password rule configuration settings, use the
command:

awplus# show security-password configuration

Output Figure 4-3:  Example output from the show security-password configuration

command
Security Password Configuration
Minimum password length ............... i 8
Minimum password character categories to match ..... 3
Number of previously used passwords to restrict..... 4
Password 1ifetime .. vv it ittt it ettt ettt 30 day(s)
Warning period before password expires ........... 3 day (s)
Reject expired password at login ................... Disabled
Force changing expired password at login ......... Enabled

Related security-password forced-change

commands . .
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd

security-password warning

show security-password user
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USER ACCESS COMMANDS
SHOW SECURITY-PASSWORD USER

show security-password user

Overview This command displays user account and password information for all users.
Syntax show security-password user
Mode Privileged Exec

Example To display the system users’ remaining lifetime or last password change, use the
command:

awplus# show security-password user

Output Figure4-4:  Example output from the show security-password user command

User account and password information

UserName Privilege Last-PWD-Change Remaining-lifetime
manager 15 4625 day(s) ago No Expiry

bobl5 15 0 day(s) ago 30 days

ted?7 7 0 day(s) ago No Expiry

mikel 1 0 day(s) ago No Expiry

Related security-password forced-change

commands . .
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd

security-password warning

show security-password configuration
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USER ACCESS COMMANDS
SHOW TELNET

show telnet

Overview This command shows the Telnet server settings.
Syntax show telnet
Mode User Exec and Privileged Exec

Example To show the Telnet server settings, use the command:

awplus# show telnet

Output Figure4-5:  Example output from the show telnet command

Telnet Server Configuration

Telnet server : Enabled
Protocol : IPv4,IPvo6
Port : 23

Related clear line vty

commands .
service telnet
show users
telnet server
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USER ACCESS COMMANDS
SHOW USERS

show users

Overview This command shows information about the users who are currently logged into
the device.
Syntax show users
Mode User Exec and Privileged Exec
Example To show the users currently connected to the device, use the command:
awplus# show users
Output Figure4-6: Example output from the show users command
Line User Host (s) 1Idle Location Priv Idletime Timeout
con O manager idle 00:00:00 ttySO 15 10 N/A
vty 0  bob idle 00:00:03 172.16.11.3 1 0 5

C613-50531-01 Rev B

Table 1: Parameters in the output of the show users command

Parameter Description

Line Console port user is connected to.
User Login name of user.
Host (s) Status of the host the user is connected to.
Idle How long the host has been idle.
Location URL location of user.
Priv The privilege level in the range 1 to 15, with 15 being the highest.
Idletime The time interval the device waits for user input from either a
console or VTY connection.
Timeout The time interval before a server is considered unreachable.
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USER ACCESS COMMANDS
TELNET

telnet

Overview

Syntax

Mode

Examples
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Use this command to open a telnet session to a remote device.

telnet {<hostname>|[ip] <ipv4-addr>|[ipv6] <ipvé6-addr>}
[<port>]

Parameter Description

<hostname> The host name of the remote system.
ip Keyword used to specify the IPv4 address or host name of a remote
system.

<ipv4-addr> An IPv4 address of the remote system.

ipv6 Keyword used to specify the IPv6 address of a remote system

<ipv6-addr> Placeholder for an IPv6 address in the format x : x : : x : %, for
example, 2001 :db8: : 8a2e:7334

<port> Specify a TCP port number (well known ports are in the range 1-
1023, registered ports are 1024-49151, and private ports are 49152-
65535).

User Exec and Privileged Exec

To connect to TCP port 2602 on the device at 10.2.2.2, use the command:
awplus# telnet 10.2.2.2 2602

To connect to the telnet server host . example, use the command:
awplus# telnet host.example

To connect to the telnet server host . example on TCP port 100, use the
command:

awplus# telnet host.example 100
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USER ACCESS COMMANDS
TELNET SERVER

telnet server

Overview

Syntax

Mode

Example

Related
commands
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This command enables the telnet server on the specified TCP port. If the server is
already enabled then it will be restarted on the new port. Changing the port
number does not affect the port used by existing sessions.

telnet server {<1-65535>|default}

Parameter Description

<1-65535> The TCP port to listen on.

default Use the default TCP port number 23.

Global Configuration

To enable the telnet server on TCP port 2323, use the following commands:
awplus# configure terminal

awplus (config)# telnet server 2323

show telnet
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USER ACCESS COMMANDS
TERMINAL LENGTH

terminal length

Overview

Syntax

Mode

Examples

Related
commands
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Use the terminal length command to specify the number of rows of output that
the device will display before pausing, for the currently-active terminal only.

Use the terminal no length command to remove the length specified by this
command. The default length will apply unless you have changed the length for
some or all lines by using the length (asyn) command.

terminal length <length>

terminal no length [<Iength>]

Parameter Description

<length> <0-512> Number of rows that the device will display on the
currently-active terminal before pausing.

User Exec and Privileged Exec

The following example sets the number of lines to 15:
awplus# terminal length 15
The following example removes terminal length set previously:

awplus# terminal no length

terminal resize

length (asyn)
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USER ACCESS COMMANDS
TERMINAL RESIZE

terminal resize

Overview

Syntax
Mode

Usage notes

Examples

Related
commands
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Use this command to automatically adjust the number of rows of output on the
console, which the device will display before pausing, to the number of rows
configured on the user’s terminal.

terminal resize
User Exec and Privileged Exec

When the user’s terminal size is changed, then a remote session via SSH or TELNET
adjusts the terminal size automatically. However, this cannot normally be done
automatically for a serial or console port. This command automatically adjusts the
terminal size for a serial or console port.

The following example automatically adjusts the number of rows shown on the
console:

awplus# terminal resize

length (asyn)

terminal length
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USER ACCESS COMMANDS
USERNAME

username

Overview This command creates or modifies a user to assign a privilege level and a password.
NOTE: The default username privilege level of 1is not shown in running-config output.
Any username privilege level that has been modified from the default is shown.
Syntax username <name> privilege <1-15> [password [8] <password>]
username <name> password [8] <password>

no username <name>

Parameter Description

<name> The login name for the user. Do not use punctuation marks such as single quotes (*‘),
double quotes (““), or colons ( :) with the user login name.

privilege The user’s privilege level. Use the privilege levels to set the access rights for each user.

<1-15> A privilege level: either 1-14 (limited access) or 15 (full access). A user
with privilege level 1-14 can only access higher privilege levels if an
enable password has been configured for the level the user tries to
access and the user enters that password.
A user at privilege level 1 can access the majority of show
commands. A user at privilege level 7 can access the majority of
show commands including platform show commands. Privilege
Level 15 (to access the Privileged Exec command mode) is required
to access configuration commands as well as show commands in
Privileged Exec.

password A password that the user must enter when logging in.

8 Specifies that you are entering a password as a string that has
already been encrypted, instead of entering a plain-text password.
The running-config displays the new password as an encrypted
string even if password encryption is turned off.
Note that the user enters the plain-text version of the password
when logging in.

<password> The user’s password. The password can be up to 32 characters in
length and include characters from up to four categories. The
password categories are:

+ uppercase letters: Ato Z
« lowercase letters:ato z
+ digits:0to 9

« special symbols: all printable ASCII characters not included in the
previous three categories. The question mark ? cannot be used as
it is reserved for help functionality.

Mode Global Configuration

Default The privilege level is 1 by default. Note the default is not shown in running-config
output.
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USER ACCESS COMMANDS
USERNAME

Usage notes

Examples

Related
commands

C613-50531-01 Rev B

An intermediate CLI security level (privilege level 7 to privilege level 14) allows a
CLI user access to the majority of show commands, including the platform show
commands that are available at privilege level 1 to privilege level 6. Note that some
show commands, such as show running-configuration and show
startup-configuration, are only available at privilege level 15.

To create the user “bob” with a privilege level of 15, for all show commands
including show running-configuration and show startup-configuration and to
access configuration commands in Privileged Exec command mode, and the
password “bobs_secret”, use the commands:

awplus# configure terminal
awplus (config)# username bob privilege 15 password bobs secret

To create a user “junior_admin” with a privilege level of 7, which will have
intermediate CLI security level access for most show commands, and the password
“show_only”, use the commands:

awplus# configure terminal

awplus (config)# username junior admin privilege 7 password
show only

enable password
security-password minimum-categories

security-password minimum-length
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Feature Licensing
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference for each of the Feature Licensing
commands. Feature Licensing enables you to use advanced features such as Layer
3 routing.

To see which Feature Licenses are available for your device, see the AlliedWare Plus
Datasheet.

Allied Telesis Management Framework (AMF) requires a Subscription License. For
information about Subscription Licensing commands, see the Subscription
Licensing Commands chapter.

For step-by-step instructions about how to license AlliedWare Plus devices, see the
Licensing Feature Overview and Configuration_Guide.

. “license” on page 202
. “show license” on page 204
. “show license brief” on page 206
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FEATURE LICENSING COMMANDS

LICENSE

license

Overview

Syntax

Mode

Usage notes
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This command activates the licensed software feature set on a device.

Use the no variant of this command to deactivate the licensed software feature set
on a device.

For feature licenses, contact your authorized distributor or reseller. If a license key
expires or is incorrect so the license key is invalid, then some software features will
be unavailable.

NOTE: Seethe AlliedWare Plus™ datasheet for a list of current feature licenses available
by product. Purchase licenses from your authorized dealer or reseller.

In a live network, only install feature licenses during scheduled maintenance. For
example, if a feature license includes EPSR, installing that license will cause EPSR to
be restarted with a temporary loss of EPSR network traffic.

license <label> <key>

no license <label>

Parameter Description

<label> A name for the feature license. To determine names already in
use, use the show license command. This can be the default
name supplied for the feature, or a renamed feature name.

<key> The encrypted license key to enable a set of software features.

Privileged Exec

You can change the license label using this command to make it specific to you
when you initially add a license. Once a license is added, any change to the license
label first requires removal of the license before adding a license again with a new
license label.

The default feature license labels are issued along with encrypted license keys by
e-mail for you to apply using this command to activate features. You can change
default feature license labels, but they must be 15 characters or less.

For example, you may want to change the label of the premium license to
“premium-license”. You can check your new license label by using the show license
command.

If you add a feature license you will be prompted at the console that the feature
needs to restart. Restarting of individual protocols in this manner could result in
the loss of network traffic. Only install licenses in scheduled maintenance periods
for devices in a live environment.

For example, if the feature license contains a license for the EPSR protocol, then
that protocol will restart, but you do not need to manually restart the whole device
for the new license to take effect.
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FEATURE LICENSING COMMANDS

LICENSE
Examples To activate the license called “Premium” that has the key
12345678 ABCDE123456789ABCDE, use the command:
awplus# license Premium 12345678ABCDE123456789ABCDE
To deactivate the license called “Premium”, use the command:
awplus# no license Premium
Related show license
commands
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FEATURE LICENSING COMMANDS

SHOW LICENSE

show license

Overview

Syntax

Mode

Examples

Output

This command displays information about a specific software feature license, or all
enabled software feature licenses on the device.

show license [feature] [<label>|index <index-number>]

Parameter Description

feature Only display license information for any applied feature licenses.

<label> The license name to show information about. This can be used
instead of the index number to identify a specific license.

index The index number of the license to show information about. This
<index-number> can be used instead of the license name to identify a specific
license.

User Exec and Privileged Exec

To display full information about all enabled licenses, use the command:
awplus# show license

To display full information about the licenses with index number 1, use the
command:

awplus# show license index 1

Figure 5-1:  Example output from show license

Index
License name
Customer name

awplus#show license
Board region: Global
Software Licenses

Quantity of licenses 5 1

Type of license Full

License issue date : 20-Mar-2019

License expiry date : N/A

Features included : IPv6Basic, LAG-FULL, MLDSnoop, RADIUS-100,

Base License
Base License
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Table 5-1: Parameters in the output of show license

Parameter Description
Board region Name of the region for the Base License features.
Index Index identifying entry. The index is assigned

automatically by the software. It is not configured.
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FEATURE LICENSING COMMANDS
SHOW LICENSE

Table 5-1: Parameters in the output of show license (cont.)

Parameter Description

License name Name of the license key bundle (case-sensitive).
Customer name Customer name.

Quantity of licenses Quantity of licensed installations.

Type of license Full or Trial.

License issue date Date the license was generated.

License expiry date Expiry date for trial license.

Features included List of features included in the feature license.

Related license

commands . .
show license brief
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FEATURE LICENSING COMMANDS
SHOW LICENSE BRIEF

show license brief

Overview Thiscommand displays information about a specific software feature license, or all
enabled software feature licenses on the device.

Syntax show license brief

show license [feature] [<label>|index <index-number>] brief

Parameter Description

feature Only display license information for any applied feature licenses.

<label> The license name to show information about. This can be used
instead of the index number to identify a specific license.

index The index number of the license to show information about. This

<index-number> can be used instead of the license name to identify a specific
license.

brief Displays a brief summary of license information.

Mode User Exec and Privileged Exec

Examples To display a brief summary of information about all licenses, use the command:

awplus# show license brief

Output Figure 5-2:  Example output from show license brief

awplus#show license brief
Board region: Global
Software Licenses

Index License name Quantity Customer name
Type Version Period

1 Base License 1 Base License
Full N/A

Current enabled features for displayed licenses:
IPv6Basic, LAG-FULL, MLDSnoop

Table 5-2: Parameters in the output of show license brief

Parameter Description
Board region Name of the region for the Base License features.
Index Index identifying entry. The index is assigned

automatically by the software. It is not configured.
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FEATURE LICENSING COMMANDS

SHOW LICENSE BRIEF

Related
commands

Table 5-2: Parameters in the output of show license brief (cont.)

Parameter Description

License name

Name of the license key bundle (case-sensitive).

Quantity

Quantity of licensed installations.

Customer name

Customer name.

Type

Full or Trial.

Period

Expiry date for trial license.

Current enabled features for
displayed licenses

List of features included in the license.

license

show license

C613-50531-01 Rev B
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Subscription
Licensing
Commands

Introduction

Overview This chapter provides an alphabetical reference for each of the Subscription
Licensing commands.

Subscription Licensing enables you to use Allied Telesis Management Framework
(AMF). You need to purchase an AMF subscription for each AMF master or
controller node in your AMF network. To see the AMF subscriptions for your device,
see the AlliedWare Plus Datasheet.

For step-by-step instructions about how to license AlliedWare Plus devices, see the
Licensing Feature Overview and Configuration Guide.

Command List - “license update file” on page 209
. “license update online” on page 210
. “show license external” on page 211
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SUBSCRIPTION LICENSING COMMANDS

LICENSE UPDATE FILE

license update file

Overview

Syntax

Mode

Usage notes

Examples

Related
commands

Command
changes
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Use this command to load a license, after you have manually copied the license file
onto the device.

Only use this command if you cannot directly access the Allied Telesis Download
Center from this device. Otherwise, use the command license update online
instead.

license update file <filename>

Parameter Description

<filename> Name and path of the license file on the device.

Privileged Exec

You can download subscription licenses from the Allied Telesis Download Center,
in order to copy them onto the device.

To load a license onto a device from a file called “license_file.bin” that is stored at
the top level of Flash memory, use the following command:

awplus# license update file license file.bin

license update online

show license external

Version 5.4.6-2.1: usage changed by introduction of license update online
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SUBSCRIPTION LICENSING COMMANDS

LICENSE UPDATE ONLINE

license update online

Overview

Syntax

Default

Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to add or update subscription licenses from the Allied Telesis
Download Center, to subscribe to features such as AMF master and OpenFlow.

When you enter this command, the device will:
1) Connect to the Download Center

2)  Checkif new or changed licenses are available for the device, keyed to the
device’s serial number

3) For each such license it finds, download and install the license.
license update online

AlliedWare Plus devices do not automatically connect to the Download Center and
check whether licenses are available. They only check when you run the license
update online command.

User Exec/Privileged Exec

Verifying the update
The update process normally takes approximately 5 seconds.

If the console does not respond for 10 or more seconds after typing the command,
a network, routing or firewall configuration error is probably preventing the
connection from establishing. If this happens, you can abort the command by
pressing Ctrl-C, or wait for the command to time out after 30 seconds.

If the connection to the Download Centers fails and times out, an error message
will be generated on the CLI to indicate the problem. If you abort the command,
no error message is displayed.

If the update is successful, the device will produce log messages to say which
features have had their licensing state updated (activated, deactivated, number of
items changed, or expiry date changed). If the command completes successfully
but there are no licenses available for the device, or no change in the licenses
already on the device, no log messages will be produced.

You should also use the show license external command to confirm which licenses
are active on the device after the update has been applied.

To add a subscription license, use the command:

license update online

show license external

Version 5.4.6-2.1: command added
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SUBSCRIPTION LICENSING COMMANDS
SHOW LICENSE EXTERNAL

show license external

Overview Use this command to show information about subscription (external) licenses.

Syntax show license external

Parameter Description

stored Display all licenses that are on all stack members, including licenses
that are not currently in use. Without this parameter, the output only
displays licenses that are in use. In most situations, all licenses on the
stack will be in use, so this parameter is only useful if the output of
show license external does not include all the licenses that you expect
to be present.

Mode Privileged Exec

Examples To show information about what subscription features the device is licensed for,
use the following command:
awplus#show license external

Related license update online
commands
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System
Configuration and
Monitoring
Commands

Introduction

Overview This chapter provides an alphabetical reference of commands for configuring and
monitoring the system.

Command List - “banner display external-manager” on page 214
. “banner exec” on page 215
. “banner external-manager” on page 217
. “banner login (system)” on page 219
. “banner motd” on page 221
. “clock set” on page 223
. “clock summer-time date” on page 224
. “clock summer-time recurring” on page 226
. “clock timezone” on page 228
. “continuous-reboot-prevention” on page 229
. “debug core-file” on page 231

. “ecofriendly led” on page 232
. “ecofriendly Ipi” on page 233
. “findme” on page 235

. “findme trigger” on page 237

. “hostname” on page 238
. “max-fib-routes” on page 240
. “max-static-routes” on page 241
. “no debug all” on page 242
. “reboot” on page 244
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

. “reload” on page 245

. “show banner external-manager” on page 246

. “show clock” on page 247

. “show continuous-reboot-prevention” on page 249

. “show cpu” on page 250
. “show cpu history” on page 253
. “show debugging” on page 255

. “show ecofriendly” on page 256

. “show interface memory” on page 258

. “show memory” on page 260

. “show memory allocations” on page 262
. “show memory history” on page 264

. “show memory pools” on page 265

. “show memory shared” on page 266

. “show process” on page 267

. “show reboot history” on page 269

. “show router-id” on page 270

. “show system” on page 271

. “show system environment” on page 272
. “show system environment counters” on page 273
. “show system interrupts” on page 275

. “show system mac” on page 276

. “show system pci device” on page 277

. “show system pci tree” on page 278

. “show system serialnumber” on page 279
. “show tech-support” on page 280

. “speed (asyn)” on page 282

. “terminal monitor” on page 284
. “undebug all” on page 285
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
BANNER DISPLAY EXTERNAL-MANAGER

banner display external-manager

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to display the external-manager banner. The external-manager
banner warns you that certain features are being managed by an external
management system. For example, if you are using Vista Manager EX to manage
your network, you will see a notification banner telling you what features are being
managed after you enter Global Configuration Mode.

Use the no variant of this command to hide the external-manager banner.

banner display external-manager

no banner display external-manager
The external-manager banner is displayed by default.
User Exec

The external-manager banner is displayed by default. In some instances it is
desirable to hide it for the current session. You do this by using the no variant of
this command. The banner will remain hidden until you either re-enable it, or log
out and then log back in.

To hide the external-manager banner, use the command:

awplus> no banner display external-manager

To display the external-manager banner, use the command:

awplus> banner display external-manager

banner external-manager

show banner external-manager

Version 5.5.1-1.1: command added
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BANNER EXEC

banner exec

Overview

Syntax

Default

Mode

Examples
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This command configures the User Exec mode banner that is displayed on the
console after you login. The banner exec default command restores the User Exec
banner to the default banner. Use the no banner exec command to disable the
User Exec banner and remove the default User Exec banner.

banner exec <banner-text>
banner exec default

no banner exec

By default, the AlliedWare Plus™ version and build date is displayed at console
login, such as:

| AlliedWare Plus (TM) 5.5.1 04/05/21 12:00:00

Global Configuration

To configure a User Exec mode banner after login (in this example, to tell people to
use the enable command to move to Privileged Exec mode), enter the following
commands:

awplus#configure terminal

awplus (config) #banner exec Use enable to move to Priv Exec mode
awplus (config) #exit

awplus#exit

awplus login: manager
Password:

Use enable to move to Priv Exec mode

awplus>

To restore the default User Exec mode banner after login, enter the following
commands:

awplus#configure terminal

awplus (config) #banner exec default
awplus (config) #exit

awplus#exit

awplus login: manager
Password:

AlliedWare Plus (TM) 5.5.1 04/05/21 12:00:00

awplus>
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BANNER EXEC
To remove the User Exec mode banner after login, enter the following commands:
Related banner login (system)
commands
banner motd
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banner external-manager

Overview

Syntax

Default
Mode

Usage notes
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Use this command to add an entry to the external-manager banner. The
external-manager banner warns you that certain features are being managed by
an external management system. For example, if you are using Vista Manager EX
to manage your network, you will see a notification banner telling you what
features are being managed after you enter Global Configuration Mode.

Use the no variant to remove an entry from the external-manager banner.

banner external-manager <manager-name> feature <feature-name>
note <feature-note>

no banner external-manager <manager-name> [feature
<feature—-name> note <feature-note>]

Parameter Description

<manager-name> A string that describes the management system.

<feature-name> A string that describes the feature being managed.

<feature-note> A note for the feature.

No external-manager banner entries are configured by default.
Global Configuration

When you run this command:

. if no entry exists for an external manager, the external manager, feature and
note are added.

. if an entry already exists for an external manager, the feature and note are
added to the existing manager.

. if the feature already exists for that manager, then the note is added to the
existing feature.

The no variant of this command removes the specified note from the feature of the
specified external manager.

. If there are no other notes for the feature, then the feature is removed.

. If the feature is removed and there are no other features for the external
manager, then the external manager is removed.

Use the no variant with just the external manager name to remove an external
manager and all its features and notes.
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BANNER EXTERNAL-MANAGER

Example

Related
commands

Command
changes
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To add an external manager note for 'Vista Manager' for the feature 'traffic-control'

with the note 'Dynamic Traffic Management', use the commands:

awplus# configure terminal

awplus (config) # banner external-manager "Vista Manager" feature

"traffic-control" note "Dynamic Traffic Management"

To remove the external manager note 'Dynamic Traffic Management' from the
feature 'traffic-control' of the external manager 'Vista Manager', use the
commands:

awplus# configure terminal

awplus (config)# no banner external-manager "Vista Manager"
feature "traffic-control" note "Dynamic Traffic Management"

To remove all external manager features and notes for 'Vista Manager', use the
commands:

awplus# configure terminal

awplus (config)# no banner external-manager "Vista Manager"

banner display external-manager

show banner external-manager

Version 5.5.1-1.1: command added
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BANNER LOGIN (SYSTEM)

banner login (system)

Overview

Syntax

Default
Mode

Examples
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This command configures the login banner that is displayed on the console when
you login. The login banner is displayed on all connected terminals. The login
banner is displayed after the MOTD (Message-of-the-Day) banner and before the
login username and password prompts.

Use the no banner login command to disable the login banner.

banner login

no banner login
By default, no login banner is displayed at console login.
Global Configuration

To configure a login banner of “Authorised users only” to be displayed when you
login, enter the following commands:

awplus#configure terminal
awplus (config) #banner login
Type CNTL/D to finish.

Authorised users only

awplus (config) #fexit
awplus#exit

Authorised users only

awplus login: manager
Password:

AlliedWare Plus (TM) 5.5.1 04/05/21 12:00:00

awplus>

To remove the login banner, enter the following commands:

awplus#configure terminal
awplus (config) #no banner login
awplus (config) #exit
awplus#exit

awplus login: manager
Password:

AlliedWare Plus (TM) 5.5.1 04/05/21 12:00:00

awplus>
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Related banner exec

commands
banner motd
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BANNER MOTD

banner motd

Overview

Syntax

Default

Mode

Examples
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Use this command to create or edit the text MotD (Message-of-the-Day) banner
displayed before login. The MotD banner is displayed on all connected terminals.
The MotD banner is useful for sending messages that affect all network users, for
example, any imminent system shutdowns.

Use the no variant of this command to delete the MotD banner.

banner motd <motd-text>

no banner motd

Parameter Description

<motd-text>  The text to appear in the Message of the Day banner.

By default, the device displays the AlliedWare Plus™ OS version and build date
when you login.

Global Configuration

To configure a MotD banner of “System shutdown at 6pm today” to be displayed
when you log in, enter the following commands:

awplus>enable

awplus#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
awplus (config) #banner motd System shutdown at 6pm today
awplus (config) #exit

awplus#exit

System shutdown at 6pm today
awplus login: manager
Password:

AlliedWare Plus (TM) 5.5.1 04/05/21 12:00:00

awplus>

To delete the login banner, enter the following commands:
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BANNER MOTD

Related banner exec

commands .
banner login (system)
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CLOCK SET

clock set

Overview

Syntax

Mode

Usage notes

Example

Related
commands
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This command sets the time and date for the system clock.

clock set <hh:mm:ss> <day> <month> <year>

Parameter Description

<hh:mm:ss> Local time in 24-hour format

<day> Day of the current month, from 1 to 31
<month> The first three letters of the current month
<year> Current year, from 2000 to 2035

Privileged Exec
Configure the timezone before setting the local time. Otherwise, when you change
the timezone, the device applies the new offset to the local time.

NoTE: If Network Time Protocol (NTP) is enabled, then you cannot change the time or
date using this command. NTP maintains the clock automatically using an external
time source. If you wish to manually alter the time or date, you must first disable NTP.

To set the time and date on your system to 2pm on the 2nd of October 2016, use
the command:

awplus# clock set 14:00:00 2 oct 2016

clock timezone
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CLOCK SUMMER-TIME DATE

clock summer-time date

Overview

Syntax

Mode

Examples
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This command defines the start and end of summertime for a specific year only,
and specifies summertime’s offset value to Standard Time for that year.

The no variant of this command removes the device’s summertime setting. This
clears both specific summertime dates and recurring dates (set with the clock
summer-time recurring command).

By default, the device has no summertime definitions set.

clock summer-time <timezone-name> date <start-day>
<start-month> <start-year> <start-time> <end-day> <end-month>
<end-year> <end-time> <1-180>

no clock summer-time

Parameter Description

<timezone-name> A description of the summertime zone, up to 6 characters long.

date Specifies that this is a date-based summertime setting for just
the specified year.

<start-day> Day that the summertime starts, from 1 to 31.

<start-month> First three letters of the name of the month that the
summertime starts.

<start-year> Year that summertime starts, from 2000 to 2035.

<start-time> Time of the day that summertime starts, in the 24-hour time
format HH:MM.

<end-day> Day that summertime ends, from 1 to 31.

<end-month> First three letters of the name of the month that the
summertime ends.

<end-year> Year that summertime ends, from 2000 to 2035.

<end-time> Time of the day that summertime ends, in the 24-hour time
format HH:MM.

<1-180> The offset in minutes.

Global Configuration

To set a summertime definition for New Zealand using NZST (UTC+12:00) as the
standard time, and NZDT (UTC+13:00) as summertime, with the summertime set to
begin on the 25th of September 2016 and end on the 2nd of April 2017:

awplus (config)# clock summer-time NZDT date 25 sep 2:00 2016 2
apr 2:00 2017 60

To remove any summertime settings on the system, use the command:

awplus (config)# no clock summer-time
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Related clock summer-time recurring

commands .
clock timezone
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clock summer-time recurring

Overview This command defines the start and end of summertime for every year, and
specifies summertime’s offset value to Standard Time.

Syntax
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The no variant of this command removes the device’s summertime setting. This
clears both specific summertime dates (set with the clock summer-time date
command) and recurring dates.

By default, the device has no summertime definitions set.

clock summer-time <timezone-name> recurring <start-week>
<start-day> <start-month> <start-time> <end-week> <end-day>
<end-month> <end-time> <1-180>

no clock summer-time

Parameter Description

<timezone- A description of the summertime zone, up to 6 characters long.
name>
recurring Specifies that this summertime setting applies every year from

now on.

<start-week>

Week of the month when summertime starts, in the range 1-5. The
value 5 indicates the last week that has the specified day in it for
the specified month. For example, to start summertime on the last
Sunday of the month, enter 5 for <start-week> and sun for
<start-day>.

<start-day>

Day of the week when summertime starts. Valid values are mon,
tue, wed, thu, fri, sat or sun.

<start-month>

First three letters of the name of the month that summertime
starts.

<start-time>

Time of the day that summertime starts, in the 24-hour time
format HH:MM.

<end-week>

Week of the month when summertime ends, in the range 1-5.The
value 5 indicates the last week that has the specified day in it for
the specified month. For example, to end summertime on the last
Sunday of the month, enter 5 for <end-week> and sun for <end-
day>.

<end-day>

Day of the week when summertime ends. Valid values are mon,
tue, wed, thu, fri, sat or sun.

<end-month>

First three letters of the name of the month that summertime
ends.

<end-time>

Time of the day that summertime ends, in the 24-hour time format
HH:MM.

<1-180>

The offset in minutes.
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Mode Global Configuration

Examples To seta summertime definition for New Zealand using NZST (UTC+12:00) as the
standard time, and NZDT (UTC+13:00) as summertime, with summertime set to
start on the last Sunday in September, and end on the 1st Sunday in April, use the
command:

awplus (config)# clock summer-time NZDT recurring 5 sun sep 2:00
1 sun apr 2:00 60

To remove any summertime settings on the system, use the command:
awplus (config)+# no clock summer-time

Related clock summer-time date

commands .
clock timezone
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CLOCK TIMEZONE

clock timezone

Overview

Syntax

Mode

Usage notes

Examples

Related
commands
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This command defines the device’s clock timezone. The timezone is set as a offset
to the UTC.

The no variant of this command resets the system time to UTC.

By default, the system time is set to UTC.

clock timezone <timezone-name> {minus|plus}
[<0-13>1<0-12>:<00-59>]

no clock timezone

Parameter Description

<timezone-name> A description of the timezone, up to 6 characters long.

minusorplus The direction of offset from UTC. The minus option
indicates that the timezone is behind UTC. The plus option
indicates that the timezone is ahead of UTC.

<0-13> The offset in hours or from UTC.

<0-12>:<00-59> The offset in hours or from UTC.

Global Configuration

Configure the timezone before setting the local time. Otherwise, when you change
the timezone, the device applies the new offset to the local time.

To set the timezone to New Zealand Standard Time with an offset from UTC of +12
hours, use the command:
awplus (config)# clock timezone NZST plus 12

To set the timezone to Indian Standard Time with an offset from UTC of +5:30
hours, use the command:

awplus (config)# clock timezone IST plus 5:30
To set the timezone back to UTC with no offsets, use the command:

awplus (config)# no clock timezone

clock set
clock summer-time date

clock summer-time recurring
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continuous-reboot-prevention

Overview

Syntax

Default

Mode

Usage notes
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Use this command to enable and to configure the continuous reboot prevention
feature. Continuous reboot prevention allows the user to configure the time
period during which reboot events are counted, the maximum number of times
the switch can reboot within the specified time period, referred to as the threshold,
and the action to take if the threshold is exceeded.

Use the no variant of this command to disable the continuous reboot prevention
feature or to return the period, threshold and action parameters to the defaults.

continuous-reboot-prevention enable

continuous-reboot-prevention [period <0-604800>] [threshold
<1-10>] [action [linkdown|logonly|stopreboot]]

no continuous-reboot-prevention enable

no continuous-reboot-prevention [period] [threshold] [action]}

Parameter Description

enable Enable the continuous reboot prevention feature.
period Set the period of time in which reboot events are counted.
<0-604800> Period value in seconds. The default is 600.
threshold Set the maximum number of reboot events allowed in the specified
period.
<1-10> Threshold value. The default is 1.
action Set the action taken if the threshold is exceeded.
linkdown Reboot procedure continues and all switch

ports and stack ports stay link-down. The
reboot event is logged. This is the default
action.

logonly Reboot procedure continues normally and the
reboot event is logged.

stopreboot Reboot procedure stops until the user enters
the key "c”via the CLI. Normal reboot procedure
then continues and the reboot event is logged.

Continuous reboot prevention is disabled by default. The default period value is
600, the default threshold value is 1 and the default action is linkdown.

Global Configuration

Note that user-initiated reboots via the CLI, and software version
auto-synchronization reboots, are not counted toward the threshold value.
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Examples

Related
commands
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To enable continuous reboot prevention, use the commands:
awplus# configure terminal

awplus (config)# continuous-reboot-prevention enable
To set the period to 500 and action to stopreboot, use the commands:
awplus# configure terminal

awplus (config)# continuous-reboot-prevention period 500 action
stopreboot

To return the period and action to the defaults and keep the continuous reboot
prevention feature enabled, use the commands:

awplus# configure terminal

awplus (config)# no continuous-reboot-prevention period action
To disable continuous reboot prevention, use the commands:

awplus# configure terminal

awplus (config)# no continuous-reboot-prevention enable

show continuous-reboot-prevention
show reboot history

show tech-support
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debug core-file

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes

C613-50531-01 Rev B

Use this command to enable the generation of crash core files.

Use the no variant of this command to disable the generation of crash core files.

debug core-file

no debug core-file

Enabled.

Global Configuration

Core files may contain raw memory content. This may not be acceptable in a
security certified network. Use the no debug core-file command to prevent such

core files from being generated.

To prevent the generation of core files, use the commands:
awplus# configure terminal

awplus (config)# no debug core-file

show system

Version 5.4.9-1.0: command added
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ecofriendly led

Overview

Syntax

Default
Mode

Usage notes

Examples

Related
commands
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Use this command to enable the eco-friendly LED (Light Emitting Diode) feature
which turns off power to the port LEDs.

You can also use the front-panel eco-switch button to enable or disable the
eco-friendly feature. Using this button overrides the configuration set with the
ecofriendly led command.

Use the no variant of this command to disable the eco-friendly LED feature.

ecofriendly led

no ecofriendly led
The eco-friendly LED feature is disabled by default.
Global Configuration

When the eco-friendly LED feature is enabled, a change in port status will not affect
the display of the associated LED. When the eco-friendly LED feature is disabled
and power is returned to port LEDs, the LEDs will correctly show the current state
of the ports.

Foran example of how to configure a trigger to turn off power to port LEDs, see the
Triggers Feature Overview and Configuration Guide.

To enable the eco-friendly LED feature which turns off power to all port LEDs, use
the following commands:

awplus# configure terminal

awplus (config)# ecofriendly led

To disable the eco-friendly LED feature, use the following command:

awplus# configure terminal

awplus (config)# no ecofriendly led

ecofriendly Ipi

show ecofriendly
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ecofriendly lpi

Syntax

Default

Mode

Usage notes

Examples
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Use this command to conserve power by enabling the eco-friendly LPI (Low Power
Idle) feature. This feature reduces the power supplied to the ports by the switch
whenever the ports are idle and are connected to IEEE 802.3az Energy Efficient
Ethernet compliant host devices.

LPlis a feature of the IEEE 802.3az Energy Efficient Ethernet (EEE) standard. LPI
lowers power consumption of switch ports during periods of low link utilization
when connected to IEEE 802.3az compliant host devices. If no data is sent then the
switch port can enter a sleep state, called Low Power Idle (LPI), to conserve power
used by the switch.

Use the no variant of this command to disable the eco-friendly LPI feature.

ecofriendly lpi

no ecofriendly 1lpi
The eco-friendly LPI feature is disabled by default.

Interface Configuration for a switch port, or Interface Configuration for a range of
switch ports.

For an example of how to configure a trigger to enable the eco-friendly LPI feature,
see the Triggers Feature Overview and Configuration Guide.

All ports configured for LPI must support LPI in hardware and must be configured
to auto negotiate by default or by using the speed and duplex commands as
needed.

To enable the eco-friendly LPI feature on a switch port, port1.0.2, use the following
commands:

awplus# configure terminal
awplus (config)# interface portl.0.2
awplus (config-if)+# ecofriendly lpi

To enable the eco-friendly LPI feature on a range of switch ports, port1.0.2-
port1.0.4, use the following commands:

awplus# configure terminal

awplus (config)# interface portl.0.2-portl.0.4

1s (config-1if)# ecofriendly lpi
To disable the eco-friendly feature on port1.0.2, use the following commands:

awplus# configure terminal

awplus (config)# interface portl.0.2
awplus (config-if)# no ecofriendly lpi
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Related duplex

commands .
ecofriendly led
show ecofriendly
show interface
speed
C613-50531-01 Rev B Command Reference for GS980EM Series 234

AlliedWare Plus™ Operating System - Version 5.5.1-2.x



SYSTEM CONFIGURATION AND MONITORING COMMANDS

FINDME

findme

Overview

Syntax

Default
Mode

Usage notes

Example
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Use this command to physically locate a specific device from a group of similar
devices. Activating the command causes a selected number of port LEDs to
alternately flash green then amber (if that device has amber LEDs) at a rate of 1 Hz.

Use the no variant of this command to deactivate the Find Me feature prior to the
timeout expiring.

findme [interface <port-list>] [timeout <duration>]

no findme

Parameter Description

interface <port-1list> The ports to flash.The port list can be:
« aswitch port, e.g. port1.0.4

« acontinuous range of ports separated by a hyphen,
e.g.port1.0.1-1.0.4

a comma-separated list of ports and port ranges,
e.g. port1.0.1,port1.0.5-1.0.6.

timeout <duration> How long the LEDs flash, in seconds, in the range 5 to
3600 seconds.

By default all port LEDs flash for 60 seconds.
Privileged Exec

Running the findme command causes the device’s port LEDs to flash. An optional
timeout parameter specifies the flash behavior duration. Normal LED behavior is
restored automatically after either the default time, or a specified time has elapsed,
or a no findme command is used. You can specify which interface or interfaces are
flashed with the optional interface parameter.

To activate the Find Me feature for the default duration (60 seconds) on all ports,
use the following command:
awplus# findme

To activate the Find Me feature for 120 seconds on all ports, use the following
command:

awplus# findme timeout 120

To activate the Find Me feature for the default duration (60 seconds) on switch port
interfaces port1.0.2 through port1.0.4, use the following command:

awplus# findme interface portl.0.2-1.0.4

In the example above, ports 2 to 4 will flash 4 times and then all ports will flash
twice. Each alternate flash will be amber (if that device has amber LEDs). This
pattern will repeat until timeout (default or set) or no findme commands are used.
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To deactivate the Find Me feature, use the following command:
awplus# no findme
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findme trigger

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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When this command is enabled, the LED flashing functionality of the find-me
command is applied whenever any or all of the selected parameter conditions is
detected.

Use the no variant to remove the findme trigger function for the selected
parameter.

findme trigger {all|loopprot|thrash-limit|gsp}

no findme trigger {all|loopprot|thrash-limit|gsp}

Parameter Description

all Enable the find-me function whenever any of the listed parameter
conditions are detected

loopprot Enable the findme function whenever a loop protection condition
is detected.
thrash-limit Enable the findme function whenever a MAC address

thrash-limiting condition is detected.

gsp Enable the findme function whenever a QoS Storm Protection
condition is detected.

The findme trigger function is disabled.
Global config

Note that findme trigger is not available if you have set the switch to take the
following actions in response to an event:

. For loop detection, the actions log-only and none

. For MAC address thrash-limiting, the actions learn-disable and none.

To enable action LED flashing for the loop protection function:

awplus# findme trigger loopprot

findme
loop-protection loop-detect

storm-protection
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hostname

Overview

Syntax

Default
Mode

Usage notes

Example
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This command sets the name applied to the device as shown at the prompt. The
hostname is:

. displayed in the output of the show system command
. displayed in the CLI prompt so you know which device you are configuring
. stored in the MIB object sysName

Use the no variant of this command to revert the hostname setting to its default.
For devices that are not part of an AMF network, the default is “awplus”.

hostname <hostname>

no hostname [<hostname>]

Parameter Description

<hostname> Specifies the name given to a specific device. This is also referred to as
the Node name in AMF output screens.

awplus
Global Configuration
Within an AMF network, any device without a user-defined hostname will

automatically be assigned a name based on its MAC address.

To efficiently manage your network using AMF, we strongly advise that you devise
a naming convention for your network devices and apply an appropriate
hostname to each device.

The name must also follow the rules for ARPANET host names. The name must start
with a letter, end with a letter or digit, and use only letters, digits, and hyphens.
Refer to RFC 1035.

To set the system name to HQ-Sales, use the command:

awplus# configure terminal

awplus (config)# hostname HQ-Sales

This changes the prompt to:

To revert to the default hostname awplus, use the command:
HO-Sales (config)# no hostname
This changes the prompt to:

awplus (confiqg) #
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NoTE: When AMF is configured, running the no hostname command will apply a
hostname that is based on the MAC address of the device node, for example,
node_0000_5e00_5301.
Related show system
commands
C613-50531-01 Rev B Command Reference for GS980EM Series 239

AlliedWare Plus™ Operating System - Version 5.5.1-2.x



SYSTEM CONFIGURATION AND MONITORING COMMANDS
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max-fib-routes

Overview

Syntax

Default

Mode

Examples
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This command enables you to control the maximum number of FIB routes
configured. It operates by providing parameters that enable you to configure
preset maximums and warning message thresholds.

NOTE: For static routes use the max-static-routes command.
Use the no variant of this command to set the maximum number of FIB routes to
the default of 4294967294 FIB routes.

max-fib-routes <1-4294967294> [<1-100>|warning-only]

no max—-fib-routes

Parameter Description

max-fib-routes  Thisis the maximum number of routes that can be stored in the
device’s Forwarding Information dataBase. In practice, other
practical system limits would prevent this maximum being
reached.

<1-4294967294> The allowable configurable range for setting the maximum
number of FIB-routes.

<1-100> This parameter enables you to optionally apply a percentage
value. This percentage will be based on the maximum number
of FIB routes you have specified. This will cause a warning
message to appear when your routes reach your specified
percentage value. Routes can continue to be added until your
configured maximum value is reached.

warning-only This parameter enables you to optionally apply a warning
message. If you set this option a warning message will appear if
your maximum configured value is reached. Routes can
continue to be added until your device reaches either the
maximum capacity value of 4294967294, or a practical system
limit.

The default number of FIB routes is the maximum number of FIB routes
(4294967294).

Global Configuration

To set the maximum number of dynamic routes to 2000 and warning threshold of
75%, use the following commands:

awplus# config terminal

awplus (config)# max-fib-routes 2000 75
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max-static-routes

Overview

Syntax

Default
Mode

Example

Related
commands
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Use this command to set the maximum number of static routes, excluding FIB
(Forwarding Information Base) routes.

NOTE: For FIB routes use the max-fib-routes command.
Use the no variant of this command to set the maximum number of static routes

to the default of 1000 static routes.

max-static-routes <1-1000>

no max-static-routes
The default number of static routes is the maximum number of static routes (1000).
Global Configuration

To reset the maximum number of static routes to the default maximum, use the
command:

awplus# configure terminal

awplus (config)# no max—-static-routes

NOTE: Static routes are applied before adding routes to the RIB (Routing Information
Base). Therefore, rejected static routes will not appear in the running config.

max-fib-routes
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no debug all

Overview

Syntax

Default
Mode

Example
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This command disables the debugging facility for all features on your device. This
stops the device from generating any diagnostic debugging messages.

You can optionally disable the debugging facility for only the given protocol or
feature. The features available depend on your device and will be a subset of the
features listed in the Syntax section below.

no debug all [bgplipv6 ospfl|ipv6 ripl|dotlx|nsm|ospf|pim
dense-mode |pim sparse-mode|rip|vrrp]

Parameter Description

bgp Turns off all debugging for BGP (Border Gateway Protocol).

dotlx Turns off all debugging for IEEE 802.1X port-based network
access- control.

ipv6 ospf Turns off all debugging for IPv6 OSPF (Open Shortest Path
First).

ipvé6 rip Turns off all debugging for IPv6 RIP (Routing Information
Protocol).

nsm Turns off all debugging for the NSM (Network Services
Module).

ospf Turns off all debugging for OSPF (Open Shortest Path First).

pim dense-mode Turns off all debugging for PIM (Protocol Independent

Multicast) Dense Mode.

pim sparse-mode  Turns off all debugging for PIM (Protocol Independent
Multicast) Sparse Mode.

rip Turns off all debugging for RIP (Routing Information Protocol).
vrrp Turns off all debugging for VRRP (Virtual Router Redundancy
Protocol).
Disabled

Global Configuration and Privileged Exec

To disable debugging for all features, use the command:
awplus# no debug all

To disable all 802.1X debugging, use the command:
awplus# no debug all dotlx

To disable all NSM debugging, use the command:

awplus# no debug all nsm
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To disable all OSPF debugging, use the command:

awplus# no debug all ospf

To disable all PIM Dense Mode debugging, use the command:
awplus# no debug all pim dense-mode

To disable all PIM Sparse Mode debugging, use the command:
awplus# no debug all pim sparse-mode

To disable all RIP debugging, use the command:

awplus# no debug all rip

To disable all VRRP debugging, use the command:

awplus# no debug all vrrp

Related undebugall
commands

Command Version 5.4.7-1.1: pim dense-mode, pim sparse-mode, and rip parameters added
changes
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reboot

Overview This command halts the device and performs a cold restart (also known as reload).
It displays a confirmation request before restarting.

Syntax reboot

reload
Mode Privileged Exec
Usage notes The reboot and reload commands perform the same action.

Examples To restart the device, use the command:
awplus# reboot

reboot system? (y/n): y
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reload

Overview This command performs the same function as the reboot command.
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show banner external-manager

Overview

Syntax
Mode

Example

Output

Related
commands

Command
changes
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Use this command to show the current external-manager banner. The
external-manager banner warns you that certain features are being managed by
an external management system. For example, if you are using Vista Manager EX
to manage your network, you will see a notification banner telling you which
features are being managed after you enter Global Configuration Mode.

show banner external-manager
User Exec

To show the external-manager banner, use the command:

show banner external-manager

Figure 7-1:  Example output from show banner external-manager

awplus#show banner external-manager
The following features are being managed by external systems.
Configuring these features may have unintended consequences.
Manager: Network Manager
Feature: ACLs
Filters

Manager: Vista Manager
Feature: Traffic control
Application Priority
Dynamic Traffic Management
Feature: Web control
all features

banner display external-manager

banner external-manager

Version 5.5.1-1.1: command added
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SHOW CLOCK

show clock

Overview

Syntax
Mode

Example

Output
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This command displays the system'’s current configured local time and date. It also
displays other clock related information such as timezone and summertime
configuration.

show clock

User Exec and Privileged Exec

To display the system’s current local time, use the command:

awplus# show clock

Figure 7-2:  Example output from the show clock command for a device using
New Zealand time

Local Time: Mon, 17 Oct 2016 13:56:06 +1200

UTC Time: Mon, 17 Oct 2016 01:56:06 +0000

Timezone: NZST

Timezone Offset: +12:00

Summer time zone: NZDT

Summer time starts: Last Sunday in September at 02:00:00
Summer time ends: First Sunday in April at 02:00:00
Summer time offset: 60 mins

Summer time recurring: Yes

Table 1: Parameters in the output of the show clock command

Parameter Description

Local Time Current local time.

UTC Time Current UTC time.

Timezone The current configured timezone name.
Timezone Offset Number of hours offset to UTC.

Summer time zone The current configured summertime zone name.

Summer time starts | Date and time set as the start of summer time.

Summer time ends Date and time set as the end of summer time.

Summer time offset | Number of minutes that summer time is offset from the
system’s timezone.

Summer time Whether the device will apply the summer time settings
recurring every year or only once.
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Related clock set

commands .
clock summer-time date
clock summer-time recurring
clock timezone
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show continuous-reboot-prevention

Overview This command displays the current continuous reboot prevention configuration.
Syntax show continuous-reboot-prevention
Mode User Exec and Privileged Exec

Examples To show the current continuous reboot prevention configuration, use the
command:
awplus# show continuous-reboot-prevention

Output Figure 7-3:  Example output from the show continuous-reboot-prevention
command

status=disabled
period=600
threshold=1
action=1linkdown

Related continuous-reboot-prevention

commands .
show reboot history
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show cpu

Overview This command displays a list of running processes with their CPU utilization.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

Syntax show cpu [sort {thrds|pri|sleep|runtime}]

Parameter Description

sort Changes the sorting order using the following fields. If you do not
specify a field, then the list is sorted by percentage CPU
utilization.
thrds Sort by the number of threads.
pri Sort by the process priority.
sleep Sort by the average time sleeping.
runtime Sort by the runtime of the process.

Mode User Exec and Privileged Exec

Examples To show the CPU utilization of current processes, sorting them by the number of
threads the processes are using, use the command:

awplus# show cpu sort thrds
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Output
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Figure 7-4:  Example output from show cpu

CPU averages:

1 second: 12%, 20 seconds: 2%, 60 seconds: 2%
System load averages:

1 minute: 0.03, 5 minutes: 0.02, 15 minutes: 0.00
Current CPU load:

userspace: 6%, kernel: 4%, interrupts: 1% iowaits: 0%

user processes

pid name thrds cpu% pri state sleep% runtime
1544 hostd 1 2.8 20 run 0 120
1166 exfx 17 1.8 20 sleep 0 3846
1284 aisexec 44 0.9 -2 sleep 0 2606
1 init 1 0.0 20 sleep 0 120
9772 sh 1 0.0 20 sleep 0 0
9773 corerotate 1 0.0 20 sleep 0 0
853 syslog-ng 1 0.0 20 sleep 0 356
859 klogd 1 0.0 20 sleep 0 1
910 inetd 1 0.0 20 sleep 0 3
920 portmap 1 0.0 20 sleep 0 0
931 crond 1 0.0 20 sleep 0 1
1090 openhpid 11 0.0 20 sleep 0 233
1111 hpilogd 1 0.0 20 sleep 0 0
1240 hsl 1 0.0 20 sleep 0 79
1453 authd 1 0.0 20 sleep 0 85

Table 2: Parameters in the output of the show cpu command

Parameter Description

CPU averages Average CPU utilization for the periods stated.

System load The average number of processes waiting for CPU time for the

averages periods stated.

Current CPU Current CPU utilization specified by load types.

load

pid Identifier number of the process.

name A shortened name for the process

thrds Number of threads in the process.

cpu% Percentage of CPU utilization that this process is consuming.

pri Process priority state.

state Process state; one of “run’, “sleep”, “zombie”, and “dead".
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Table 2: Parameters in the output of the show cpu command (cont.)
Parameter Description
sleep% Percentage of time that the process is in the sleep state.
runtime The time that the process has been running for, measured in
jiffies. A jiffy is the duration of one tick of the system timer
interrupt.
Related show memory
commands .
show memory allocations
show memory history
show memory pools
show process
C613-50531-01 Rev B Command Reference for GS980EM Series 252

AlliedWare Plus™ Operating System - Version 5.5.1-2.x



SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW CPU HISTORY

show cpu history

Overview

Syntax
Mode

Usage notes

Examples

Output
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This command prints a graph showing the historical CPU utilization.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show cpu history
User Exec and Privileged Exec

This command'’s output displays three graphs of the percentage CPU utilization:

. per second for the last minute, then
. per minute for the last hour, then
. per 30 minutes for the last 30 hours.

To display a graph showing the historical CPU utilization of the device, use the
command:

show cpu history

Figure 7-5:  Example output from the show cpu history command
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100
90
80
70
60
50
40
30
20 u

10 R R I S b I b e I S b b I S b b b R S b b b S b I b S SR b 2 b B b b S b R R b b b S b b S b b b b b b I

loooollooscolocoolloccollosoollocooloccollocoolloocollocsoloooollonoc

Oldest Newest

CPU load% per second (last 60 seconds)
* = average CPU load$%
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Related show memory

commands .
show memory allocations
show memory pools
show process
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show debugging

Overview

Syntax
Mode

Example

Output
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This command displays all debugging options in alphabetical order, indicating

whether debugging is enabled or disabled for each feature.

For information on filtering and saving command output, see the “Getting Started

with AlliedWare Plus” Feature Overview and Configuration Guide.
show debugging
User Exec and Privileged Exec

To find out what debugging is enabled, use the command:

show debugging

Figure 7-6:  Example output from the show debugging command

awplus#show debugging

AAA debugging status:
Authentication debugging is off
Accounting debugging is off

[)

% DHCP Snooping service is disabled
802.1X debugging status:

EPSR debugging status:

EPSR Info debugging is off
EPSR Message debugging is off
EPSR Packet debugging is off
EPSR State debugging is off

IGMP Debugging status:
IGMP Decoder debugging is off
IGMP Encoder debugging is off
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show ecofriendly

Overview

Syntax
Mode

Example

Output
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This command displays the switch’s eco-friendly configuration status. The
ecofriendly led and ecofriendly Ipi configuration status are shown in the show
ecofriendly output.

show ecofriendly

Privileged Exec and Global Configuration

To display the switch’s eco-friendly configuration status, use the following
command:

awplus# show ecofriendly

Figure 7-7:  Example output from the show ecofriendly command

awplus#show ecofriendly

Front panel port LEDs normal

Energy efficient ethernet

Port Name Configured Status
portl.0.1 Port 1 lpi 1pi
portl.0.2 lpi 1pi
portl.0.3 1lpi 1pi
portl.0.4 off off
portl.0.5 lpi off
portl.0.6 Port 6 off off
portl.0.7 off =
portl.0.8 off =
portl.0.9 off =
portl.0.10 off =

Table 3: Parameters in the output of the show ecofriendly command

Parameter Description

normal The eco-friendly LED feature is disabled and port LEDs
show the current state of the ports. This is the default
setting.

off The eco-friendly LED feature is enabled and power to

the port LEDs is disabled.

normal The eco-friendly LED feature has been disabled with
(configuration the eco-switch button, overriding the configuration
overridden by eco set with the ecofriendly led command. The port LEDs
button) show the current state of the ports.
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Table 3: Parameters in the output of the show ecofriendly command (cont.)

Parameter Description

off (configuration The eco-friendly LED feature has been enabled with
overridden by eco the eco-switch button, overriding the configuration
button) set with the ecofriendly led command. Power to the

port LEDs is disabled.

Port Displays the port number as assigned by the switch.

Name Displays the port name if a name is configured for a
port number.

Configured The eco-friendly LPI feature is configured on the port.
Either LPI or off is displayed.

Status The eco-friendly LPI feature is active on the port.
Either LPI or off is displayed. Ports that are not
running show a dash (-).

Related ecofriendly led

commands ecofriendly Ipi
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show interface memory

Overview

Syntax

Mode

Example

Output
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This command displays the shared memory used by either all interfaces, or the
specified interface or interfaces. The output is useful for diagnostic purposes by
Allied Telesis authorized service personnel.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show interface memory

show interface <port-list> memory

Parameter Description

<port-1ist> Display information about only the specified port or ports. The port
list can be:

« aswitchport (e.g. port1.0.4)
- astatic channel group (e.g. sa2)
« adynamic (LACP) channel group (e.g. po2)

« acontinuous range of ports separated by a hyphen (e.g.
port1.0.1-1.0.4)

« acomma-separated list (e.g. port1.0.1,port1.0.3-1.0.4). Do not mix
port types in the same list.

User Exec and Privileged Exec

To display the shared memory used by all interfaces, use the command:
awplus# show interface memory

To display the shared memory used by port1.0.1 and port1.0.3 to port1.0.4, use the
command:

awplus# show interface portl.0.1,portl.0.3-portl.0.4 memory

Figure 7-8:  Example output from the show interface memory command

awplus#show interface memory
Vlan blocking state shared memory usage
Interface shmid Bytes Used nattch Status
portl.0.1 491535 512 1
portl.0.2 393228 512 1
portl.0.3 557073 512 1
lo 425997 512 1
pol 1179684 512 1
po2 1212453 512 1
sa3 1245222 512 1
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Figure 7-9:  Example output from show interface <port-list> memory for a list

of interfaces

awplus#show interface portl.0.1,portl.0.3-portl.0.4 memory
Vlan blocking state shared memory usage

Interface shmid Bytes Used nattch Status
portl.0.1 589842 512 1
portl.0.3 688149 512 1
portl.0.4 327690 512 1

Related show interface brief

commands .
show interface status
show interface switchport
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show memory

Overview

Syntax

Mode

Example

Output
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This command displays the memory used by each process that is currently
running.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show memory [sort {sizel|peak|stk}]

Parameter Description

sort Changes the sorting order for the list of processes. If you do not
specify this, then the list is sorted by percentage memory
utilization.

size Sort by the amount of memory the process is
currently using.

peak Sort by the amount of memory the process is
currently using.

stk Sort by the stack size of the process.

User Exec and Privileged Exec

To display the memory used by the current running processes, use the command:

awplus# show memory

Figure 7-10: Example output from show memory

Table 4: Parameters in the output of the show memory command

Parameter Description

Stack member Stack member number.
RAM total Total amount of RAM memory free.
free Available memory size.
buffers Memory allocated kernel buffers.
pid Identifier number for the process.
name Short name used to describe the process.
mems$ Percentage of memory utilization the process is currently using.
size Amount of memory currently used by the process.
peak Greatest amount of memory ever used by the process.
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Table 4: Parameters in the output of the show memory command (cont.)

Parameter Description

data Amount of memory used for data.

stk The stack size.

Related show memory allocations

commands .
show memory history
show memory pools
show memory shared
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show memory allocations

Overview

Syntax

Mode

Example

Output
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This command displays the memory allocations used by processes.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show memory allocations [<process>]

Parameter Description

<process> Displays the memory allocation used by the specified process.

User Exec and Privileged Exec

To display the memory allocations used by all processes on your device, use the
command:

awplus# show memory allocations

Figure 7-11:  Example output from the show memory allocations command

awplus#show memory allocations
Memory allocations for imi

Current 15093760 (peak 15093760)

Statically allocated memory:

- binary/exe g 1675264
- libraries : 8916992
- bss/global data g 2985984
- stack : 139264

Dynamically allocated memory (heap):

- total allocated : 1351680
- in use : 1282440
- non-mmapped 3 1351680
- maximum total allocated 3 1351680
- total free space : 69240
- releasable : 68968
- space in freed fastbins : 16
Context
filename:1line allocated freed
A lib.c:749 484
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Related show memory

commands .
show memory history
show memory pools
show memory shared
show tech-support
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show memory history

Overview

Syntax
Mode

Usage notes

Examples

Output

Related
commands

C613-50531-01 Rev B

This command prints a graph showing the historical memory usage.

For information on filtering and saving command output, see the “Getting Started

with AlliedWare Plus” Feature Overview and Configuration Guide.
show memory history
User Exec and Privileged Exec

This command’s output displays three graphs of the percentage memory
utilization:

. per second for the last minute, then
. per minute for the last hour, then
. per 30 minutes for the last 30 hours.

To show a graph displaying the historical memory usage, use the command:

awplus# show memory history
Figure 7-12:  Example output from the show memory history command

show memory allocations
show memory pools
show memory shared

show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY POOLS

show memory pools

Overview

Syntax

Mode

Example

Output

Related
commands

C613-50531-01 Rev B

This command shows the memory pools used by processes.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show memory pools [<process>]

Parameter Description

<process> Displays the memory pools used by the specified process.

User Exec and Privileged Exec

To shows the memory pools used by processes, use the command:

awplus# show memory pools

Figure 7-13:  Example output from the show memory pools command

awplus#show memory pools
Memory pools for imi

Current 15290368 (peak 15290368)

Statically allocated memory:

- binary/exe g 1675264
- libraries : 8916992
- bss/global data g 2985984
- stack : 139264

Dynamically allocated memory (heap):

- total allocated : 1548288
- in use : 1479816
- non-mmapped 3 1548288
- maximum total allocated : 1548288
- total free space : 68472
- releasable : 68200
- space in freed fastbins : 16

show memory allocations
show memory history

show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW MEMORY SHARED

show memory shared

Overview This command displays shared memory allocation information. The output is
useful for diagnostic purposes by Allied Telesis authorized service personnel.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

Syntax show memory shared
Mode User Exec and Privileged Exec

Example To display information about the shared memory allocation used on the device,
use the command:

awplus# show memory shared

Output Figure 7-14: Example output from the show memory shared command

awplus#show memory shared
Shared Memory Status

Segment allocated = 39
Pages allocated = 39
Pages resident = 11

Shared Memory Limits

Maximum number of segments = 4096
Maximum segment size (kbytes) = 32768
Maximum total shared memory (pages) = 2097152
Minimum segment size (bytes) =1
Related show memory allocations
commands .
show memory history
show memory
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW PROCESS

show process

Overview

Syntax

Mode

Usage notes

This command lists a summary of the current running processes.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show process [sort {cpul|mem}]

Parameter

Description

sort Changes the sorting order for the list of processes.
cpu Sorts the list by the percentage of CPU utilization.
mem Sorts the list by the percentage of memory

utilization.

User Exec and Privileged Exec

This command displays a snapshot of currently-running processes. If you want to
see CPU or memory utilization history instead, use the commands show cpu
history or show memory history.

Example To display a summary of the current running processes, use the command:
awplus# show process
Output Figure 7-15: Example output from the show process command
CPU averages:
1 second: 8%, 20 seconds: 5%, 60 seconds: 5%
System load averages:
1 minute: 0.04, 5 minutes: 0.08, 15 minutes: 0.12
Current CPU load:
userspace: 9%, kernel: 9%, interrupts: 0% iowaits: 0%
RAM total: 514920 kB; free: 382600 kB; buffers: 16368 kB
user processes
pid name thrds cpu% mem% pri state sleep$
962 pss 12 0 6 25 sleep 5
1 init 1 0 0 25 sleep 0
797 syslog—-ng 1 0 0 16 sleep 88
kernel threads
pid name cpu% pri state sleep$
71 aio/0 0 20 sleep O
3 events/0 0 10 sleep 98

C613-50531-01 Rev B
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW PROCESS

Table 5: Parameters in the output from the show process command

Parameter Description

CPU averages | Average CPU utilization for the periods stated.
System load The average number of processes waiting for CPU time for the
averages periods stated.
Current CPU Current CPU utilization specified by load types
load
RAM total Total memory size.
free Available memory.
buffers Memory allocated to kernel buffers.
pid Identifier for the process.
name Short name to describe the process.
thrds Number of threads in the process.
cpu% Percentage of CPU utilization that this process is consuming.
mems$ Percentage of memory utilization that this process is consuming.
pri Process priority.
state Process state; one of “run”, “sleep”, “stop”, “zombie”; or “dead”.
sleep% Percentage of time the process is in the sleep state.
Related show cpu
commands

show cpu history
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW REBOOT HISTORY

show reboot history

Overview Use this command to display the device’s reboot history.
Syntax show reboot history
Mode User Exec and Privileged Exec
Example To show the reboot history, use the command:
awplus# show reboot history
Output Figure 7-16: Example output from the show reboot history command
awplus#show reboot history
<date> <time> <type> <description>
2016-10-10 01:42:04 Expected User Request
2016-10-10 01:35:31 Expected User Request
2016-10-10 01:16:25 Unexpected Rebooting due to critical process (network/nsm)
failure!
2016-10-10 01:11:04 TUnexpected Rebooting due to critical process (network/nsm)
failure!
2016-10-09 19:56:16 Expected User Request
2016-10-09 19:51:20 Expected User Request
Table 6: Parameters in the output from the show reboot history command
Parameter Description
Unexpected A non-intended reboot.
The reboot is counted by the continuous reboot
prevention feature, as long as the reboot occurred in the
time period specified for continuous reboot prevention.
Expected A planned or user-triggered reboot.
The reboot is not counted by the continuous reboot
prevention feature.
Continuous reboot A continuous reboot prevention event has occurred. The
prevention action taken is configured with the continuous-reboot-
prevention command. The next time period during which
reboot events are counted begins from this event.
User request User initiated reboot via the CLI.
Related show continuous-reboot-prevention
commands
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show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW ROUTER-ID

show router-id

Overview
Syntax
Mode

Example

Output
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Use this command to show the Router ID of the current system.
show router-id
User Exec and Privileged Exec

To display the Router ID of the current system, use the command:

awplus# show router-id

Figure 7-17:  Example output from the show router-id command

awplus>show router-id
Router ID: 10.55.0.2 (automatic)
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW SYSTEM

show system

Overview This command displays general system information about the device, including
the hardware, memory usage, and software version. It also displays location and
contact details when these have been set.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.
Syntax show system
Mode User Exec and Privileged Exec
Example To display configuration information, use the command:
show system
Output Figure 7-18: Example output from show system
System Status Mon Sep 28 08:42:16 2020
Board ID Bay Board Name Rev Serial number
Base 577 Base AT-GS980EM/10H X5-0 G2F6K7006

RAM: Total:
Flash:

462104 kB Free:
95.8MB Used:

306084 kB

26.0MB Available: 69.8MB

Environment Status
Uptime
Bootloader version

Current software
Software version
Build date

Current boot config:
System Name

awplus
System Contact

System Location

Normal
0 days 00:02:04
6.2.17

GS980EM-5.5.0-1.3.rel
5.5.0-1.3
Wed Sep 9 21:10 UTC 2020

flash:/default.cfg (file exists)

Related
commands

C613-50531-01 Rev B

show system environment
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW SYSTEM ENVIRONMENT

show system environment

This command displays the current environmental status of your device and any

attached PSU, XEM, or other expansion option. The environmental status covers

information about temperatures, fans, and voltage.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

Overview
Syntax show system environment
Mode User Exec and Privileged Exec
Example
show system environment
Output Figure 7-19:

To display the system’s environmental status, use the command:

Example output from show system environment

awplus#show system environment
Environment Monitoring Status

Overall Status: Normal

Resource ID: 1 Name: PSU Bay 1 ()
(Units)
1 Device Present

2 PSU Power Output

ID Sensor

Resource ID: 2 Name: PSU Bay 2 ()
ID Sensor (Units)

1 Device Present

2 PSU Power Output

Resource ID: 3 Name: PSU Bay 3 ()
ID Sensor (Units)

1 Device Present

2 PSU Power Output
Resource ID: 4 Name: AT-GS980EM/10H
ID Sensor (Units)

1 Voltage: 1.35V (Volts)

Reading

Yes
Yes

Reading

Yes
Yes

Reading

Yes
Yes

Reading

1.
1.
3
1.
11.

361
034
347
826
582

31

Low

Low

Low

Low

Limit High

Limit High

Limit High

Limit High
1.
0.
2.
1.
10.

209
891
960
597
767
-11

Limit Status
= Ok
= Ok

Limit Status
= Ok
= Ok

Limit Status
= Ok
= Ok

Limit Status

1.482 Ok
1.090 Ok
3.613 Ok
1.964 Ok
13.166 Ok
59 Ok

2 Voltage: 0.99V (Volts)
3 Voltage: 3.3V (Volts)
4 Voltage: 1.8V (Volts)
5 Voltage: 12.0V (Volts)
6 Temp: System (Degrees C)
Related show system
commands

show system environment counters
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW SYSTEM ENVIRONMENT COUNTERS

show system environment counters

Overview Use this command to see the environmental sensor counters.
Syntax show system environment counters
Mode User Exec and Privileged Exec

Example To show the environment sensor counters, use the following command:

show system environment counters

Output Figure 7-20: Example output from show system environment counters

awplus#show system environment counters
Environment Monitoring Counters

Resource ID: 1 Name: PSU Bay 1 ()

ID Sensor Value Threshold Checked Read Alarm Alarm
readings readings readings errors asserted cleared

1 Device Present 6 0 0 0 0 0

2 PSU Power Output 6 0 0 0 0 0

Resource ID: 2 Name: PSU Bay 2 ()

ID Sensor Value Threshold Checked Read Alarm Alarm
readings readings readings errors asserted cleared

1 Device Present 6 0 0 0 0 0

2 PSU Power Output 8 0 0 0 0 0

Resource ID: 3 Name: PSU Bay 3 ()

ID Sensor Value Threshold Checked Read Alarm Alarm
readings readings readings errors asserted cleared

1 Device Present 6 0 0 0 0 0

2 PSU Power Output 8 0 0 0 0 0

Resource ID: 4 Name: AT-GS980EM/10H

ID Sensor Value Threshold Checked Read Alarm Alarm
readings readings readings errors asserted cleared

1 Voltage: 1.35V 7 12 0 0 0 0

2 Voltage: 0.99V 7 12 0 0 0 0

3 Voltage: 3.3V 7 12 0 0 0 0

4 Voltage: 1.8V 7 12 0 0 0 0

5 Voltage: 12.0V 7 12 0 0 0 0

6 Temp: System 7 12 0 0 0 0
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW SYSTEM ENVIRONMENT COUNTERS

Table 7-1: Parameters in the output from show system environment counters

Parameter Description

Value readings Number of times that the value of this sensor has been
read.

Threshold readings | Number of times that a threshold value related to this
sensor has been read.

Checked readings Number of times that this sensor has gone outside a
threshold and has been re-read to confirm this is a
genuine error.

Read errors Number of times that there was an error returned when
reading this sensor or one of its threshold values.

Alarm asserted Number of times that this sensor has entered the fault
state.
Alarm cleared Number of times that this sensor has left the fault state.

Related show system

commands .
show system environment

Command Version 5.5.0-0.1: command added
changes
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW SYSTEM INTERRUPTS

show system interrupts

Overview Use this command to display the number of interrupts for each IRQ (Interrupt
Request) used to interruptinputlines on a PIC (Programmable Interrupt Controller)
on your device.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.
Syntax show system interrupts
Mode User Exec and Privileged Exec
Example Todisplay information about the number of interrupts for each IRQ in your device,
use the command:
awplus# show system interrupts
Output Figure 7-21: Example output from the show system interrupts command
awplus>show system interrupts
CPUO
1: 2 CPM2 SIU Level Enabled 0 i2c-mpc
2: 145 CPM2 SIU Level Enabled 0 spi-mpc
77 0 OpenPIC Level Enabled 0 enet tx
78: 2 OpenPIC Level Enabled 0 enet rx
82: 0 OpenPIC Level Enabled 0 enet error
90: 5849 OpenPIC Level Enabled 0 serial
91 g 2066672 OpenPIC Level Enabled 0 i2c-mpc
94: 147 OpenPIC Level Enabled 0 cpm2_ cascade
112: 5 OpenPIC Edge Enabled 0 phy interrupt
114: 398714 OpenPIC Level Enabled 0 mvPP
115: 26247 OpenPIC Level Enabled 0 mvPP
119: 0 OpenPIC Edge Enabled 0 Power supply status
BAD: 0
Related show system environment
commands
C613-50531-01 Rev B Command Reference for GS980EM Series 275

AlliedWare Plus™ Operating System - Version 5.5.1-2.x


http://www.alliedtelesis.com/documents/getting-started-alliedware-plus-feature-overview-and-configuration-guide
http://www.alliedtelesis.com/documents/getting-started-alliedware-plus-feature-overview-and-configuration-guide

SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW SYSTEM MAC

show system mac

Overview This command displays the physical MAC address of the device.
Syntax show system mac
Mode User Exec and Privileged Exec

Example To display the physical MAC address enter the following command:

awplus# show system mac

Output Figure 7-22: Example output from the show system mac command

awplus#show system mac
eccd. 6d9d.4eed (system)
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW SYSTEM PCI DEVICE

show system pci device

Overview Use this command to display the PCl devices on your device.
Syntax show system pci device

Mode User Exec and Privileged Exec

Example To display information about the PCl devices on your device, use the command:

awplus# show system pci device

Output Figure 7-23: Example output from the show system pci device command

awplus#show system pci device

00:0c.0 Class 0200: 1lab:00dl1 (rev 01)
Flags: bus master, 66Mhz, medium devsel, latency 128, IRQ 113
Memory at 5ffff000 (32-bit, non-prefetchable) [size=4K]
Memory at 58000000 (32-bit, non-prefetchable) [size=64M]

00:0d.0 Class 0200: 1lab:00dl1 (rev 01)
Flags: bus master, 66Mhz, medium devsel, latency 128, IRQ 116
Memory at 57fff000 (32-bit, non-prefetchable) [size=4K]
Memory at 50000000 (32-bit, non-prefetchable) [size=64M]

Related show system environment

commands .
show system pci tree
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW SYSTEM PCI TREE

show system pci tree

Overview
Syntax
Mode

Example

Output

Related
commands
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Use this command to display the PCl tree on your device.
show system pci tree
User Exec and Privileged Exec

To display information about the PCl tree on your device, use the command:

awplus# show system pci tree

Figure 7-24: Example output from the show system pci tree command

awplus>show system pci tree
-[00]-+-0c.0 1lab:00d1
\-0d.0 1lab:00d1

show system environment

show system pci device
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW SYSTEM SERIALNUMBER

show system serialnumber

Overview

Syntax
Mode

Example

Output
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This command shows the serial number information for the device.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show system serialnumber
User Exec and Privileged Exec

To display the serial number information for the device, use the command:

awplus# show system serialnumber

Figure 7-25: Example output from the show system serialnumber command

awplus#show system serialnumber
45AX5300X
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW TECH-SUPPORT

show tech-support

Overview This command generates system and debugging information for the device and
saves it to a file.

This command is useful for collecting a large amount of information so that it can
then be analyzed for troubleshooting purposes. The output of this command can
be provided to technical support staff when reporting a problem.

You can optionally limit the command output to display only information for a
given protocol or feature. The features available depend on your device and will be
a subset of the features listed in the table below.

Syntax show tech-support
{[all|atmf|auth|bgp|card|dhcpsn|epsr|firewall |[igmp|ip|ipv6 | mld
|openflow|ospf|ospf6|pim|rip|ripng]|stack]|stp|system|tacacs+|
update]} [outfile <filename>]

Parameter Description

all Display full information

atmf Display ATMF-specific information

auth Display authentication-related information

bgp Display BGP-related information

card Display Chassis Card specific information

dhcpsn Display DHCP Snooping specific information

epsr Display EPSR specific information

firewall Display firewall specific information

igmp Display IGMP specific information

ip Display IP specific information

ipv6 Display IPv6 specific information

mld Display MLD specific information

openflow Display information related to OpenFlow

ospf Display OSPF related information

ospf6 Display OSPF6 specific information

pim Display PIM related information

rip RIP related information

ripng Display RIPNG specific information

stack Display stacking device information

stp Display STP specific information

system Display general system information
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW TECH-SUPPORT

Default

Usage notes

Mode

Examples

C613-50531-01 Rev B

Parameter Description

tacacs+ Display TACACS+ information

update Display resource update specific information

| Output modifier

> Output redirection
>> Output redirection (append)
outfile Output file name

<filename> Specifies a name for the output file. If no name is specified, this file
will be saved as: tech-support.txt.gz.

Captures all information for the device.

By default the output is saved to the file ‘tech-support.txt.gz’ in the current
directory. If this file already exists in the current directory then a new file is
generated with the time stamp appended to the file name, for example
‘tech-support20161009.txt.gZ’, so the previous file is retained.

The command generates a large amount of output, which is saved to a file in

compressed format. The output file name can be specified by outfile option. If the
output file already exists, a new file name is generated with the current time stamp.

If the output filename does not end with “.gz", then “.gz" is appended to the
filename. Since output files may be too large for Flash on the device we

recommend saving files to external memory or a TFTP server whenever possible to
avoid device lockup. This method is not likely to be appropriate when running the

working set option of AMF across a range of physically separated devices.
Privileged Exec

To produce the output needed by technical support staff, use the command:

awplus# show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SPEED (ASYN)

speed (asyn)

Overview

Syntax

Default
Mode

Usage notes

Example
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This command changes the console speed from the device. Note that a change in
console speed is applied for subsequent console sessions. Exit the current session
to enable the console speed change using the clear line console command.

speed <console-speed-in-bps>

Parameter Description

<console-speed-in-bps> Console speed Baud rate in bps (bits per second).

1200 1200 Baud

2400 2400 Baud

9600 9600 Baud

19200 19200 Baud

38400 38400 Baud

57600 57600 Baud

115200 115200 Baud

The default console speed baud rate is 9600 bps.
Line Configuration

This command is used to change the console (asyn) port speed. Set the console
speed to match the transmission rate of the device connected to the console (asyn)
port on your device.

To set the terminal console (asyn0) port speed from the device to 57600 bps, then
exit the session, use the commands:

awplus# configure terminal
awplus (config)# line console O
awplus (config-line)# speed 57600
awplus (config-line) # exit

awplus (config) # exit

awplus# exit

Then log in again to enable the change:
awplus login:

Password:

awplus>
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SPEED (ASYN)

Related clear line console

commands .
line
show running-config
show startup-config
speed
C613-50531-01 Rev B Command Reference for GS980EM Series 283

AlliedWare Plus™ Operating System - Version 5.5.1-2.x



SYSTEM CONFIGURATION AND MONITORING COMMANDS

TERMINAL MONITOR

terminal monitor

Overview

Syntax

Default
Mode

Examples

Related
commands

Command
changes
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Use this command to display debugging output on a terminal.
To display the cursor after a line of debugging output, press the Enter key.

Use the command terminal no monitor or no terminal monitor to stop
displaying debugging output on the terminal. Alternatively, you can use the
timeout option to stop displaying debugging output on the terminal after a set
time.

terminal monitor [<I1-60>]

terminal no monitor

no terminal monitor

Parameter Description
<1-60> Set a timeout between 1 and 60 seconds for terminal output.
Disabled

User Exec and Privileged Exec

To display debugging output on a terminal, enter the command:

awplus# terminal monitor

To display debugging on the terminal for 60 seconds, enter the command:
awplus# terminal monitor 60

To stop displaying debugging output on the terminal, use the command:

awplus# no terminal monitor

All debug commands

Version 5.4.8-0.2: no terminal monitor added as an alias for terminal no monitor
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
UNDEBUG ALL

undebug all

Overview This command applies the functionality of the no debug all command.
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